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Internet Safety Guidelines

Privacy is important. When you interact on the Internet, you may have to give out personal information. You have the right and the opportunity to decide who has access to your personal information, and how that information is used. It’s also important to protect yourself. If you register to use a site, create an email account, a chat messenger account, blog or wiki, or join a social network, you need to insure against identity theft and insure your personal safety. 

Be Aware of Who can See Your Information 

You should be aware that when you interact on the Internet, particularly if you register to use a Web site, create aan email account, a chat messenger account, public blog or wiki, or join a social network, there are many people who might have access to the information that you show online. Depending on your privacy settings, your personal information may be available to the general public. Be cautious about the personal details you disclose. Your information or postings may potentially be viewed by: 

Advertisers: The Internet is typically used by people or companies that want to sell you something. 

Sexual Predators: Some adults or older youth use the Internet to develop improper and dangerous relationships with children. 

Colleges: If you apply to college, many colleges want to know more about you than just your grades or test scores, or what you wrote in your application. Many search the Internet to seek additional information about their applicants. 

Potential Employers: If you apply for a job, many employers want to know what type of person you are beyond what is indicated in the job application, and search the Internet to seek information about their job applicants. 

Parents: Many parents use the Internet to keep informed of their children’s activities. 

General Public: If you participate in some Internet sites, any member of the general public may view information about you or posted by you. 

Be aware that once you put something online, it may be difficult or impossible to take back. Even if you delete information from your profile or site, older versions may still be available to others. 
Protect Your Privacy and Your Personal Safety 

There are some “common sense” rules that you can follow to help protect your identity and your personal safety. 

DO: 

· Before you sign up for a Web site or Web based application or post information to a public site, be sure to check the Privacy Policy. These are typically posted on the site, and are accessible to review before you sign up or enter personal information. You should be sure that the Web site or application will not share your information with others without your authorisation, or gives you the opportunity to control access to your information through Security Settings. 

· Once you join the site or use a Web based application, be sure to set the Security Settings or Privacy Settings. This will allow you to control who has access to the information that you put online. Be aware that the “default” settings most often allow the Web site or application to share your information. You have to take affirmative steps to limit disclosure of your information. 

· Protect other people’s privacy as well as your own. Make sure that you don’t post information about others that will reveal their identity or personal information, or otherwise expose them to harm. 

DO NOT: 

· Don’t put anything online that would allow people to recognise you or find you. When registering for a Web site, writing a blog or wiki, or posting to a social networking site, do NOT use your: 

· Full Name: In most cases, when registering for a Web site or application, you should avoid using your real name. Either make up a name or use a nick name that you can easily remember. (Note: In some cases, you may be required to provide your full name sign up for an online service; be sure to check the privacy policy before to protect yourself.)
· Photos 

· Address 

· Phone number 

· Date of Birth (Note: In some cases, you may be required to provide your birth date to sign up for an online service, as may laws require that you be a minimum age). 

· School name or Team name 

· Travel Plans 

· Family Information (identities) 

· Financial information 

· Identification numbers 

· Credit Card or Bank information 

· Don’t ever give out your screen name, user name, user ID, or password. 

· Don’t give information to strangers (anyone you don’t know in real life). If a site or a person makes you uncomfortable, or asks for more information than you want to share, leave the site or refuse to provide the information. 

· Don’t “accept‟ or give access to “friends” you don’t personally know in real life. People on the Internet may not be who they claim to be. Predators and pedophiles often represent themselves as being a young person, when they often are not. They try to establish a relationship or gain your trust posing by as a young person and then will attempt to meet you in person. This is inappropriate and dangerous. 
· Do not download attachments without proper verification. Many attachments may contain viruses which may harm your computer. Be sure to scan the attachments using an anti virus software before you download them. 
· Don’t put others at risk.
· Don’t say bad things about others.
· Don’t post pictures or give personal information about others.
· Don’t post information about others that would allow them to be identified.
· Don’t ever talk about sex on the Internet. 

· Never agree to meet someone in person that you met on the Internet. 
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