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Cyber Security: Past, Present & Future



• The Good Old Days…

• Perfect Storm

• What Can we Do About it?



The floppy was the 

biggest problem we had

You were safe if you 

didn’t trade illicit software 

and ASCII pictures

Remember when consumer 

devices looked like this?

The Good Old Days…



THE PERFECT STORM



Four Key Trends
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Staggering Growth Creates Complexity

TRILLION
GB of Data

TRILLION
Transactions

MILLION
Apps

BILLION
Connected

People

BILLION
Devices

During this Decade…



Most Popular 99c App in App Store?

Flash Light App

Provided hidden 

tethering via iPhone’s 

3G Connection



Remote Control Code

Application Registers 

Phones Join BotnetFlashlight/Backlight 

Application





Malware Explosion

MORE ATTACKS THAN THE PAST

COMBINED
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Malware Explosion
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WHAT WILL HAPPEN WITH

DEVICES?



SLAMMER ZEUS AURORA STUXNET

Hacking for Fun Organized 

Crime

State-Sponsored 

Cyber Espionage

Physical 

Harm

Stakes are Rising Rapidly



Victim’s Country of Origin Victim Count

USA 49

Canada 4

South Korea 3

Taiwan 3

Japan 2

Switzerland 2

United Kingdom 2

Indonesia 1

Vietnam 1

Denmark 1

Singapore 1

Hong Kong 1

Germany 1

India 1

RAT



Operation Shady RAT

22 6 13 13 4 12

U.S. Federal Gov. 6

U.S. State Gov. 5

U.S. County Gov. 3

Canadian Gov. 2

South Korean Gov. 1

Vietnam Gov. 1

Taiwan Gov. 1

U.S. Gov. Contractor 1

United Nations 1

Indian Gov. 1

Construction/

Heavy Industry 3

Steel Industry 1

Energy

1

Solar Power 1

Electronics Industry 3

Computer Security 2

Information 

Technology

2

Satellite 

Communications 2

News Media 2

Information 

Services

1

Communications 

Technology

1

Defense Contractor 13 Real Estate 2

Accounting 

Industry

2

Agriculture

1

Insurance

1

International Sports 5

Economics/Trade 2

Think Tanks 2

International 

Government/

Economics/Trade 1

Political non-profit 1

U.S. National 

Security Non-profit 1



What Should be 

Our Strategy?



SECURITY 
BROKEN



Threats are Diving Deep… Being Quiet… Attacking with Surprise



Art of Cyberwar

I/O Memory Disk Network Display

Virtual Machine

Operating System

Applications

CPU

AV HIPS

BIOS

Infect OS with APT’s resulting in threats 

hidden from security products

Traditional attacks – and defenses –

focused primarily on the application 

layer

Rogue peripherals & firmware 

bypassing all other security measures

Attack and disable 

security products and 

hence all protection

Compromise virtual 

machine and hence all 

guest OSes within

“Ultimate APT’s” compromise

devices below OS, either before 

or after shipment 

Intel & McAfee Confidential



MALWARE EXECUTION INFECTIONNON-EXECUTABLE SECURE

Take the “Oxygen” Out of the Room for Malware



REPUTATION-BASED

VDI

Smartphone

Mobile phone

MAC

NetBook

Consumer PC

Medical Devices

SCADA Systems

Servers

Point of Sale

ATMs
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COE

Desktop

Smart Meter

Printer

SECURITY – A NEW PARADIGM






