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Preface

Products covered

Product short names

EMC caution

Use of shielded cables

Power supply warning

The following products are covered in this manual:

Product Name Product Code
Intel Express 8210 Router ER8210
Intel Express 8220 Router ER8220
Intel Express 9530 Router ER9530
Intel Express 9535 Router ER9535

Thefollowing terms are used within this manual to describe the prod-
ucts.

+ Intel Express Router
» Express Router

« Intel Device View

Statutory Notices & Warnings

ThisisaClass A product. In a domestic environment this product
may cause radio interference, in which case the user may be required
to take adequate measures.

To comply with EMC and FCC emission limits, use the shielded ca-
bles recommended by Intel Corporation.

Use unshielded cables only where explicitly allowed in the installa-
tion manual of the product in question.

The Express Router does not have amain switch. Removing the pow-
er supply lead from the socket on the Express Router or disconnecting
the power supply from the main supply socket disconnectsthe device
from themain power. Therefore, both the socket on the Express Rout-
er and the power supply socket must be visible and easily accessible.

Xi
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Power supply wiring color

code

FCC part 15 warning

FCC part 68 notice

Xii

IMPORTANT!
Thewiresin the power supply cable provided with thisequipment are
color coded as follows:

Color Connection
Green and yellow Ground (Earth)
Blue Neutral

Brown Live

FCC Statements

This equipment has been tested and found to comply with the limits
for aClass A digital device, pursuant to part 15 of the FCC Rules.
These limits are designed to provide reasonabl e protection against
harmful interference when the equipment is operating in a commer-
cial environment. This equipment generates, uses and can radiate ra-
dio frequency energy and if not installed and used in accordance with
the instruction manual, may cause harmful interference to radio com-
munications. Operation of this equipment in aresidential areaislike-
ly to cause harmful interference in which case the user will be
required to correct the interference at his own expense.

This equipment complies with Part 68 of the FCC rules. Located on
the equipment is alabel that contains, among other information, the
FCC registration number. If requested, this information must be pro-
vided to the telephone company.

This equipment cannot be used on the tel ephone company-provided
coin service. Connection to Party Line Serviceis subject to State Tar-
iffs.

If thisequi pment causes harm to thetel ephone network, the telephone
company will notify you in advancethat temporary discontinuance of
service may be required. If advance notice isn't practical, the tele-
phone company will notify the customer as soon as possible. Also,
you will be advised of your right to file a complaint with the FCC if
you believe it is necessary.
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IC CS-03 NOTICE
(Canada)

The telephone company may make changes in its facilities, equip-
ment, operations and proceduresthat could affect the operation of the
equipment. If this happens, the telephone company will provide ad-
vance noticein order for you to make the necessary modificationsin
order to maintain uninterrupted service.

If trouble is experienced with this equipment, please contact:

Intel Corporation—Jones Farm
2111 N.E. 28 Avenue
Hillsboro, Oregon 97124-5916
Telephone 503-696-8080

If the trouble is causing harm to the telephone network, the telephone
company may request you to remove the equipment from the network
until the problem is resolved.

It is recommended that the customer install an AC surge arrester in
the AC outlet to which this device is connected. This is to avoid dam-
aging the equipment caused by local lightening strikes and other elec-
trical surges.

This equipment uses the following USOC jacks and codes

Facility Service Jack
Interface Interface Code Order Code Type
CSU/DSU T1 04DU9-BN 6.0N RJ48C
CSU/DSU T1 04DU9-DN 6.0N RJ48C
CSU/DSU T1 04DU9-1KN 6.0N RJ48C
CSU/DSU T1 04DU9-1SN 6.0N RJ48C
CSU/DSU T1 04DU9-1ZN 6.0N RJ48C

Industry Canada Notice

The Industry Canada label identifies certified equipment. This certi-
fication means that the equipment meets certain telecommunications
network protective, operational and safety requirements as prescribed
in the appropriate Terminal Equipment Technical Requirements doc-
ument(s). The department does not guarantee the equipment will op-
erate to the user’s satisfaction.

Xiii
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Xiv

Beforeinstalling this equipment, users should ensurethat it is permis-
sible to be connected to the facilities of thelocal telecommunications
company. The equipment must also be installed using an acceptable
method of connection. The customer should be aware that compli-
ance with the above conditions may not prevent degradation of ser-
vicein some situations.

Repairs to certified equipment should be coordinated by a represen-
tative designated by the supplier. Any repairs or alterations made by
the user to this equipment, or electrical malfunctions, may give the
telecommuni cations company cause to request the user to disconnect
the equipment.

Usersshould ensurefor their own protection that the el ectrical ground
connections of the power utility, telephonelinesand internal metallic
water pipesystem, if present, are connected together. This precaution
may be particularly important in rural areas.

Caution

Users should not attempt to make such electrical connections them-
selves, but should contact the appropriate electrical inspection au-
thority, or electrician, as appropriate.

The standard connecting arrangements (tel ephone jack type) for this
equipment are CA81A, CA-A1l, and CB-1D.

EEC Declarations
Safety

Intel Corporation declares that this product conforms with the re-
quirements of the European Communities Directive of 73/23/EEC
and 93/68/ECC on the harmonization of the laws of Member States
for electrical equipment designed for use within certain voltage lim-
its.

Electromagnetic Compatibility

Intel Corporation declares that this product conformswith the protec-
tion requirements of the Council Directive 89/336/EEC on the ap-
proximation of the laws of the Member States relating to
electromagnetic compatibility.
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For UK use

Safety statement

Telecommunications Terminal Equipment

Intel Corporation declares that this product conforms with the re-
quirements of the Council Directive of 98/13/EEC on the approxima:
tion of the laws of the Member States concerning

telecommuni cations terminal equipment, including mutual recogni-
tion of their conformity covering the following ports: WAN, WAN1,
WAN2.

IMPORTANT for usein the UK.

Asthe colors of the wires in the cable provided with this equipment
may not correspond with the markingswhich identify theterminalsin
your plug, use the following procedure;

1. Check that the green and yellow wires are connected to the termi-

nal marked with the letter E or the earth/ground symbol &), or
colored green and yellow.

2. Check that the blue wire is connected to the terminal which is
marked with the letter N or colored black.

3. Check that the brown wire is connected to the terminal whichis
marked with the letter L or colored red.

The Safety Status of all interconnection pointsthat are for the connec-
tion of other equipment is SELV (as defined by EN60950), or PELV
(as defined by IEC364-4-41).

XV
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Line connections (UK In order to meet the safety requirements of PSS/Digital Leased Line

only) approval, it isimportant to ensure that the equipment is correctly in-
stalled and maintained. Connections to PSS/Digital Leased Lines
must be made with the following cables:

Cable
Port Product
Type Datarate Connector type Code

V.24 up to 19.2 Kbps 25-pin male D-sub ER0O001CB

V.35 up to 48 Kbps  34-pin female MIL-C-ER0002CB
28748

V.36 up to 64 Kbps  37-pin male D-sub ERO003CB

X.21/ upto 64 Kbps 15-pin female D-sub  ER0004CB
V.11

Note The datarates given above indicate the data rate supported
when transmitting across the respective branch system and
do not necessarily reflect the maximum transmission speed
supported by the equipment. For details of the port pin
assignments, see Appendix “Technical Specifications”, p.

317.
Branch systems The V.24 and V.35 interfaces are for connection only to a relevant
(UK only) branch system. For the purposes of approval, the port cables specified

above constitute the relevant branch system.

The V.24 port is approved for PTO Service Category 1. The V.35 port
is approved for PTO Service Category 2, ref. BS 6328 part 7: 1990.

Intended use The intended use of this equipment is to provide data communica-
tions between remote sites via public or private telecommunication
services. WAN ports are for connection to telecommunication servic-
es via an appropriate synchronous modem. CSU/DSU ports are for
direct connection to T1 service.

All the features of the Express Router can be used within the United
Kingdom.

XVi
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Configuration

BSMI Warning

Approvals

In order to fulfill its intended purpose, the Express Router must be

configured to the user’s needs. Setup of the Express Router using the

Intel Device View Setup Wizard is described in the Quick Start

Guide. Advanced Setup is described in this manual.

BCIQ (Taiwan) Declaration

15 /2 FRERR Y BRI, -

LEEERE

TEREERTIRIE R AR -
FREE ST TR TEEREHT  FREE
W R L SR -

Approvals

The Express Router complies with the following requirements:

Safety

UL 1950
CSA-C22.2 No. 950
IEC 950
EN 60950

Telecommunications

CTR 1
CTR 2
FCC part 68
IC CS-03

Emission

47 CFR part 15 Class A,
EN 55022 Class A
CISPR 22 Class A

CNS 13438 Class A

Susceptibility

EN 55024
EN 50082-1

CE Mark

Yes

XVii
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Wichtige Hinweise und
Vorsichtsmallnahmen

Erdung des Gerates Dieses Geréat muf3 Schutze des Fernmeldnetzes geerdet werden!

Farbkodierung der Leiter WICHTIG!
des NetzanschluRkabels Dieses Gerat ist mit einem dreiadrigen NetzanschluBkabel ausgestat-
tet. Die Leiter haben die folgende Farbkodierung:

Farbe Leiter

Grin und Gelb Erde

Blau neutral

Braun stromfiihrend
Warnung zur Der Express Router besitzt keinen Ein/Aus-Schalter. Ein Entfernen
Stromversorgung des Stromkabels von dessen Anschlul? im Express Router oder vom

Stromnetz bewirkt ein Abschalten der Stromversorgung. Daher sol-
len sowohl die Buchse im Express Router und die Netzsteckdose gut
sichtbar und leicht zuganglich angebracht werden.

Sicherheitsstand Der Sicherheitsstand aller Verbindungsstellen des Macthbox Router,
die dem Anschluss von weiteren Geréten dienen, ist SELV (Sicher-
heits-Kleinspannung) (entsprechend der Definition von EN60950)
und PELV (gemalEC364-4-41).

Xviii
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Mise a la terre

Code couleur des
conducteurs du cordon
secteur

Alimentation secteur

Déclaration de sécurité

Vystraha pro
dodavku proudu

Notes Statutaires et Avertissements

Cet appareil doit étre relié atarre pour protéger le réseau de télé-
communications.

IMPORTANT !
Les couleurs du cordon secteur fourni avec cet appareil correspon-
dent au code suivant:

Couleur Branchement

Vert/Jaune Terre

Bleu Neutre

Brun Phase
ATTENTION!

Le Express Router ne posséde pas d’interrupteur secteur. Pour
débrancher cet équipement, il faut retirer le cordon d’alimentation
soit du connecteur situé sur le Express Router soit de la prise secteur.
Il est donc important de garder ces deux connecteurs bien visibles et
faciles d’acceés.

Tous les points d’'interconnexion du module de Express Ralker,
ceinte pour le branchement d’'autres équipements est SELV (comme
défini parlEC950/EN60950) et PELV (comme défini pHEC364-4-

41).

Bezpecnostni vystraha

Pristroj musi byt umistén v blizkosti sit'ové zasuvky. K odpojeni pristroje
od site€ slouzi vidlice sit'ového privodu.

XiX
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Acronyms

XX

This manual

Item

uses the following conventions:

Convention

Menu items, but- These are written in Courier typeface, having
tons, parameters the same nomenclature as on screen.

Accessing
submenus

Indicated by “>" between each menu item,
For example, Device>Install.

WAN port and The phrase “WAN port” is used when refer-

WAN ring specifically to the port designated as a
WAN port on the router (for example, “Con-
necting the WAN port”). “WAN" is used as a
general term referring to Wide Area Network
(for example, WAN services)

“Link” and For the purposes of this manual, the words

“Connection” Link and Connection have the same meaning.

ARP Address Resolution Protocol

BCP Bridging Control Protocol

BOOTP Boot Protocol

BPDU Bridging Protocol Data Units

CBC Cipher Block Chaining

CCITT Comité Consultatif International Télégraphique et

Téléphonique

CCP Compression Control Protocol

CHAP Challenge Handshake Authentication protocol

CSMA/CD Carrier Sense Multiple Access with Collision Detection

Csu Channel Service Unit

DCE Data Circuit-terminating Equipment

DE Discard Eligibility

DHCP Dynamic Host Control Protocol

DLCI Data Link Connection Identifier

DLCMI Data link Connection Management Interface (also

called LMI)

DMz Demilitarized Zone

DNS Domain Name Service

DRAM Dynamic Random Access Memory

DSU Data Service Unit

DTE Data Terminal Equipment

DVMRP Distance Vector Multicast Routing Protocol

ECP Encapsulation Control Protocol
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FCC
FR
FRI
FTP
GNS
HDLC
HTTP
ICMP
IEC
IGMP
IMAP4
P
|PCP
IPX8
IPXCP
ISP
LAN
LAPB
LCP
LMI
MIB
MROUTD
NAT
NFS
PAP
PDN
PING
POP3
PPP
PVC
RIP
RSVP
Rx
SAP
SELV
SIMM
SMPT
SNMP
SPX
svc
TCP
TFTP
TNV
Tx

Federal Communications Commission
Frame Relay

Frame Relay Interface

File Transfer Protocol

Get Nearest Server

High-level Data Link Control
HyperText Transfer Protocol
Internetwork Control Message Protocol
International Electrical Commission
Internet Group Management Protocol
Internet Message Access Protocol 4
Internet Protocol

Internet Protocol Control Protocol
Internetwork Packet Exchange8
Internetwork Packet eX change Control Protocol
Internet Service Provider

Local Area Network

Link Access Procedure, Balanced
Link Control Protocol

Link Management Interface
Management Information Base
Multicast Route Daemon

Network Address Translation
Network File Server

Password Authentication Protocol
Public Data Network

Packet InterNetwork Groper function
Post Office Protocol 3

Point-to-Point Protocol

Permanent Virtual Circuit

Routing Information Protocol
Resource ReSerV ation Protocol
Receive

Service Access Point

Safety Extra Low Voltage

Single In-line Memory Module
Simple Mail Transfer Protocol

Simple Network Management Protocol
Sequenced Packet Exchange
Switched Virtual Circuit

Transfer Control Protocol

Trivial File Transfer Protocol
Telecommunications Network Voltages
Transmit

XXi
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UDP User Data Protocol
WAN Wide Area Network

XXii



| ntroduction to the
Intel® Express Router

Hardware Overview

Intel® Express 8210 front The following shows the front and back panels of the Intel Express
and back panels 8210 Router.

Front Panel (ER8210)

Intel Express 8210 Router

Back Panel (ER8210)

:

.

Ports: 1 WAN, 1 10/100 Base-T LAN, 1 Console

Ice3



CHAPTERI1

Introduction to the Intel® Express Router

Intel Express 8220 Router
front and back panels

Intel Express 9530 Router
front and back panels

The following shows the front and back panels of the Intel Express
8220 Router.

Front Panel (ER8220)

Intel Express 8220 Router

— AN —— ————— CSUDSU ————

LAN 100 Mbps| CSU Status  Network Connection

lce2

Back Panel (ER8220)

Ej;]

Power

Ice4

Ports: 1 CSU/DSU, 1 10/100 Base-T LAN, 1 Console

The following shows the front and back panels of the Intel Express
9530 Router.

Front Panel (ER9530)

Intel Express 9530 Router .
intel.

—— AN —— —— WANl ————  ————— WAN2 ————

Staus  LAN  100Mbps 10 Mbps Control  Network ~ Connection

Paxon3

Back Panel (ER9530)

E =
-

pgwe, [ NN o ]

Paxonl

Ports: 2 WAN, 1 10/100 Base-T LAN, 1 Console



C HA P T E R 1 |Introduction tothe Intel® Express Router

Intel Express 9535 Router The following shows the front and back panels of the Intel Express
front and back panels 9535 Router.

Front Panel (ER9535)

Intel Express 9535 Router

——LAN1—— ——— WAN
Status  LAN  100Mbps LAN2 Control  Networ

Paxon8

Back Panel (ER9535)

“WIIIII IHIRLNNNLLLTTTI
E ey

Power

Paxon€

Ports: 2 WAN, 1 10 Base-T LAN, 1 10/100 Base-T LAN, 1 Console
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Port descriptions The following table provides brief descriptions of the ports found on
the Express Routers.

Port

Description

CSU/DSU

WAN

LAN or LAN1
(10/100 Mbps)

A built-in CSU/DSU provides a direct connection
to a T1 interface through a DB-15 type connector.

Accommodates X.21/V.11, V.24, V.35 or V.36
connections by using special adapter cables. The
cable required for your installation must be
ordered separately.

An RJ-45 connector providing an Ethernet inter-
face for the direct connection to a 10Base-T or
100Base-T local area network. The HUB/PC
switch terminates the port for connection to either
a PC or network hub or switch.

An RJ-45 connector providing an Ethernet inter-

LANZ2 face for the direct connection to a 10Base T local
(10 Mbps) area network.
A 9-pin serial connector provides direct access to
Console the on-board Local Management from a VT100-
compatible terminal, or it can be used for wide
area network access through a dial-up modem.
Recovery Button The Recovery button is used to place the router in Recovery Mode or

reset the router to the factory default configuration. See Chapter 14
“Recovery Mode”, p. 301 for details.
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LED Descriptions

Status LED The following describes the Status L EDs.

LED Color Indication

Status green, steady Router is operational.

green, blinking  Router is set to factory default,
awaiting configuration.

orange, steady Diagnostics error, router is opera-
tional.

orange, blinking Router isin Recovery Mode.

red Fatal error, router is not opera-
tional.
off Power is off.
LAN LEDs The following describesthe LAN LEDs.
LED Color Indication
LAN, green, steady Port is operational but no data
LANI1, activity.

LAN2 green, blinking  Data activity on the LAN.

orange, steady  Port is down or disabled.
orange, blinking Ethernet collisions on the port.

100 Mbps green, steady Ethernet LAN is operating at 100
Mbps
off Ethernet LAN is operating at 10
Mbps.

10 Mbps  green, steady Ethernet LAN is operating at 10
Mbps.

off Ethernet LAN is operating at 100
Mbps.
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WAN Port LEDs

The following describes the WAN (1 or 2) port LEDs.

LED Color Indication
Control green, steady Modem or CSU/DSU connection
established.
orange, steady Modem or CSU/DSU connection
not established.
red Error connecting to modem or
CSU/DSsU.
Network  green, steady Connection to the network estab-
lished.
orange, steady No connection to the network,
WAN port is disabled.
orange, blinking Attempting to connect to the net-
work.
red Error connecting to the network.
Connec-  green, steady WAN connection established, no
tion data activity.

green, blinking

Data activity on the port.

orange, steady

No call connected, WAN connec-
tion not established.

orange, blinking

Attempting to establishaWAN
connection.

red

Error establishing the WAN con-
nection.
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CSU/DSU Port LEDs The following describes the CSU/DSU port LEDs.
LED Color Indication
CcsuU green, steady Connection to the CSU of the data
Status network switch is established.
green, intermit-  Connection to the CSU of the data
tently blinking  network is established. The orange
orange blinks correspond to errors detected
by the CSU.
orange, steady Attempting to establish connection
to the CSU on the data network
switch. Correspondsto a CSU Yel-
low alarm.
orange, blinking Testing the line.
red, steady Error, unable to connect to the CSU
on the data network switch. Corre-
sponds to a Red, Blue or Out-of-
frame Alarm.
Network  green, steady Connection to the data network
switch is established.
orange, steady No connection to the data network
switch; CSU/DSU port is disabled
or not configured.
orange, blinking  Attempting to connect to the data
network switch.
red, steady Error; unable to connect to the data
network switch.
Connec-  green, steady WAN connection established, no
tion data activity on the port.
green, blinking  Data activity on the port.

orange, steady

No call connected, WAN connec-
tion not established.

orange, blinking

Attempting to establish the WAN
connection.

red

Error establishing the WAN con-
nection.
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All LEDs Flashing

Intel Device View

All LEDsflashing in sequence indicates that the router is loading
firmware.

Features of the Intel Express
Router

Management

Intel Device View is anetwork device management software sup-
plied with the router on a CD-ROM and is the recommended manage-
ment tool. Intel Device View provides a graphical interface for the
installation, configuration, and monitoring of the router, and other In-
tel network devices, from a PC running Windows895/98/2000 or
Windows NT8. Three installations options are available:

Intel Device View for Windows

Intel Device View for Windows is installed directly on a PC and al-
lows you to manage the router and other network devices from that
PC.

Intel Device View for Web

Intel Device View for Web isinstalled and hosted on a Web server.
This allows you to manage the Express Router and other Intel net-
work devices on the network from any client PC using a supported
Web browser.
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Intel Device View as a Plug-in

Installing Intel Device View as a plug-in provides Intel network de-
vice support for Hewlett Packard OpenViews, Tivoli NetViews or In-
tel LANDesk Network Manager. For information, see the
documentation for these programs.

32 Intel® Device View - Express 9510 Router 5T - 89.20.6.33
File Dewice Wiew Configuration Manitoing Tools Help

|5 |98 @l ]3| B[w2]

=2 @ Discovered SNMP Device Tree | | Proguct: Express Router 9500 Name:
B4 Subnet 83 IP address: 89.206.33 Location:
+ 8320633 Configuration.  MOT saved to flash memory Contact:

+ 832010610
+ 8392010518

£ Subnet89.20

£ Subnet191.1.90

- {§] Uncaonfigured Devices
iy DODDS09FEDO2
iy DO00H0B3FTO2

b Ooa0CeO2ZE nannrnmm
B~ m

Pouer Conzole

Device Yiew Ezplorer
level | Sowce | Conneclion # Part | Desoription
Error Conne..  Multilink PPP - Slave 2 Link iz down. Call retry limit reached.
MNote 15D ... Multiink PPP - Slave 2 Outgoing call failed [<no number: - <no numb...
4 |+
Diagnostics | Tiap | System |
For Help. press F1 v
Local Management Local Management is an on-board management application that sup-
ports full monitoring and configuration capabilities.
[ 89.20.6.80 | @eapcop2e7ca | New Diag_Err | 62:50:22 |
Login

(c) Intel Corporation, Intel Express Router
Version 4.1au

IE Lab

Configuration and monitoring
IET N ‘onitoring
command line interface
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Y ou can access Local Management in the following ways:
*  From Intel Device View, click Tel net from the Tools menu.

« Start a Telnet session to the router’s IP address from any terminal
on the router’s LAN or WAN.

Use a VT100-compatible terminal or PC running emulation software
connected to the console port, either directly or via an asynchronous
modem dial-in connection (illustrated).

Express Router Console port

Telephone
Network
Local Router Remote site sor
Command line interface A command line interface is available from Local Management that
and multiple router provides limited configuration. Command line allows you to config-

configuration using TFTP ure a number of routers based on the configuration of single router us-
ing Trivial File Transfer Protocol (TFTP). See Chapter 12 for details.

Edit gas pump command file
config.txt to specific
router requirement

Upload gas pump

command file config. txt Download router-specific

ommand files config. txt

Upload results file
conf.res.txt to ensure
that the configuration
was successful

Standard
configuration template
config.p

Template router
The configuration of this
router will be used as a
basis for all other routers 1748

10
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CSU/DSU T1 Services !

CSU/DSU Port The CSU/DSU port on the Express Routers providesadirect interface
toaT1 linefrom abuilt-in CSU/DSU. The CSU/DSU port supports
full T1 or fractional T1 serviceto aFrame Relay or X.25 network, or
a PPP |eased line connection.

T1 service Tlisafull-duplex digital signal operating at adatarate of up to 1.536
Mbps. The signa is divided into 24 channels or time slots operating
at 64 Kbps or 56 Kbps.

Fractional T1 Fractional T1 alows you to purchase and use less than full T1 ser-

vice. With fractional T1, you can subscribe up to 23 channels at 56
Kbps or 64 Kbps (depending on your service) to get the desired band-
width.

Frame Relay Services

Frame Relay Overview Frame Relay serviceis available for use through WAN and CSU/
DSU ports on the Express Router. Frame Relay provides LAN inter-
connections over aWAN at rates of up to 2.048 Mbps, and allows
multi ple simultaneous data sessions (logical connections) across a
single physical connection (see “Supported Connections”, p. 331).

Frame Relay

Express Router

WAN or
CSU/DSU port

Frame Relay connections

3072

Frame Relay data Data compression is available when communicating over Frame Re-

compression lay connections which can improve the throughput. Data compres-
sion is hardware-based and offers maximum possible compression at
the line speeds supported by the router. Data compression is done us-

11
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Default Frame Relay set
up

Flow control

12

ing Frame Relay compression (FRF.9) or a proprietary standard to
provide compatibility with older Intel routers. The correct compres-
sion algorithm is automatically determined by negotiation with the
remote router over the Frame Relay connection.

Data compression uses the Stac8 algorithm, and typical compression
rates of 4:1 can be expected for ASCI| files.

Frame Relay service is configured by default for WAN and CSU/
DSU ports. The router automatically detects the Frame Relay switch
type (DLCMI) and the Frame Relay connections (DLCISs) in your
Frame Relay subscription. The router configures the detected Frame
Relay connections with default routing of IP (RIP-1) and IPX8. This
allows you to remotely configure your router over aFrame Relay
connection after the router hardware is installed.

The Express Router supports a number of features to facilitate the ef-
fective transmission of data over multiple Frame Relay connections
in periods of excessive date traffic:

« Congestion avoidance through Backward Explicit Congestion
Notification (BECN)

« Prioritizing connections by configuring parameters such as Com-
mitted Information Rate (CIR), Committed Burst (Bc), Excess
Burst (Be), and bandwidth weight.

« A proprietary protocol for exchanging line speeds between rout-
ers to ensure the router does not transmit more traffic than the
remote router is able to receive.

For details on flow control features, refer to the section in Chapter 6,
“Flow Control”, p. 110, or see the Reference Manual.
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X.25 overview

X.25 data compression

X.25 reverse charges

X.25 Services

X.25isavailablefor useon WAN and CSU/DSU ports of the Express
Router. X.25 offers the interconnection of LANs over public or pri-
vate X.25 networks.

Switched Virtual
Circuits (SVCs)

Express Router

WAN or
CSU/DSU port

Permanent Virtual X.25 PVC or SVC
Circuits (PVCs) connections

3074

Connections across X.25 networks are made using virtual circuits
(logical channels). X.25 logical channels can be either Permanent
Virtual Circuits (PVCs) or Switched Virtual Circuits (SVCs). PVCs
offer connections that are permanently available and are similar to a
leased line. SV Cs are connections that are only established when a
transfer request is initiated and are cleared as soon as the data has
been transferred. Multiple X25 SV C connections can be configured
on any port (see “Supported Connections”, p. 331).

Data compression is available when communicating over X.25 con-
nections, to improve the throughput on connection speeds of up to
128 Kbps. Typical compression rates of 4:1 can be expected for
ASCII files.

Reverse charges can be used to transfer the costs of operation for a
connection to a specific location.

For example, if someone working from a remote site needs a connec-
tion to a central office, the costs of operation for the connection can
be transferred to the central office using reverse charges. When the

13
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PPP leased line multilink

PPP Dial-up connections

14

remote site needs to communicate with the central office, the remote
siterouter will call in to the central office router which then callsthe
remote site back.

Note Reverse charge services must be available in your X.25 ser-
vice subscription before they can be used by your router;
otherwise these requests will be ignored.

PPP Leased Line Multilinks

The Intel Express 8210 Router supports a PPP Multilink using a
leased line connection off each WAN port. The individual leased
lines must operate at the same transmission rate to create amultilink.
In effect, the PPP Multilink doubles your transmission rate.

Express Router

wan1port PPP leased line Remote Router

'WAN 2 port

Remote
LAN

3060

PPP Dial-up Modem Connections

The consol e port of the router supports dial-up PPP connections over
anormal telephone network via an asynchronous modem. All the fa-
cilities offered by PPP connections are available, such as data com-
pression, CHAP/PAP, and callback.

Express Router Console port Router

PPP

Y A——

O e I

Telephone Async
Mod

Network odem

LAN

Local Router Remote site
3046
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PPP overview

Data compression

Password Authentication
Protocol (PAP)

Challenge Handshake
Authentication Protocol
(CHAP)

Call-back

Point-to-Point Protocol (PPP)

PPP is a standardized data connection level encapsulation protocol
for communicating over leased lines, dial-up modem connections,
and Internet Tunnels. PPP verifies, to some extent, that the PPP con-
figurationsin the two routers over the connection are consistent. The
features avail able for communicating over PPP connections include:

« Datacompression

» Password Authentication Protocol (PAP)

« Challenge Handshake Authentication Protocol (CHAP)
« Cal-back (ISDN and dia-up modem connections only)

Data compression can improve throughput on the PPP connections.
Data compression is hardware-based and offers maximum possible
compression at the line speeds supported by the router. The compres-
sion technique is based on the Stac8 algorithm and typical compres-
sion rates of 4:1 for ASCII files can be expected.

In most cases, the router autodetects the standard compression
modes, Sequenced Number M ode and Extended M ode (Microsoft-
compatible).

PAP uses simple password exchange to validate devices over a PPP
connection and to respond to authentication requests from other de-

vices. PAPisan effective way of ensuring that only communications
from authorized devices are accepted over a PPP connection.

CHAP can be chosen asan dternativeto PAPto validate devices over
a PPP connection before communications are permitted. CHAP is
more secure than PAP as CHAP never actualy transmits the pass-
word over the connection. CHAP istherefore resistant to attemptsto
obtain the password by monitoring the PPP connection. The use of
CHAP is recommended over PAP.

Call-back is available for PPP connections over dial-up modem con-
nections. Call-back can be used to transfer the costs of operation for
aconnection from thislocation or to aremote location. For example,
if someone working from home needs a connection to an office, the
costs of operation for the connection can be transferred to the office

15
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Internet routing
(Internet Tunnels)
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by using callback. When the home connection needs to communicate
with the office, they call to the office router which then calls them
back

PPP Callback

When using PPP callback, a device requesting callback must estab-
lish the connection to request callback. This means that some costs
will beincurred at the requesting site, even though most of the costs
will betransferred to the remote site

PPP Call-back is availablein proprietary mode (standards-based) for
compatibility with older Intel Routers, and standard RFC 1570 mode.
which is compatible with the callback standard from Microsofts.

Internet Tunnels

Internet Tunneling isavailable in the Express Router for routing data
viathe public Internet.

Private %

intranet

Server

PC users

or
public
Internet
Your router Remote router

=—

Server

PC users

Your LAN LAN

3028

Routing data via the Internet can be very cost-effective when com-
pared with the costs of routing via conventional direct wide area net-
work connections. The costs of operation consist of only the
subscription to an Internet service provider (1SP), and the costs (if
any) of local callsto your | SP. This can offer substantial savingsover
routing data directly viatraditional service connections.
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Network and Bridging Services !

Network layer services The Express Routers provides the following network layer services:
« IProuting (RIP-1, RIP-2 and static routes)
« Novédll routing (IPX/SPX RIP/SAP and IPX static routes)
«  WAN bridging, for forwarding data that cannot be routed.

IP routing The IP routing services implemented in the router include the Trans-
fer Control Protocol (TCP), Routing I nformation Protocol (RIP-1and
RIP-2), BootP, Address Resolution Protocol (ARP), subnets, control
and management of |P connections using ICMP (Internetwork Con-
trol Message Protocol) and the establishment of static routes.

Firewall and IP Filters The Express Router implements comprehensive | P packet filtering to
restrict communications between networks and hosts and to eliminate
or minimize unwanted traffic. These filters provide the basis for cre-
ating afirewall. Features of IP filtering and firewall protection are:

Static and Stateful Filters

Therouter offerstwo types of filters, static and stateful. Static filters
can discard or pass data that meets criteria set by the filter. These fil-
ters are considered static because they do not change their state, that
is, they are always active. Stateful filters are dynamic filters based on
the principles of Stateful Inspection. Thesefilters provide time-limit-
ed access through your firewall for packets that meet the filter crite-
ria. Stateful filtersremember the source and destination addresses and
port numbers of a connection and use this information to ensure in-
coming datais from avalid destination. Stateful filters offer amuch
tighter security than static filters and are preferred when creating a
firewall.

SYN Flood Protection

TCP SY N flood attacks can be damaging to Internet services such as
Web serversor FTPservers. With stateful filter, therouter can protect
these services on your network using the SY N Flood Protection fea-
ture.

Port to Application Mapping

Port to application mapping allowsyou to use non-standard port num-
bersfor FTP and HT TP services when filtering using stateful filters.

17
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Triggered IP RIP

OSPF routing

Dynamic IP Address

Assignment

IP Multimedia protocols
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Triggered RIPisavailablefor use over WAN connections. For on-de-
mand type (dial-up) connections, this prevents connections from be-
ing brought up just to send routing information through RIP. When
using triggered RIP, routing information is only exchanged when the
connection comes up or when anetwork topology changeis detected.
This can considerably reduce RIP update overheads.

OSPF (Open Shortest Path First) routing protocol is alicensed soft-
ware feature that you can purchase to upgrade your router. OSPF is
based on alink-state routing protocol which makes it preferable to
RIP, especialy in large networks.

Dynamic | P Address assignment can be used over PPP leased linesto
obtain addresses allocated from a remote device (usually an Internet
Service Provider). Whenever the connection is brought up, the router
will request an | P address from the remote device. If an |P addressis
given by the remote device, the router will use that address for the du-
ration that the connection is up.

Thefollowing I P multimediafeatures areimplemented in the Express
Router:

Resource Reservation Protocol (RSVP)

The IP Resource Reservation Protocol (RSVP) isa protocol used by
multimedia applications to provide quality of service for video and
communications. RSV P allows bandwidth over WAN connectionsto
bereserved for applications which require aguaranteed datadelivery
for satisfactory performance.

IP Multicasts

IP Multicasts are typically used by multimedia applications to com-
muni cate with multiple remote devices simultaneously. |P Multicasts
are supported using MROUTD specifications that use the Internet-
working Group Multicast Protocol (IGMP) ontheLAN and Distance
Vector Multicast Routing Protocol (DVMRP) to communicate | P

M ulticasts routes between routers.

IP Multicast Tunneling

I P Multicasts can only be transmitted between routers which support
IP Multicast routing (using DVMRP). If intermediate routers do not
support DVMRP, IP Multicast Tunnels can beestablished toalow IP
M ulticaststo bypass them to maintain the | P Multicast network topol -

ogy.
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IP Network Address IP Network Address Trandlation (NAT) isavailableto translate inter- !
Translation (NAT) na LAN addressesto externa addresses. NAT isvery useful in many
| P applications including:

« Connecting your LAN to the Internet

The Internet requires the use of public IP addresses that are usu-
aly assigned by Internet service providers. NAT can be used to
translate private (non-public) |P addresses to official public
addresses that can be used on the Internet.

« Making one or afew IP addresses available to all devices on the
LAN

NAT alows asingle IP address to be used by many devices on
the LAN at the same time. For example, | SPstypically assign a
single public Internet IP address to asite. NAT maps internal
LAN IP addresses to different TCP ports of the single public IP
address. This makes the single | P address available to many
devices on your LAN simultaneously.

Single External
IP Address
\—] Ports J
1028
— 1027 —
1026
1025
. =
Internal LAN External device
IP Addresses IP Addresses

« Connecting two networks together that have the same I P network
address.

IPX filters Comprehensive |PX routing filters are implemented in the router.
These allow access restrictions to be defined for communications be-
tween networks and hosts, and to eliminate unnecessary or unwanted
network traffic.

19
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Novell IPX routing

IP and Novell IPX static
routes

WAN bridging (data link
layer service)

DHCP Server
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The implementation of IPX is compatible with Novell's implementa-
tion. Novell supports different types of Ethernet frames (packets)—
IPX packets are encapsulated into the frame types supported by Net-
Wares servers. To ensure compatibility with routers from other man-
ufacturers, the Novell IPX WANZ2 Protocol is supported via both

numbered and unnumbered WAN connections.

Static routes are available for both 1P and IPX (static routes and ser-
vices). If only alimited number of networks are accessed over a
WAN connection, static routes to the remote networks can be estab-
lished to eliminate the routing information sent by the dynamic rout-
ing protocols (IPRIP, IPX RIPand SAP). By eliminating the network
overheads, the available connection bandwidth is maximized for data
traffic and the costs of operation are minimized.

Where a protocol is hon-routable or the native routing protocol is not
supported, the router uses efficient bridging servicesto forward data.
The Spanning Trees Algorithm is supported to achieve the most effi-
cient bridging routes.

Controlled bridging functions allow you to forward packets ad-
dressed to defined destinations, from defined sources and for defined
Ethernet frametypes. Bridgelearning can also be disabled. Thesefea-
tures offer secure bridging by bridging between authorized stations.
Itisacost-effective use of WAN connections by only bridging essen-
tial services.

Dynamic Host Control Protocol
(DHCP) Server

DHCP (Dynamic Host Control Protocol) isanindustry protocol used
to dynamically assign | P addresses to network devices. The Express
Router provides abuilt-in DHCP server that gives the router the abil -
ity to automatically assign:

« an|Paddress, including a subnet mask and gateway address
+ aDNS (Domain Name System) server address
*  WINS (Windowss Internet Name Service) server address.

The DHCP server provides an efficient way to assign and manage
your |P address allocation.
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Router Factory Default Setup !

Express Router Factory The Express Router is supplied with the following default setup, de-
Default Setup pending on the port types available for your router.
Port Parameter Default Setting
Genera  IPRouting Enabled using RIP-1
IPX Routing Disabled
WAN Bridging Disabled
LAN IP Address 192.0.2.1
Network Mask 255.255.255.0
LAN1 IP Address 192.0.2.1
Network Mask 255.255.255.240
LAN2 IP Address 192.0.2.17
Network Mask 255.255.255.240
WAN, WAN Protocol Frame Relay
WANL Management Autodetected
Interface
(DLCMI)
Baudrate Autodetected

Frame Relay Con- Automatically configured for

nections each autodetected Data Link
Connection Identifier (DLCI)
available in your subscription.

IP Routing RIP-1
IPX Routing Enabled using the IPX WAN Pro-
tocol

WAN2 WAN Protocol PPP leased line

21
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Port Parameter Default Setting
Csu/ Channel Selection On
DSU
Channel Band- 64 kps
width
Line Coding B8ZS
Timing Mode Network (Loop Timing)
Line Build Out 0dB
Framing Format ESF
Receiver Sensitiv- Norm
ity
Disable ANS| No
PRM
WAN Protocol Frame Relay
Management Autodetected
Interface
(DLCMI)
Baudrate Autodetected
Frame Relay Con- Automatically configured for
nections each autodetected Data Link
Connection Identifier (DLCI)
available in your subscription.
IP Routing RIP-1
IPX Routing Enabled using the IPX WAN Pro-
tocol
Console  Console port Console mode
mode

By default, data compression is negotiated between the connections
if it isavailable in the remote devices.

22



Important!

Wichtig!

Important!

Standard product parts

| nstallation

Warnings

Before you proceed with theinstallation procedure given in this chap-
ter, you must read the Statutory Notices and Warnings provided at the
beginning of this User Guide.

Bevor Sie mit der Installation des Geréates beginnen, sollten Sie unbe-
dingt die wichtigen Hinweise und VorsichtsmaRnahmen, die am An-
fang dieser Bedienungsanleitung beschrieben sind, sorgfaltig
durchlesen.

Avant de continuer avec la procédure de l'installation dans ce chapi-
tre, il faut lire les Notes importantes et les Avertissements au début de
ce clavier.

Product Parts

The router package contains the following components:
+ Intel Express Router

« power cable
23
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« LAN connection cable (blue)

« CSU/DSU TI cables (green) - supplied with the ER8220 router
only

- DB15 to RM8C cable (standard)

- DB15 to RM8C adapter cable
« HDSL2 connection cable (red) - supplied with the ER9545 router
« Console port terminal cable (DB9 to DB9)
+ CD-ROM containing:

- Intel Device View

- abackup copy of the router firmware

- the Reference Manual, User Guide (this manual) and Quick
Start for the router in PDF format

- Intel Device View User Guide in PDF format
- Intel Express Router Interoperability Guide
- Acrobat8 Reader for reading the on-line manuals
- Microsoft Internet Explorer§ version 5.0
*  Quick Start
» User Guide
+ Late-breaking News

The following product parts are ordered separately as needed.

Part Description Product Code
WAN port cables
V.24 (RS-232) DTE interface cable ER0001CB
V.35 DTE interface cable ER0002CB
V.36 (EIA-449) DTE interfacecable = ER0003CB
X.21/V.11 DTE interface cable ER0004CB
CSU/DSU T1 cables
DB15to DB15 ERO005CB
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Installation

Quick installation
instructions

Important

Main supply warning

Read the Late-breaking
News

Identify the MAC address

Installation Procedure

For quick installation instructions, use the Quick Start guide included
with the router.

The Intel Express Router must be installed by authorized technical
personnel. It must be handled with great care at al times, and must
not be exposed to violent shock or any other influences that may re-
sult in damage and possible functionality failures. Intel cannot be
held responsible for any damage arising as aresult of incorrect han-
dling or installation.

IMPORTANT!

The router does not have amain power switch. Removing the power
supply unit lead from the socket on the router disconnects the router
from the power supply. Therefore, the socket on the router and the
main supply socket should be easily accessible.

Preparation

The L ate-breaking News document included with the router contains
essential information regarding the router operation (such as limita-
tions or known errors). Thisisinformation made available after this
manual was completed. Read this document before you begin to in-
stall the router.

Make note of the M AC address assigned to therouter whichisprinted
on the label next to the LAN port. The MAC addressisin the format
00123456789A (12 hexadecima numbers).

[ I\II\IHI\IHII\I\IHII\HI\IIIHIIIIH e j

ADDRESS

3002
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Thisisthe MAC address assigned to the LAN or LAN1 (10/
100Mbps) port. For routers having two LAN ports, the LAN2 port
has a MAC address which is one unit greater than the printed MAC
address. Using the MAC address in the diagram as an example, the
MAC address of the LAN2 port is 00AAO0D1865E.

Intel Device View Install Wizard uses the MAC address to identify
the router during initial configuration.

Connecting the Intel Express Router

Connecting to the Local Area Network (Ethernet)

To connect the 10/100 Mbps LAN port (Iabelled either LAN or
LAN1 depending on your router):

1  Connect the port to alocal network (such as a hub or Ethernet
switch) or Ethernet port of a PC using the blue LAN cable pro-
vided.

2  Set the HUB/PC switch next the LAN port to the proper posi-

tion.
Set switch
o [ (g
Set the switch to When connecting to
HUB alocal network viaan Ethernet
device such as a hub or switch.
PC aPC

The blue LAN cable is a straight-through cable. The switch
eliminates the need for a crossover cable.
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To connect the LAN2 port
(10Mbps)

Connecting the WAN port

Equipotential bonding
requirement

To connect the 10 Mbps LAN2 port to an Ethernet network, use one
of the following 10 Base-T Ethernet cables (RJ-45 to RI5): !

« To connect to a hub or Ethernet switch, use a straight-through
cable.

« To connect to aPC, use across-over cable.

Note These cables are not included with the router.

Connecting the WAN Port

A WAN port on the Express Router connectsto aleased line, Frame
Relay, or X.25 service through an external synchronous modem or
CSU/DSU unit (user supplied). The interconnecting cable between

the router and the modem depends on the modem interface and is or-
dered separately as required (see “Optional product parts”, p. 24).

The WAN cables used to connect to the modem or CSU/DSU are
shielded. If the modem is Class | equipment (grounded), there is a risk
of circulating loop currents through the shield and the pin 1 wire in
the cable. To avoid this risk, the router and modem must be connected
to main outlets which comply with the requirements for equipotential
bonding according to IEC 364-4-41, ITU-T/CCITT K.31 or similar
local/national regulations.
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To connect a WAN port To connect aWAN port of the router:

1 Usethe appropriate black WAN connect cable to connect the
WAN port of the router to an external synchronous modem or
CSU/DSU.

eeeeeee

e |
X.21/V.11 O

V.35

X.21/V.11, V.24, V.35 or V.36 interface
®© © 0 0 ¢

External CSU/DSU
or Modem 3029

2  Makesurethe router and the modem or CSU/DSU are grounded
by their respective main supply connections and the el ectrical
potential between the router and the modem or CSU/DSU is
zero before you apply power to the router. Otherwise, establish
a separate wire connection between the router and the modem
or CSU/DSU. Therouter is equipped with a grounding screw
located on the back panel, indicated by ).

3 Check the modem is properly connected to the WAN service
provided.
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To connect a CSU/DSU
port

Supported modems

Connecting the CSU/DSU Port to a T1 Service

The CSU/DSU port of an Express Router supports direct connection
toaT1linefor PPP leased line, Frame Relay and X.25 service. Con-
nect the CSU/DSU port to the T1 line using one of the cable combi-
nations shown. The CSU/DSU cables supplied with the router are
green.

1w

CSU/DSU

Adapter
(supplied)

RJ48C ;

Stralght
through
cable
(user supplied)

RJ48C
to T1 line

Ordered
separately

RJ48C DB-15 (male)

3040

Connecting a Dial-up Modem to the Console Port

The consol e port supportstheinstallation of an asynchronous modem

for PPP dial-up connections over a normal telephone network. A

number of modem types can be configured for use. Refer to “Support-
ed Modems”, p. 329 for details.

Note If you are not using a supported modem, additional configu-
ration for the modem may be necessary. See Chapter 6,
“Configuring the Console Port for the Modem and the PPP
Dial-up Links”, p. 124. The compatibility of non-supported

modems with the Express Router is not guaranteed.
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requirement

To connect a dial-up
modem to the Console
Port

Connecting a VT100-
compatible terminal

To connect to the Console
Port

30

If the modem is Class | equipment (grounded), thereisarisk of cir-
culating loop currents through the shield and the pin 1 wirein the ca-
ble. The router and modem must be connected to main outlets which
comply with the requirements for equipotential bonding according to
IEC 364-4-41, ITU-T/CCITT K.31 or similar local/nationa regula-
tions.

To connect an asynchronous modem to the console port:

1 Before applying power to the router or modem, make sure the
router and the modem are grounded by their respective main
supply connections and the electrical potential between the
router and the modem is zero. Otherwise, install a separate
ground wire between the router and the modem. The router is
equipped with a grounding screw located on the back panel,
indicated by &).

2  Connect the asynchronous modem to the console port of the
router using the cable supplied with your modem.

3 Connect the modem to your telephone network as required.

Connecting the Console Port to a VT100-
compatible Terminal or PC

The console port of the router supports the connection of aVT100-
compatible terminal or PC running emulation software such as
HyperTerminal§(HT). Theterminal can be used for configuration and
monitoring purposes.

To connect aV T100-compatible termina or PC to the console port:

1 Using the supplied console port termina cable (DB9 to DBY),
connect the console port of the router to the VT 100-compatible
terminal or serial (COM) port of a PC.

2 If connected to a PC, start the terminal emulation software.
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3  Settheterminal emulation parameters.

Parameter Setting
baud 9600
data bits 8

parity none
stop bits 1

flow control none

For instructions on how to set the parameters, consult the docu-
mentation for the emulation software.

Power Up the Router

To connect the router To connect the router power supply:

power supply 1 Ontheback of the router, connect one end of the power supply

and cable assembly to the power socket.
2  Connect the other end of the power cable to a100-250 VAC
power source.

Since thereis no power switch for the router, the router turns
on when the power source is on. The Status LED lights up
when the power is applied.
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Software Installation

Installing Intell Device View

The system information for the installation and use of Intel Device
View:

Recommendations for Intel Device View for Windowss:

PC with a PentiumH processor 120 MHz equivalent or faster,
performance level or better, 32MB RAM, and an installed net-
work adapter.

SVGA color display with a minimum resolution of 800 x 600
(1024 x 768 recommended) and 256 colors.

WindowsS NTE workstation or server version 4.0 (service pack 3
or higher recommended), Windows 95 (release A: service pack 1
or B: OEM 2 is highly recommended), Windows 98, Windows
2000. Windows NT 4.0 (English language version) is recom-
mended.

The Microsoft TCP/IP protocol must be installed and configured.

Recommendations for Intel Device View for Web server:

PC with a Pentium processor 200 MHz equivalent or faster, per-
formance level or better, 64MB RAM, and an installed network
adapter.

A SVGA color display with a minimum resolution of 800 x 600
(1024 x 768 recommended) and 256 colors.

Windows NT version 4.0 (server or workstation).

The Microsoft TCP/IPS protocol must be installed and config-
ured.

Web Servers: Microsoft Peer Web Servicess version 3.0 or later,
Microsoft Internet Information Servers (11S) version 3.0 or later,
Netscape Enterprise Web Servers 3.51. These servers are auto-
matically configured. Other servers may require manua configu-
ration as documented in the readme.txt.
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Recommendations for Intel Device View for Web client:

Intel Device View for Web clients use aWeb browser to access Intel
Device View for Web on a server. No software is required.

« PC with a Pentium processor 120 MHz equivalent or faster, per-
formance level or better, 32MB RAM, and an installed network
adapter.

«  SVGA color display with a minimum resolution of 800 x 600
(1024 x 768 recommended) and 256 colors.

«  Windows NT workstation or server version 4.0 (service pack 3 or
higher recommended), Windows 95 (release A: service pack 1 or
B: OEM 2 is highly recommended), Windows 98, or Windows
2000.

» Microsoft Internet Explorers version 4.0.
Requirements for Intel Device View as Plug-in

To run Intel Device View as a plug-in, the PC must be running HP
OpenViews, Tivoli Netviews or Intel LANDesk& Manager.

To install Intel Device View Toinstal Intel Device View:

1 Insert the Intel Device View CD-ROM into the CD-ROM drive
of your computer. The installation program starts automatically.

E\\ Welcome to Intellr) Device Yiew

intel Device View

VERSION 2.1 Build 1314
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If the installation program does not start, do one of the follow-

ing:

» Start Windows Explorer and right-click the drive contain-
ing the CD-ROM. ClickAut opl ay from the menu.

* Runaut opl ay. exe from the root directory of the CD-
ROM.

2 Select the version of Intel Device View you want to install.

¢ Click Install for Windows to install Intel Device View on
this PC.

* Click Install for Web to install Intel Device View onto a
Web server.

This provides access to Intel Device View from any client
PC with a supported Web browser.

* Click Install as Plug-in to install Intel network device sup-
port for HP OpenView, Tivoli Netview, or Intel LANDesk
Network Manager.

3  Follow the on-screen instructions.

After a successful installation, an Intel Device View program
group appears in the Start menu of your desktop. See Chapter 3
“Managing the Router Using Intel Device View”, p. 37 to get
further instructions on the use of Intel Device View.

Installing Adobe Acrobat Reader$ for Use with On-
line Manuals

On-line manuals The Intel Device View CD-ROM contains a number of Intel product
manuals including areference guide, user guides and quick start
guides. Themanualsarein PDF format and can be read using Acrobat
Reader. If Acrobat Reader isnot already installed on your PC, install
it from the Intel Device View CD-ROM. The CD contains Acrobat

Reader 4.0.
To install the Acrobat To install the Adobe Acrobat Reader version 4.0:
Reader 1 Insert the Intel Device View CD-ROM into the CD ROM drive
of your PC.

2 Fromthelntel Device View installation screen, click I nstall
Add-ons.
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Internet Explorer for Intel
Device View for Web

To install Internet Explorer

Shiva Configurator

To install Shiva
Configurator

3 Select Acrobat Reader 4.05 and click Ok. Follow the instruc-
tions on screen that follow.

Installing Internet Explorer

To use Intel Device View for Web from aclient PC, the PC must be
equipped with Microsoft Internet Explorer (version 4.0 or later). If
your PC does not have arequired version of Internet Explorer, you
caninstal Internet Explorer version 5.0 from the Intel Device View
CD-ROM.

Toinstall Internet Explorer from the Intel Device View CD-ROM:

1 Insert theIntel Device View CD-ROM into the CD-ROM drive
of your PC.

2 FromthelIntel Device View installation screen, click | nst al |
Add-ons.

3 Select Internet Explorer v5.01 and click Ok. Follow the
instructions on screen that follow.

Installing Shiva8 Configurator

To manage Shiva network products from Intel Device View, you
need to install the Shiva Configurator management software on your
PC.

To install Shiva Configurator from the Intel Device View CD-ROM:

1 Insert theIntel Device View CD-ROM into the CD-ROM drive
of your PC.

2 Fromthelntel Device View installation screen, click I nstall
Add-ons.

3  Select Shiva Configurator v1.9 and click Ok. Follow the
instructions on screen that follow.
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Intel Device View

Managing the Router
Using Intel Device
View

Intel Device View isthe recommended management software sup-
plied with Intel network devices and can be used to configure and
monitor most all router functionality. Intel Device View can bein-
stalled in the following versions.

Intel Device View for Windows

Intel Device View for Windows is a stand-alone program to manage
Intel network devicesthat you install on one or more PCson your net-
work.

Intel Device View for Web

Intel Device View for Web isinstalled on a PC or Web server. You
can access Intel Device View for Web from any PC on the network
using a Web browser.

Install as a Plug-in

The plug-in versions of Intel Device View provide network support
for HP OpenView, Tivoli NetView, and Intel LANDesk Manager.
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Managing the Router Using Intel Device View

To start Intel Device View
for Windows

To start Intel Device View
for Web

To install the Express
Router for management
using the Install Wizard

38

Getting Started

From your Windows desktop, click St art > Pr ogr ans > 1 nt el
Device View>Intel Device View - Wndows. Thelntel
Device View main screen appears.

To start the Web version of Intel Device View:

To run Intel Device View from the Web server

From your Windows desktop, click St art > Prograns >1 nt el
Device View>Intel Device View - Wb. Thelntel Device
View main screen appears.

To view Intel Device View from a client PC on your network

Start Internet Explorer and enter the following URL in the address
field:
http://server name/deviceview/main.htm

where servernameisthe | P address or name of the Intel DeviceView
server. The Intel Device View main screen appears.

Use the Install Wizard to set up the router for management. The In-
stall Wizard performs basic configuration such as assigning an | P ad-
dressto the router.

1  From the Device menu, select Install.

Device Install Wizard - Start

Install

wielocome ta the Device Instal wWizard - the easy wap ta
inatall your new netwark, device.

Intel® Device Yiew allows you to install, configure, and
manage your Intel netwark devices using a windows baged
user interface.

< Back

Cancel Help
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Note  Alternatively, you can select the MAC address from
the Unconfigured Devices list of the Discovered
Device Tree, and then follow the instructions.

2 Click Next and wait for the MAC address for your router to
appear.

Device Install Wizard - MAC address

To install pour new device:
1. Connect your device to the LAN.
2 Connect it ta the main pawer, then turn it an

3. Make a note of its MAC address
12 digits from the label on the device].

4./ ait for the MAC address to appear
[Thiz may take & fews minutes)

Select the device's MAC address and click Next

MAC address | Metwork, | Dievice bppe ;I
¥ 009027BABED2 1923200 Ewpress 8100 Flouwt
WP 00AOCID207C2 892060  Ewpress 9525 Flout

%S' 00a0C30207C2  89.0.0.0 Express 9525 Rout.
i | »

< Back I ezt > Cancel | Help |

Note  The Install Wizard can only be used for a router that
has a factory default IP address indicated by the
Status LED blinking green. If the router has
aready been assigned an IP address, click Manage
from the Devi ce menu. See “To manage a router”
for details.

3 Click the MAC address and follow the on-screen instructions to
complete the installation.

If the installation is successful, the router is displayed in
Device View.

To manage a router If a router has been assigned an IP address, open the router for man-
agement in Intel Device View by doing one of the following:

+ Select Manage from the Device menu, then enter the I P address
or DNS name for the router.

« Double-click on theicon for the router from the Discovered
Device Tree of Intel Device View. For more information on the
Discovered Device Tree, see “Using Device Tree”, p. 45.
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On-line help features
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On-line Help

Intel Device View has anumber of on-line help features.
Help Topics

The Help Topics feature is a contents file to provide help on specific
topics. To accessthe Help Topics, click Hel p Topi cs from the
Hel p menu.

Context-Sensitive Help

Context-sensitive help provides information specific for aview or di-
alog box. To access context sensitive help:

* Intheview or dialog press the F1 key.

* From the Help menu click What's This  or 22l trom the tool -
bar and then click the dialog or view.

« From the dialog box click Hel p.

On-line Reference Manual

The on-line Reference Manual explains the functionality of the Ex-
press Router and associated networking concepts. The manual is
available in PDF format on the Intel Device View CD-ROM in the
Manuals directory.

To view the Reference Manual, insert the Intel Device View CD-
ROM into the CD-ROM drive of your PC and click Ref er ence
Manual fromthe Hel p menu.

Note Acrobat Reader must be installed on your PC. See Chapter
2, “Installing Adobe Acrobat Reader§ for Use with On-line
Manuals”, p. 34.
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Intel Device View Display

Main display When arouter is successfully contacted, the Intel Device View main
display appears as shown in the examples.

Intel Device View for Windows

\42 Intel® Device View - Express 9530 Router - 89.20.6.76

Fie Device Yiew Configuation Monitoing Tooks Help
=l e Sla| 9w
5@ Discovered SNMP Device Tree | | praduct Intel Express 9530 Router Name:
-« Subnet 83.20 IP address:  B3.206.76 Location:
& 2320632 Configuration: Saved to flash memory Contact  MAL-CHANGE
¢ BI20E5E
L4, 89.20.6.240
44 Subnet 83.20.5
b 8320673
e BI20ETE
Lo 8920675
oo 8320676
b 8320677
Lo 8320680
-} Subnet 191.3.200 El G
Lo 131.3.2001 Power Lan Consale
-4 Subnet 191.4.200 — —
o 19142001
z 19142002 Device View | Explorer
=+{3) Unconfigured Devices Level /| Source | Connection /Port [ Deseiption
[ 000030SFE002 Ermar WAN L WENT o WAN cable.
i DOODBOB3F7O2 Nate P LEN RIP packst from unknown IP subret received
[l |
Diagnostics | Trap | Swstem |
For Help, press F1 v

Intel Device View for Web

Web

oft Internet Expl

72 Intel Device View |

£ B a £
Back o Stop  Refresh  Home Search Favaites  History Mail Prirt
Address [@] Hiip:/193.22.1.5/devview/mainpg.him =] @t H Links
Intel’ Device View il'lfe|
home device monitoring toals help
= @ Discovered SNMP Device Tre( [oroqey Inte! Expross 8510 Router ISDN BRUST Name:
El-4 Subnet 183201 P address: 19922155 Location:
e 19322111 Configuration: NOT saved ta flash memery Contact:
- 199.221.22
4 19322133
o 19922144
- 199221585
 199.221.66

o¢ 193221100

$4 139.221.200
=13 Unconfigured Devices

1 000080IFE002

@ D000A0B3F702

4g» 0040C3D21429 Console
- 0040CIDZ14A1 — —
| Device View | Explorer ]
‘ ||| Diagnostics | Trap | Svstem ]
€] Dane [ [ 4 Intemet .
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Device View

Device View The Device View displays areal-time view of the front and back of
the router and provides the state of LEDs and ports.

Product; Intel Express 9530 Router Mame:;

IP address: 89.206.76 Lacation:
Configuration: Saved to flash memary Contact  WGL-CHAMNGE

Intel E

@ P AN 2

Power

LI

Device View | Explorer |

Main display color code The router is displayed according to the following color code.

« Light gray body indicates the router is operational and can be
managed by Intel Device View.

« Bluebody indicates Intel Device View haslost contact with the
router. Thisis caused by the router going down or being discon-

nected from the LAN.
« Dark blue body occurs when the you click the anywhere on the
device.
LEDs and ports on the The LEDs represent the LEDs on the router itself and are updated ev-
main display ery time Intel Device View polls the status of the router. If you posi-

tion the mouse over an LED or port, adescription of the LED or port
and its state appears. The LED functions are described in Chapter 1
“LED Descriptions”, p. 5.

The polling interval determines how often the status is sampled and
updated. To change the polling interval clikef er ences from
theMbni t or menu.

42



C H A P T E R 3 Managingthe Router Using Intel Device View

Information panel The Information Panel displays the product name, the assigned | P ad-
dress, the status of the operational configuration, and the Name, Lo-
cation and Contact person assigned to the router.

Product: Express Router 3500 Mame: Internet Router
IP address: 8920633 Locstion:  |E Test Lah
Configurastion:  MOT saved to flash memory Contact:  John Doe

To enable or disable the Information Panel click | nf or mat i on
Panel fromtheVi ewmenu or right click the device front panel and
click | nf ormati on Panel .

To edit the name, location, and contact person, click the System tab
under Conf i gur ati on>Managenent Set up.

Device Tree

Discovered Device Tree Intel Device View automatically discovers supported Intel network
devices. Discovered devices appear the Device Tree.

- § Discovered SNMP Device Tree | | praguct

=« Subret 8320 IP address:
4 8920633 Configuratio
= 'é Subnet 89,206
o 89.206.44
L BI20BTT

=] Unconfigured Devices
i 0000209FE00Z
L.y NDODBOB3F7OZ

i 0030270450E0

09027046088

00A0CMDSEDR

N 00AOCADZ1429

g 00AOCIDZ147E Power

L4 00A0CID 21441

Configured devicesarelisted and grouped into separatefolders. Click
on (+) to expand afolder and (-) to collapse afolder. List devices by

| P address or name and group by subnet, product, or device type (see
“Device Tree right mouse click menu functions” in “Using Device
Tree”, p. 46).

43



C H A P T E R 3 Managingthe Router Using Intel Device View

Device icons Device Discovery uses the following icons to identify specific Intel
network device types.

Icon Device Description
Configured?
= Router
= Switch
o Routing switch
Y Hub
i Print server
Unconfigured
ip Unconfigured router
e Unconfigured switch
i Unconfigured routing switch
-3 Unconfigured hub
o Unconfigured print server
i Unconfigured device (unknown type)

1A configured deviceiconthat isred indicatesthat Intel Device View
has lost contact with the device.

To set Device Discovery To configure Device Discovery options, such as discovery interval
options and pollinginterval, click Devi ce Di scovery fromtheDevi ce
menu.
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Unconfigured devices

To add a device to the
Device Tree

To delete a device from
the Device Tree

Using Device Tree

The Unconfigured Devices folder lists network devices that have a
factory default configuration (no | P address) and devicesin Recovery
Mode. Devices are identified by their MAC address.

.+ BI20BTF
B Unconfigured Devices
i@ 0000309FE002
- 0000508 3F702
5 009027045DED

2= 009027046088

e 0040C94DEE0S
s D0AOCAD21429 @
% 00A0CID21478 Power
- D0ANCID21441

To configure adevice, double click on the MAC address. A wizard
guides you through initial configuration.

To add a configured device to the device tree:
1 Right-click anywhere on the Device Tree.
2 Onthe menu that appears click Add Devi ce.

3 Enter the IP address for the device in the IP Address box. Enter
the community read, community write and polling rate as
required.

4  Click OK.
Anicon for the new device appearsin the Device Tree.

To delete adevice from the Device Tree:
1 Right-click on the device you want to remove.
2 Onthe menu that appears click Del et e.

Note This does not affect the device. The device is ill
operational on the network.

45



CHAPTER RS

Managing the Router Using Intel Device View

To find a device in the
Device Tree

Device Tree right mouse
click menu functions

46

To find a specific device in the device tree.

1 Right-click anywhere on the Device Tree.

Click Fi nd.

2
3 Enter the IP address of the device.
4

Click OK.

The deviceicon is selected in the Device Tree.

Right click on the Device Tree to use these functions:

Function Description
Launch With This function is device specific. Gives access
to the available launching tools for the device.
Group By
Subnet Group devicesin folders by subnet number.
Product Group devicesin folders by product.
Device Type Group devicesin folders by device type.
Display By
IPAddress  Sort devices by their IP Address.
Name Sort devices by name (if assigned).
Add Device Add adeviceto the tree.
Delete Remove the selected device from the device
tree. This does not affect the actual device.
Edit Edit information for the device stored in the
Device Discovery database, such as minimum
polling rate.
Find L ocate a specific device in the tree by search-
ing for its | P address.
Refresh Poll the network and updatesthe devicesin the

tree. If anew device has been connected to the
network, it should appear after refresh.

Note Menuitems can vary between devices.
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Additional Functions

Diagnostics window

Use the Device Tree to perform these functions:

To manage a configured device, double click the deviceicon.

To start the Install Wizard, double-click on the unconfigured
icon.

Todisplay product information such as product name and version
number, click theicon.

To display the user-defined device name, position the mouse over
the device.

Diagnostics Window

The Diagnosticswindow allowsyou to troubleshoot therouter in case

of problems.
Level / | Source | Connection / Port | D escription
Errar Carre..  Mulink PPP - Slave 2 Link. iz dawn. Call retry lirit reached.
Errar WAAM L Wb Mo'wal cable.
Hote IF L RIF packet from unknown IF subnet received £
Mate 1SDM .. Mulilink PPP - Slave 2 Outgaing call failed [<no number: - <no numb...
| | ]

Diagnostics I Tiap I Suystem |

The Diagnosticswindow displays problems currently detected by the
router.

The entries are color coded according to the level of severity.

Entries are displayed in order of occurrence and can be sorted
according to fields.

The diagnostic entries are removed from the list when the router
detects the problem no longer exists.

Diagnostic messages are recorded in the System L og.
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Diagnostic fields Each diagnostic message includes these fields.
Field Description
Level Indicates the severity of the message.
Source The protocol or feature affected by the error,

for example, ISDN, firewall, PPP.

Connection/Port The name assigned to the connection and port
on which the problem occurred.

Description A brief explanation of the problem.
Diagnostic levels and Diagnostic messages are color-coded according to three levels of se-
color coding verity.

Level Color Interpretation

Fatal Error Red Serious errorsin the router. Try to restart
the router. If the problem persists, double-
click on the diagnostic message to display
adescription of the problem.

The Status LED on the router is steady red.

Error Red Operational errors often caused by config-
urational mismatches, cables, network
problems, and so on. The router is opera
tional but a particular function may not.
Display the corrective action for these
errors (see below) and follow the instruc-
tions to correct the problem.

Status LED on the router is steady red.

Note Dark Note messages are not errors but may

yellow require attention. The router is fully opera-
tional. These messages relate to the perfor-
mance of the router. For example, a
connection runs with the data compression
disabled due to a mismatch in configura-
tion between this router and the router over
the WAN.

To enable or disable color To enable or disable color coding of messages, right-click the Diag-
coding nostic Window and click Use Col or Codi ng.
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To display corrective
action

To correct problems using
Auto Fix

To sort diagnostic
messages

Using Diagnostics

To display adescription of the problem and suggested corrective ac-
tions, double-click on the diagnostic message or right-click and click
Detail s.

Diagnostic details - 89.20.6.77

Levet: IErlor
Source: [waAN Port

Cornection / Port: IW’AN

Description: o wal cable.

L]

12 KT

Solution: fInsert awiN cable

K1

Last ncourence: |Mnnday, September 20, 1933 716:31 P

Lt Fiy | " Locate I Clase Help |

To display monitoring information (counters and statistics), click Lo-
cate.

To automatically fix aproblem click Aut o Fi x. Not all diagnostics
are supported by autofix. Typical problemsinclude:

+ Cdl Retry Limit exceeded for a connection.

« Daily Activity Limit for the use of a connection has been
exceeded.

« Wrong IP RIP version of the router for the LAN or aWAN con-
nection.

To sort the diagnostic messages on any of the fields, click the field
heading.
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Trap Window

Trap window The Trap window displays all SNMP traps generated by the router.
Traps can be normal operating events (such as WAN connections go-
ing up or down) or they can be errors (such as device falure) in the
router.

Time Tl Trap
123431 . Trap collection started

a | 2

Djaghostics Trap I System I

Trap window that runs on Intel Device View for Web displays the
SNMP traps from al devices on the network.

Note Intel Device View for Windowswill only receive traps from
adeviceif the PC is configured as atrap destination in the
device. Thisis done automatically when the router isini-
tialy installed using the Intel Device View Install Wizard.
See “Management setup in Intel Device View”, p. 72.

Trap severity and color The SNMP traps are color-coded according to their level of severity
coding as follows (listed in order of increasing severity):

« Level 1 Traps- black

» Level 2 Traps- dark gray

« Level 3 Traps- dark yellow
+ Level 4 Traps - orange

* Level 5Traps- red
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Color coding traps

To set a maximum number
of traps

To clear traps

System window

Using Trap Window Options

To enable or disable color codes for traps:
1 Right-click in the Trap window.
2  Click Properties.

3 Select the color code option.

To set the maximum number of traps that can be stored in the Trap
window:

1 Right-click the Trap window.
2  Select Properties from the menu.

3 Enter anumber in the Max. messages to store field.

To clear al trapsfrom the Trap window, right-click the Trap window
and select Cl ear .

System Window

The System window displays the System Log from the router.

Lewvel I Time 4 | Rep I Source I Category I Deszciription

Error BS99 63151 PM 1 AN Port Other MHowiaM cable, Insert aWaM. .

Mt BAR/A9EITETPM 1 150 Connectivity  Dutgaing call failed (<no numb..

Mot BARAA9EIZT0OPM 1 P Qther RIF packet from unknown [P ...

Error EAR/MTEIZ44PM 1 Connection  Connectivity  Link iz down. Call retry limit rea..

1] |+
Diagnostics I Tiap Sysztem I

The System Log contains a history of eventsin the router.

Note UseAdvanced Setup to configure messages displayed in the
log. See “Configuring the Log System”, p. 253.
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System window fields System window messages include these fields:
Field Description
Level Indicates the level of severity of the message.
Time Indicates the date and time of the event.
Rep Shows the number of times the event has occurs
in the log.
Source The protocol or feature affected by the error, for

example, ISDN or PPP.

Category A high-level classification of the message, such
as security, accounting or connectivity.

Description A brief description of the event.

System message levels System window message levelsin order of decreasing severity:
and color coding

Level Color Interpretation

Fatal error  red Serious errorsin the router. The router is

non-operational.

Error red Operational errors caused by configura-
tional mismatches, cables, network prob-
lems, and so on.

Note dark Significant information about the perfor-
yellow  mance or fine-tuning of the router.

Info green  General information not significant to the
operation, such as accounting information.

Debug black  Very low level informational message.
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To view message details

To save a system log

To clear the system log

To filter messages from
display

Using the System Window Functions

To obtain details about a message double-click on the message or
right-click the message and click Det ai | s.

Log Details | x|
Severity: Repeats: |1
Drate & Time: |Tuesday, June 15, 1999 £:31:51 PM
Source: [WAN Port 10:[515
Categon: [Other
Deseiiption: [No WA ceble =
Insert a'WaM cable
Link/Port: 'wiah
[
|

To save asystem log to a specified destination asa CSV file:
1 Right-click the System window.

2 Click Save.

3 Enter the destination and name of thefile.

4 Click Save.

To clear the system log right-click the System window, then select
C ear.

Y ou can filter messages from the display based on level, source, or
category. See Chapter 11 “Configuring the Messages Included in the
Log System”, p. 255.
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Explorer View

Color codes for ports,
connections and protocols

Organization of the
Explorer Tree
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Explorer View

The Explorer View allows you fully manage the router from atree
structure.

[F-&3 Inkel Express 3935 Router =
¢ LA £ &l

Y l protacol Pratocol: Ethermet
State: Down
?:ALF;D[DIDCDI Received Tranzmitted
. Errors: 0 1]
; PPP Leased Line Discards: 0 0
E‘, AN Biytes: 0 ]
B FR Port 8 Packeats: i 0
EI% Gusue Length: 0
_i Cornections Connection Utilization
-5 Metwarks B audrate: 10 Mbps
Lounters Uization Fiz 0%
EF REVR Uhiization Tx: 0oz
H-235 Multicast
Device Wiew Explorer |

The left window displays the ports, connections, and protocol s con-
figured on the router. The right window displays information about
the selected item on theleft. Ports, connections, and protocols are col-
or coded to indicate the current state.

The Explorer uses these color codes:

Color Description

Green The port, connection or protocol is operational (up).

Red The port, connection, or protocol is not operational
(down).

Yellow Connection isin timecut. Thisisused for switched
on-demand (dial-up) connections such as I SDN or
X.25.

Blue Intel Device View haslost contact to the router.

The Explorer information isorganized in layersfrom the WAN ports,
to the network protocols, and to the protocols that run on top of the
network protocols, such as IP RIP, IPX RIP and SAP, Bridging BP-
DU.
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The Explorer worksin the same way as Windows Explorer. Click (+)
to expand layersand (-) to collapse. Click on thelayer to display data.

Explorer functions and
additional information

Details £|

The Explorer offers anumber of additional functions accessed from
the toolbar or by right-clicking the mouse.

Extensive monitoring details of all the protocol and facilities support-
ed by the router are available by selecting the connection or protocol
of interest in the Explorer window and click on the Details | button.

= IP Link Details - WAN Link 3 - Multilink - 89.20.105.10

File View Tods Help

FINETEE]

Packets Receive
IP Total

ICMP Total:
ICMP Echoes:
ICHP Echo Responses:

RIP Total

BOOTR/DHCP Requests:
BOOTR/DHCP Responses:

Counters ISetuD | MAT Table | Fiters |

18,582

i}
1}
o

1629
2,509

Packets Transmitted —Packet Eno

IP Faorwarded: Fi IP Header Errars: o

I Generated: Fix IP Address Ermars: ]

\CMP Total 0 R IP Discards: 1}

|CMP Echoss 0 T IP Discards: 8363

ICHP Echo Responses W | L falCMPEros C
—RIP/BOOTP Emors————————————————

FIF Tolal R | e et

EOOTF/DHCP Reguests: E141 Rx RIP Bad Source &ddr

EOOTR/DHCP Responses: 0 Rx RIP Bad Version:

1}
1}
0
Fix RIP Authert. Fails: o
Fix RIP Unknown Commands: ]
T RIP Discards: ]
Rz BOOTF Emors: 1}
Rz BODTP Discards: 5339
T BOOTP Discards: 0

Information is arranged in tabbed dialogs where appropriate.

To get management parameter descriptions, click 3] or F1.
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Distribution EI

Display distribution of the data traffic of each protocol available on
the connection.

[ Distribution - LAN 1 - 172.28.185.121

&l =l = =] 21

Distribution

1824 (24%)

1122 (15%)
102 (2.5%)
0(0%)

1038 (13%)
3540 (46%) 0@%)

FTF Telnet SMTF
DHS BootP HTTF
SHMF RIF Tunnel

Other|

Utilization Es]
Plot agraph of the utilization of a connection over time.

£l Utilization - IE Lab 9520 = B3
File View Help

B [ B[] oo HE] 2]

Llilization - LAN, IP protocal

03
0.25 h

- NN
oL

0.05

1]
186614 188616 186719 186822 185325

R Utilization — T Utibzation —

Status : |Running A

Force Up Connection §]

Force the selected connection into the up state, for example, if the
connection was in time-cut.
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Force Down Connection [

Force the selected connection into the down state. The connection is
brought up the next time a packet need to be routed on the connection.

Disable/Enable Connection
Disable or enable the selected connection.

Configuring the Router Using
Intel Device View

Connection Setup and Connection Setup isawizard based program to configure the ports

configuration programs and connections on the router. The configuration meets the require-
ments for most installations without further configuration. In addi-
tion, these programs are available from the Conf i gur at i on menu.

« Management Setup configures the general system information
and management access rights.

+ |P DHCP Setup configures the DHCP server in the router.
« |P NAT Table Setup configures NAT entries.

« |P Satic Routes configures | P static routes on WAN and LAN
connections.

* |P Filter Setup defines firewall and IP filtering on LAN and
WAN connections.

« Advanced Setup is amenu-based configuration tool providing
full configuration suited to the more advanced user.

Use Connection Setup to configure the router initially, then use the
other configuration programs to customize and fine-tune the config-
uration as necessary.

Note If you use Connection Setup on a port or connection that
has been configured using a configuration program other
than Connection Setup, such as Advanced Setup or IP
Setup, some configuration parameters may be overwritten
or lost.

57



CHAPTER RS

Managing the Router Using Intel Device View

Connection scenarios
offered by the Connection
Setup
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Configuring Ports and Connections
Using Connection Setup

Connection Setup provides the following scenarios for setting up
connections on your router. Choose the scenario which best matches
the use of your router.

Internet Access via an Internet Service Provider (ISP)

Connect your Loca AreaNetwork (LAN) to the public Internet via
an Internet service provider (ISP). Connections to the Internet are
supported vialeased lines, Frame Relay, and a PPP dial-up modem
on the console port.

Internet

P
Frame Relay
—E PPP Leased Line
" =% Dial-up modem T = »l
Your router
054

Your LAN

PC users

Direct connection to a remote site

Connect your Local Area Network directly to aremote site. Connec-
tions to remote sites are supported vialeased lines, Frame Relay,
X.25 (PVCsand SVCs), and a PPP dial-up modem on the console
port.

3rd party
router

—

P / P
IPX IPX

Bridging Bridging

=

3rd party
router

SN

3rd party
router

PC users

Frame Relay

X.25
PPP Leased Line

Dial-up Modem
Your router

Your local LAN
at remote office

Main LAN
at central office



C H A P T E R 3 Managingthe Router Using Intel Device View

Backup Connection

Establish a backup connection in the event the primary connection
fails. Backup connections must be dial-up connections such as X.25
SV Cs or a PPP dial-up modem on the console port.

P Primary P
IPX WAN connection

IPX
L bridging bridging |
——\ =————\
PC users PC users
Your router Remote router
Back-up connection:
X.25 (SVC), or

Dial-up Modem

Information required for Obtain most of theinformation for configuring ports and connections
Connection Setup from your service provider or subscription. Use the configuration
work sheets supplied with the Quick Start to help gather the informa-

tion.

Accessing Connection Setup

To access Connection Click Connection Setup from the Configuration menu, or click @
Setup from the toolbar.
EPart / Connection | Status Test Add Eontection |
Lg% LAN 1[10/100 Mbps) Mot configured i
;? L&M 210 Mbps] ¥ ND: cunfisured $I

E1¢% WaAN 1 Mot configured NA& MI
¢ LF Add Cornection =

El-¢5 AN 2 Mot canfigured M Tiest |
¢ L%F Add Cornection =

ng Cansole Disabled Mk,
“4F Add Cormection

Accept I Cancel | Help |

This screen displaysthe avail able router ports and the remote connec-
tions configured on each port. Click (+) to expand the tree and (-) to
collapseit.
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Firmware upgrade
detection

To set up a port
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From this screen configure the ports and add, edit, and delete remote
connections.

Note Thetest column is static, indicating the result from the last
test performed. To obtain a current status use the Test but-
ton or use the Explorer view.

When you access Connection Setup, Intel Device View comparesthe
firmware installed in the router to the firmware installed in Intel De-
vice View. If Intel Device View includes a newer version of firm-
ware, you are asked to download the upgrade.

Upgrade Software

Intel Device Yiew has detected that a software option
of & hewer version of the software is available.

Do you want to upgrade the software in the device now?

[ Do not show this message again for this devics

Yes No | Help |

If you choose to upgrade, the Firmware Upgrade Wizard startsthein-
stallation. See “Upgrading and Managing the Router Firmware and
Plug-ins”, p. 73.

Note If you choose not to upgrade, you can run the upgrade wiz-
ard later. From the Device menu, cliekr mwar e.

Configuring a WAN Port (WAN, CSU/DSU, HDSL 2,
and Console port)

Before a connection is set up, configure the port according to the ser-
vice subscription. To set up the port:

1  From within Connection Setup, do one of the following.
» double-click the port icon.
» click the port and then click Set Up Port.

2  The port setup wizard guides you through configuration.
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To set the console port to Use Connection Setup on the console port setup to console port to
terminal mode connect to a V T100-compatible terminal.

1 Click theconsole port and click Set Up Port.

Router Setup - Start

Thiz wizard configures the Conszale Port to connect to a
modenn for PPP dial-up connections or a T 100-compatible
terminal for management purposes.

" Connection to a modem

hiiodem

Finish S » 5]

< Bank I Mest > I Cancel | Help |

2 SelecttheConnection to a termn nal check box and
click Next .

The console port isin termina mode. PPP dial-up connections
viathe console port are disabled.

To test the port To test the cable connection on the port, select the port then click the
Test button. Thistest will also autodetect the CSU/DSU parameters
for T1 connections on the CSU/DSU port.

Adding and Editing Remote Connections

To add a remote After the port is configured, you can add remote connections.

connection 1 From the Connection Setup screen, do one of the following.

» double-click theAdd Connect i on icon under the port,
and select the scenario from dialog box that appears.

» double-click on the connection type icon under the port.
» click the port and then clickdd Connecti on.

2 The connection setup wizard guides you through configuration.

To test a connection To test if a connection is operational, click the connection and then
click Test.
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To delete a connection

LAN port configuration

To set up LAN ports

LAN port default settings
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To delete aconnection, click the connection and then click Del et e
Connecti on.

Configuring LAN Ports

Use the LAN port setup in Connection Setup to configure the re-
quired routing protocolsfor your LAN (1P, RIP, IPX, and Bridging).
It isthrough the LAN port configuration that you can set the IP ad-
dress of the router LAN.

From the Connection Setup screen, double-click the LAN port icon
or click the port then click Set Up Port .

LAN Setup - 89.20.6.76 (=]

IP |IP>< I Bridg\ng'

~ Main Router IP Address

IP Addiess: |EERENERE
Metwaork Mask: |255.255.255.U

— Routing Protocol
Select the IP routing protocol used on your LA,

@ RIP1 O RIP2  C None/Static

oK I Cancel | Help |

Click on thetabs and configure the routing protocolsasrequired. Use
on-line help for guidance and descriptions of screen parameters.

The default routing on the LAN port is:
« |IP Routing with RIP-1 is enabled

« IPX Routing is disabled
 Bridging is disabled.
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Exiting Connection Setup

To exit Connection Setup To exit Connection Setup:

» Click Accept to keep the changes.
The changes are not permanently saved in the router. To save the
changes permanently, click Save to flash from the
Configuration menu.

« Click Cancel to discard the changes.

Configuring the DHCP Server

DHCP server Use the DHCP (Dynamic Host Control Protocol) server in the router
to dynamically assign an | P address and other information to network
devices (clients). The DHCP server can:

« assign an |IP address, subnetmask, and default gateway address.
+ assign aDNS (Domain Name System) server.

« assign WINS (Windows Internet Name Service) server.

See the Reference Manual for detailed explanation of how DHCP

server works.
To access the DHCP To access the DHCP server setup click DHCP Ser ver from the
server setup Confi gur ati on menu.

F Ens

&f GREE

IP Addresses IDNS | WfING |

}T:; addresses | | StartIP | EndiP [ Mask Add
i the range 232060 83.206.0 255,255, 255.0 -
specified will be Edit
dynamically

assigned to Delete
hosts on pour

LaM. The IP

address of the

router must be

static, and

should not be

included in this

range. 4 (E

oK I LCancel | Help |

The dialog displays the I P address ranges configured for use in the
DHCP server.
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To enable or disable the From the DHCP Server Setup screen, select or clear the Enabl e
DHCP server DHCP Ser ver check box.

To add or edit IP To add, edit or delete an |P range in the DHCP server:

addresses in the DHCP

1 Fromthe DHCP Server Set up screen:
» Click Add to add a new range of IP addresses.
» Select the IP address range you want to edit and click
Edit.
» Select the IP address range you want to delete and click
Del et e. Go to step 3.

server

2 Enter the IP addresses and network mask for the range.

IP Addresses

First |P* Address:
Last Address:
Metwork Mask: |255.255.255.0

oK I LCancel | Help |

3 Click &K to accept changes or Cancel to discard changes.

To configure a DNS server To configure the DHCP to assign a DNS server to devices requesting
in the DHCP server an IP address:

1 From theDHCP Server Set up screen, click th&NS tab.

DHCP Server Setup [LAN] [ <]
¥ Enable DHCP Server
P Addesses DNS |wins |

~Info
Enter yaur official
Domain Mame and the

DMS Server for the Domain Name:
hosts on pour LAN. This
information is I
dynamically assigned to
the hosts by the DHCP

protocal alang with the Primary DNE? li

IP address Server

Secondary DMS li
Server:

oK I LCancel | Help
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To configure a WINS
server in the DHCP server

IP Network Address
Translation

2 Toenablethisfeature, select the Enabl e DNS Resol uti on
check box. If you clear this box, DNS information is not
assigned to devices that request an | P address.

3  Enter the DNS server parameters and click OK when completed.

To configure the DHCP to assign a WINS server to devices request-
ing an |P address:

1 Fromthe DHCP Server Set up screen, click the W NS tab.

DHCP Server Setup [LAN] [ <]

¥ Enable DHCP Server

IP Addresses | DNS  WINS |

Info
If you are using the v Enabi
‘Windows Internet Mame T
Service to resolve
computer names ta [P .
addresses, enter the P F'nmar}lSWINS
addresses of your (R
WINS Server(s] here. Secondary WING
This informatian is Geoen
dynamically assigned to
the hosts by the DHCP

protocol along with the
IF address

oK LCancel Help

2 Toenablethisfeature, select theEnabl e W NS Resol uti on
check box. If you clear this box, WINS information is not
assigned to devices that request an | P address.

3 Enter the WINS server parameters and click OK when com-
pleted.

Configuring IP Network Address
Translations

Network Address Trandation (NAT) translates local (private) |P ad-
dresses to remote (public) 1P addresses. Thisistypically used when
you are connecting to the Internet via an Internet service provider
(ISP). The ISP assigns one or more | P addresses for use from your
site. If you use private | P addresses on your LAN, NAT trandates
these addresses to the | SP assigned addresses.
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To set up IP NAT
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For additional information about IP NAT, refer to “Network Address
Translation (NAT)”, p. 192.

To set up the IP NAT table for the Express Router:

1 From theConfi gurati on menu, clicki P Set up>
NAT Tabl e.

IP Metwork Address Translation [MAT) Setup

IF Metwork Translation for ILAN 1 ﬂ
Tupe Interal W ask Port | Extemal Mask. D -
Static 1.2.3.0 255.255.255.0 1.2.20
Edit
Delete
Mowve Up
Move Daown
Ok
LCancel
< il | Help |

The current NAT entries appear for a selected connection.

Note  The order of the entries is important. The router will
translate addresses according to the first matching
entry in the table. Other relevant entries are ignored.
See “Network Address Translation (NAT)”, p. 192
and the Reference Manual for details.

2 Fromthel P Net work Transl ati on drop down list, select
the connection.
3 To add or edit entries:

* To add a NAT entry, clickdd and configure the parame-
ters.

» To edit an existing entry, click the entry and clieki t .
Configure the parameters.

* To delete an entry, click the entry and then cliek et e.

» To move the position of an entry, clitbve Up or
Move Down.

Use the on-line help for explanations of screen parameters.

4 To save the settings clicBK. To discard the settings, click
Cancel .
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Configuring IP Static Routes

IP static routes | P static routes are routes that are manually configured in the router.
Y ou should establish static routes if you want to route datato afew
destinations without using the Routing Information Protocol (RIP).
RIP updates take up bandwidth over WAN connections, thus estab-
lishing a static route can free up some bandwidth.

To configure IP static To add or edit static routes to the Express Router:
routes 1 Fromthe Confi gurati on menu, click| P Setup>Static
Rout e.
IP Static Route Setup
IP Static Routes on j

Address | Mash | Mext Router | Metric | dd

Edit

Delste

Cancel

Help

FRE k)

The current static routes appear for a selected connection.

2  Click the connectionfromthel P St ati ¢ Routes on drop
down list.
3 Toadd or edit specific routes:

« To add a new static route, cligkld and configure the route
parameters.

« To edit an exiting static route, click the route and click
Edi t then configure the route parameters.

* To delete a route, click the route and then dileket e.

4  To save the settings cli@dK. To discard clickCancel .
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IP filtering

To set up IP filters
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Configuring IP Filters and Firewalls

IPfilters restrict access between networks and network devices and
reduce unnecessary datatraffic. Use IP filtersto build your firewall.
Filtersare configured on aconnection basis. Y ou can configure trans-
mit (dataleaving the router) filters and receive (data entering the rout-
er) filters for static and stateful pass filters.

« Staticfiltersare available for al 1P protocols. They can either
pass or discard traffic that meets the filter criteria you define.

«  Sateful passfiltersare atype of dynamic filter availablefor TCPR,
UDP and ICMP protocols. Stateful pass filters remember source
and destination addresses and port numbers of outgoing traffic. It
virtually opens aholethrough the firewall to allow traffic to pass.
Only incoming traffic that matches the outgoing traffic informa-
tion is alowed back in through the firewall. The filter isaso
time-limited. If avalid response is not received within acertain
period of time, traffic is not allowed to pass by the filter. These
characteristics make stateful pass filters more secure than static
filters.

For more details on static and stateful passfilters, see“IP Filters and
Firewall Protection”, p. 167.

To add or edit IP filters.
1 Click1 P Setup>Filters fromtheConfi gurati on menu

IP Filter Table

C

5 SV Flood Protection: & On Received Packet
F Fiter Setup far [Lan ~| I Ensble fiters for the connedtion - ———
Fecsive Fiters | Transmi Fiters |
Action | Protocal | Service S Port | Source P SourceMask | D.Pori | Dest. P Dest oot | [t 1|
= AllNets >1023 _ AllNets AllNiets
Eclit
Delete

O
Cancel |
Packets/Traffic not specified by a fiter
( Action: [Discard ¥ Logaing: [Disabled |= ‘ Help

The IP Filter table shows the current IP transmit and receive

filters for a selected connection.
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The order of the filtersisimportant. The router filters | P pack-

ets on the connection using the first matching filter in the table,
working from top to bottom. Other relevant filters are ignored.

See “Packet processing by filters and filter order”, p. 169 for an
explanation of this process.

2 Click the connection from theP Filter Setup for drop
down list.

3 ClicktheReceive FiltersorTransnit Filters tab,
depending on the type of filter.

* Receive filters prevent unauthorized access to the router.
» Transmit filters limit data traffic out of the router.

4  To add or edit specific filters:

» To add a new filter, cliclhdd and configure the filter
parameters. Use online help for a detailed explanation of
parameters and settings.

» To edit an exiting filter, click the filter and clididi t .
Configure the filters. Use online help for a detailed expla-
nation of parameters and settings.

* To delete afilter, click the filter and clidbel et e.
« To move the position of a filter, clidbbve Up or Move
Down.
5 Set the Action for packets/traffic not specified by a filter to
Di scard or Pass.

» Discard blocks the IP packets unless they are allowed to
pass by a specific filter. This is a static filter.

» Pass transmits IP packets unless they are discarded by a
specific filter. This is a static filter.

6 Select traffic on which you want to apply the SYN Flood pro-
tection. The default is On Receive Packet and is suitable for
most installations. For more details, see the on-line help or
“SYN Flood Protection”, p. 172.

7 Select the Enable filters for the connection check box.

8 SelectX to save the settings Gancel to discard them.
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Configuration
management options
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Configuration Management

The Configuration menu of Intel Device View offersthese optionsfor
managing the router configuration:

Restore from Flash Memory

Reloads the permanent configuration for the router from flash mem-
ory, overwriting the current configuration. Any configuration chang-
es made since the configuration was last saved to flash memory will

belost.

RAM Flash memory
(operational (startup
configuration configuration

1651

Save to Flash Memory

Saves the current active configuration to flash memory as the perma-
nent configuration. The new configuration is used when the router is
restarted. The existing configuration in flash memory islost.

RAM Flash memory
(operational (startup
configuration configuration

After the router configuration is changed, the new configurationis
stored temporarily in RAM and isimmediately operational. To keep
the new configuration, you must save it to flash memory as the per-
manent configuration.

If the router is rebooted or reset before the new configuration is
saved, the new configuration will be lost.
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Restore from Disk

Restores arouter configuration previously backed up to the hard
drive.

If the current router configuration has not been saved, it isoverwritten
and lost.

Therestored configuration must be saved to flash memory to useit as
a permanent configuration.

PC running
Intel Device View

Configuration

RAM Flash memory
(operational (startup
configuration configuration

Backup to Disk

Saves the current active configuration to the hard drive as a backup.

PC running
Intel Device View

Configuration

RAM Flash memory
(operational (startup
configuration configuration

Y ou can save anumber of backup files, identifying each by aunique
file name.

Note The current active router configuration is backed up which
may be different from the permanent configuration stored in
flash memory.
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Reboot

Management setup in Intel
Device View
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Restore Factory Default

Resets your Express Router to the factory default configuration. See
“Router Factory Default Setup”, p. 21. The current router configura-
tion is lost.

Set To Factory Default B

Warning!
You are about ta lose the device configuration.

The device will be restarted with default configuration, as when you first
received the switch/router.

Option:
¥ Keep the curent IP addiess.

™ Configure device after restart.

Lancel Help

You can reset the IP address to factory default or keep the current IP
address. If you reset the IP address to the factory default, you must

use Instal% to reinstall the router. If you keep the current IP ad-
dress, use Manag @ to access the router.

To restart the router, click tiReboot from the Device menu. If the
configuration for the router has changed and is not saved to flash
memory as the permanent configuration, you will be asked if you
want to save the new configuration before reboot.

To change these parameters from Intel Device View, Sdecge-
nent Set up from theConfi gur ati on menu.

System Details

Assign a name, location and a contact person to the router.
Date and Time

Set the internal clock of the router.

Authentications

Define which network management stations have access to the router
for management and configuration purposes according to protocol
(SNMP, TFTP, Telnet).

Traps

Set or edit SNMP Trap destinations. SNMP Traps alert you of any
changes that occur in the router.
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Firmware and plug-in
management

Local Management

Set or edit passwordsto access L ocal Management on the router from
a Telnet session or from the console port. Y ou can also define atim-
eout period o automatically close a Telnet session.

TFTP

Set or edit a TFTP access password. TFTP is used to configure the
router and to update the firmware.

Upgrading and Managing the
Router Firmware and Plug-ins

To accesstherouter firmware and plug-in management options, click
Fi r mnar e from the Devi ce menu.

Router Firmware - 89.20.6.77

—Active Fimnwar

Type | Drezcription | Wergion | Firmusare File | Diownloaded | Loaded from
Firmware  Product fimware 401 au er9500_4.7au  Wednesday, September 15,1933 308:..  B9.20.6.95

Status: IAppmved DElete Upograde
— Backup Firmwar
Type | Description | Yersion | Firmware File | Downloaded | Loaded from
Firmware  Product fimware  4.01 al erdB00_4.1al  Thureday, September 02, 1939 1:15:07 ... B9.20.6.95
Statuz:  |[Approved Delete Restore

Beload | Cloze I Help |

The screen provides information on the current firmware and plug-
ins.

From this screen, you can download new firmware or plug-ins using
the Firmware Upgrade Wizard, or restore backup firmware and plug-
ins.
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To upgrade the firmware To upgrade the firmware or plug-ins:

or plug-in 1  Click Fi r mnar e from the Devi ce menu.

2 FromtheRouter Firmware screen,click
Upgr ade>Next .

Firmware Upgrade Wizard

Select the modules to upgrade, Press Biowse to select an
alternative file. Prest Nert to continue with the upgrade.

Description
Praduct firmware:

Current:  Express Router 30a/820< Ver. 4.1au
Upgrade: Ewrpress Router 95 /8250 Ver. 4.1au

Upgrade file: |er3500_4.7au 'l Browse... |

< Back I Mext > I Cancel | Help |

3 To complete the upgrade, follow the on-screen instructions.
The previous active firmware or plug-in module becomes the

backup.

Safe firmware upgrade To ensure safe upgrade, the router checks the new firmware after
download. If therouter detects an error or cannot contact Intel Device
View, the router automatically revertsto the old firmware.

To restore backup To restore a backup firmware or plug-in module;

firmware and plug-in
I h . . . .

modules to the router in modules. Single selection is not possible.

1 Click Fi r mnar e from the Devi ce menu.

Note The Restore feature restores all backup firmware and plug-

2 FromtheRout er Fir mnar e screen, click Rest or e.

Follow the on-screen instructions.
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Licensed Software

To enable or disable a
Software License

Managing Licensed Software

Therouter supportsanumber of softwarefeatures, such as OSPF, that
you can purchase to upgrade the functionality of the router. Y ou can
purchase single or multiple device licenses. Upon purchase, you re-
ceive alicense key that you must enter to activate the feature. The
software licensing feature allows you to control the use of your li-
censes.

To enable or disable a software license:

1 Click Software Licensing from the Device menu.

Software Licenszing
Software componert /| Status | Serisl # | Mumber of licenses | Enee
CSPF Digabled 0

Dizzhle

2  Select the software component and then click Enableto activate
the license or Disable to remove the license.

If you choose to enable alicense, you will be prompted to enter
your license-key for the feature. Enter the license key as it
appears on your software license agreement.
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Monitoring the Router

Monitoring information Intel Device View provides monitoring capability available from the

available Moni t ori ng menu. Thefollowing is an overview of the monitor
features. Use the on-line help to abtain information about monitor
screens and their contents.

View Device and Hardware information

Description: ] Intel Corporation, Intel Express Router
Wersion 4.1au

Hame: JISF router

Location: |Communication Closet

Cortact person: [1-Smith

System up time: |5 days 04:02:22 hours
Firmnware wersion: Id Tau

Cloze Help

Monitor Connection Activity

Il Packet Activity - 172.28.185.121 [_ O]
File View Help

&= &=z

Packet Activity Overview - 172.28.185.121

LAN 1 AN Link 3 - hultilink (1) Group - ISDN LN

Rt Packetsi= [ T Packetsis [

View packet activity (transmitted and received), errors and discards,
and utilization of the connection.
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Overview of the router connections

R Connection Overview Table - IE Lab 9520 ==] 3
e Wiew Help

Bl elo 2]

W arme [ Port [ Type [ stat= | Connect State
Backup Conzole FPFP Down Dawn

ISP ISDN S/T  PFFP Down Outgoing Cal
LAM LAM 10/ Ethernet Up -

Main Office AN FPP Dowin Down

To access detail s for connections, double-click the connection or
click the connection and then the click |2

LAN Connection Details - LAN - IE Lab 9520

File View Took Help

= 2
{ Connection | Ethemet Statistics |
—Connection Statu
Status: Up
Port: LAN 10/100 Mbps:
Last Change: Friday, September 17, 1999 10:18:38 A
—Heceived Tranzmitted
Bytes: 90,440,353 | | Butes: 4,105,501
Ucast packets: 11.045 Ucast packets: 11,809
Mon-Ucast packets: 428,442 | | Non-Ucast packets: 795
Rueue length: 1]
Unknown Protocols: 106,573
Digcards: 0 || Discards 0
Errars: 1 Enrars: 356

Routing protocol and bridging information for the router.

IP Protocol Counters for all conneclions - Test [_ [E] ]
File View Toolz Help

&) ] slelo] 7]

P |icMP | UDP | TCP | RIP | BOOTR]
Packets Receive Packets Transmitted——————————————

Tatak 133313 Total: 859,471
Delivered 1.048.470 Forwarded: 37.926
Needed Reassembling: 1] Discarded: 7
Fieassembled: 1} Mo Foute: 5]
Header Errars: 7 Fragmented Ok: 1]
Address Emors: 1] Fragments Generated, 1]
Unknown Protocols: 1] Fragmentation Failures: 1]
Discarded 1}
Reaszembling Failures: 1]
Default Tirne-To-Live: B4
Fieaszembling Timeout: 10
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This information includes:

« overviews of the router connections on which the routing proto-
col or bridging is configured.

» networks and services tables.

« protocol counters and statistic.

Plotting Management Information

To plot a graph of counters

1
lighted.

= IP Link Details -
File Tools

Internet - Internet Router

Options  Help

To plot counters from the counters or statistics screens:
Click the countersto be plotted. Selected counters are high-

B | =lels| 2]

Packets Received

Counters | Setup | MAT Table | Fiers |

Packets Ti ittedt

IP Total:

ICHP Totak
ICMP Echoss:

RIP Tatal

ICMP Echo Responses:

BOOTP/DHCP Requests,
BOOTP/DHCF Responses:

IP Forwarded:
IP Generated:

ICHP Tatal
ICHP Echoes:

RIP Tatal

0
0
i}
0
0
0

ICHP Echo Responses:

EDOTF/DHCP Requests,
BOOTP/DHCP Responses:

R IP Header Errors:
R IP Address Ermors:
Rx IF Discards:

T IF Discards;

R ICMP Erars:

—PacketEmols——————————————————

4

&
ocfooo

R RIP Header Enars:
Rx RIP Bad Source Addr.
R RIF Bad Yersion;

o
0
0
0
0
0
0

R RIP Authent. Fails:

R RIP Unknown Cammands:
Tx RIF Discards:

Rx BOOTF Enors:

R= BODTP Discards:

Tx BOOTP Discards:

—RIF/BOOTF Emors——————————————

coocoocoooo

2

&l IP Link Details -

Eile View Help

Intemnet - Internet Router -

Click Gr aphs from the Tool s menu or click f].

=l E3

i
[l
[
[y
[

i
I
Iil
0l
Il

| =[] [ 30 vinues =] 2]

IP Link Details - Internet - Internet Router

T
O 00000
[ AR A AT
MR AR AR, l|IIIIIIIIIIlxIIIIIIﬂIIIIIIIIIIIIIIIIIIIIIII.IWFIIIIIIIHIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII'I\ Il
O 0 R A A

104548 10:4%28 105212 105453 105737 100017 110300 110542 171:08:26 111006 111351 1116831

Packets Received - P Total/ sec. —

I
I
!

Packets Transmitted - IP Fowarded! sec. —

A
|||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||||m|||
|

Status : [Running

Use the tool bar or View menu to change the display.
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Monitor preferences

To set the polling intervals

Setting Monitor Preferences

To define how Intel Device View monitors arouter, click Pr ef er -
ences from the Mbni t ori ng menu.

Preference Use

Polling Set polling time interval for sampling the router
configuration and status.

Monitor Set update time interval for graphs and win-
dows displaying router statistics.

Timeout Set polling timeout parameters for SNMP.

Community Assigns the community that SNMP uses when

polling a devices.

The settings apply only to the router or device currently openin Intel
Device View.

Note Short polling intervals can increase the amount of traffic on
the network. See “Setting the Polling Parameters”.

Setting the Polling Parameters

The polling intervals determine how often Intel Device View polls

the router and updates the status, such as the state of the LEDs. To ac
cess the polling parameters, cliekef er ences from theMoni -

t ori ng menu.

Falling I Mnnilnrl Timenulsl Enmmunityl

— Configuration Polling
& On opering onlé
(.. PE"UdICa"}': uuuuuuuuuuuuuu

Intereal 10 sec _J—

— Statuz Polling

" On opering anly
& Peiedicaly: L

Interval 3 sec J—
Ok I Cancel | Help |

79



CHAPTER RS

Managing the Router Using Intel Device View

Setting the polling
parameters for slow
connections

80

Monitoring information from the router is obtained using SNMP.
SNMP increases network traffic which may be an i ssue when manag-
ing the router over aslow WAN connection. To reduce network traf-
fic caused by SNMP, increase the polling interval and the timeout
value for replies.



| ntroduction to L ocal
M anagement

Local Management Local Management is a menu-based management and configuration
tool that runs on-board the router.Y ou can access Local Management
from any telnet session to the router or from aVV T100-compatible ter-
minal connected to the console port.

Intel Device View isthe recommended management tool. Use Local
Management to configure and monitor the router as an alternative to
Intel Device View.
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Local Management Access
Using Telnet

Starting a Telnet session If the router has been assigned an I P address, you can access Local
to a router having an Management by establishing a Telnet session on the | P address of the
assigned IP address router. When the session is established, the Login screen appears:

[ fTehe-g82067%6  MEHK|

LConnect Edit Terminal Help

m:z_

<c¢} Intel Corporation, Intel Express Router

Version 4.1

Configuration and monitoring
IET S Honitoring
Command line interface

To access Local If the router has been assigned an | P address, you can access Local
Management from Intel Management within Intel Device View by doing one of thefollowing:

Device View using Telnet « Manage the router and select Tel net from the Tool s menu.

+ Fromthe Tool s menuclick Tel net and type the IP address of
the router.

5= #0 - DEFAULT . WTP - WS-TCP/IP - VT320 - 089.020.006.076;23
Fle Edit Setings Tehet indow Help

89.28.6.76 | BOABCYD216D8 B5:14: 02
Login

(c) Intel Corporation, Intel Express Router

Version 4.1

Configuration and monitoring
IET N Honitoring

| | command line interface

|

— ]
Log in to Local Management. See “Local Management Login”, p. 88
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To start a Telnet session
to a router having a
default IP address

The Express Router is assigned a factory default 1P address of
192.0.2.1 for LAN and LAN1 ports, and 192.0.2.17 for LANZ2 ports.
Use the default | P address to access Local Management using a Tel-
net session. Y ou can establish a Telnet session from aterminal on the
router’s LAN or across a WAN connection.

Note The default IP address must not be in use by another device
on the network or a conflict may occur. The default IP
address must not be used as the permanent IP address.

From aterminal on the LAN

Temporarily configure a terminal on the LAN to use the same net-
work number as the default IP address (“192.0.2” is the network num-
ber for the default IP address). For example, the terminal could be
assigned the IP address 192.0.2.2.

Terminal
Configured with IP
address: 192.0.2.2

sub mask: 255.255.255.0

Express Router
being configured
(default IP address 192.0.2.1)

TELNET
192.0.2.1

1478

From a terminal across the WAN

Start a telnet session on the default IP address of the router from a re-
mote terminal connected via another router to a WAN port of the Ex-
press Router.

Express Router
being configured
(default IP address 192.0.2.1)

WAN
Connection

Terminal (with IP address
on the local network)

TELNET
192.0.2.1
Router

LAN
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Local Management via the
console port

Setting the console port to
console mode

84

Note Thisisonly possibleif the default configuration of the
WAN port on the Intel Express Router matches the WAN
connection type being used.

Local Management Access
From the Console Port

From the console port of the router, you can access Local Manage-
ment by connecting aV T100-compatible terminal or PC running em-
ulation software such as HyperTerminal (HT). The terminal can be
connected directly to the console port or through an asynchronous
modem connection from a remote location.

In order to use the console port for accessing Local Management, the
console port must be configured to the console mode.

To set the console port for use with aVT100-compatible terminal or
PC, use one of these methods:

From Intel Device View

Y ou set the console port to console mode using Connection Setup.

« Fromthe Conf i gur ati on menu, click Connecti on Set up.
« Double-click the console port to start the port setup.

» SdecttheConnection to terninal check box, then click
Next > Fi ni sh.

From Advanced Setup
Advanced Setup is explained in detail in the chapters that follow.

+ From the Advanced Setup main display, select Managenent >
Consol e port.

+ SettheConsol e Port Mode parameter to Consol e.

Using Recovery Mode from the console port

Y ou can force the router consol e port to console mode using the RUN
command from the Recovery Mode command line interface. See
“Using the Recovery Mode from the Console Port”, p. 305 for detalils.
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Direct Connection to the Console port

Local Management via a To access Local Management using the console port:

direct terminal connection 1 Check that the console port is set to console mode.

See “Setting the console port to console mode” for details.
2 Connect a VT100-compatible terminal to the console port of
router and set the terminal parameters.

See “Connecting the Console Port to a VT100-compatible
minal or PC”, p. 30 for details.

3 PressxEnt er > until theLogi n screen of Local Management is
displayed.

<c> Intel Corporation. Intel Express Router

Version 4.1

Configuration and monitoring
NET P Monitoring
EIETEETT Command line interface

See “Local Management Login”, p. 88.
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Local Management via a
dial-in modem connection

To set up the router and
the local modem

86

Dial-in Modem Connection to the
Console Port

The console port supports an asynchronous modem connection over
the telephone network to aremote V T100-compatibleterminal for ac-
cess to Local Management.

Express Router Console port

"""" Telephone
Network

Local Router Remote site

3047

The remote terminal establishes a connection to the router on adial-
in basis using asynchronous communication.

To ensure the proper operation, it isimportant that you perform the
stepsin the correct order.

1 Check the console port is set to console mode.
See “Setting the console port to console mode” for details.

2  Turn off power to the router and modem.

3 Connect the modem to the console port using the terminal cable
supplied with the Express Router. Depending on the modem,
you may need to use an adapter to terminate the terminal cable
to the modem port (adapters are not supplied as an accessory to

the router).
4  Connect the modem to the telephone network.
5  Turn on power to modem.

6 Connect power to the router.
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To set up the remote To connect the remote V T100-compatibleterminal or PC running ter-
terminal and modem minal emulation software:

1  Connect theterminal or PC to the telephone network viaan
asynchronous modem.

2  Set theterminal parameters or terminal emulation parameters
to:
e 9600 baud
» 8 data bits
* no parity
e 1 stop bit
* no flow control

3 Dial-in to the router from the terminal or PC.
Refer to the terminal or terminal emulation documentation for
instructions.

4 At the screen cursor, presBmnt er > to access the Local Man-
agement Login screen.

{c> Intel Corporation, Intel Express Router

Version 4.1

Configuration and monitoring
I Monitoring
GCommand line interface

See “Local Management Log in” for further instructions.
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Access Restrictions

Passwords

To login to Local
Management

88

Local Management Login

There are two types of login permissions, Admi ni st rat or and
User .

Administrator

No accessrestrictions apply, all configuration and monitor functions
are available.

User

Access restrictions apply. Monitor functions are available, but not
router configuration.

Note Only one User or Administrator can be logged on to Local
Management at atime.

Y ou define the login permissions, Admi ni st r at or or User , for
passwords being used. See “Configuring Local Management Pass-
words and Access”, p. 250.

To log in to Local Management from thegi n screen:
1 Select eitheAdni ni strat or,User orConmand Li ne and
press<int er >.

89.20.6.80 | GBABCYD207C2 02:50:22

Login

{c) Intel Corporation, Intel Express Router
Uersion 4.1au

IE Lab

Configuration and monitoring
Honitoring
Command line interface

SelectConmand Li ne to access the command line interface
of Local Management. See Chapter “Gas Pump and Command
Line Configuration”, p. 259 for details.



CHAPTETRA4

Introduction to Local Management

Type the password and press <Ent er >.

If thereis no password, press <Ent er >. By default no pass-
words assigned in the router.

After the correct password has been entered, the Local Man-
agement main display appears.

89.20.6.80 IE Lab Hew Diag-Err 02:52:45
r Login !
Local Management

KEonfiguration Router configuration, save and load

Lonfiguration. . >/
Currently detected problems with router
Router, port, link and protocol monitoring
Router firmware update and reset options
Connect to another device

Note To make a selection, use the arrow keys to select the
option and then press <Ent er >, or type the under-
lined letter of the option.
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In this chapter

Advanced Setup

Using the Connection
Setup wizards after
Advanced Setup

| ntroduction to
Advanced Setup

This chapter describes the general use and features of Advanced Set-
up. Specific instructions on configuring the router using Advanced
Setup are described in the chapters that follow.

Advanced Setup Overview

Advanced Setup isaconfiguration tool that provides complete router
configuration capability. The Connection Setup wizards and other
configuration programs availablein Intel Device View fulfill the con-
figuration requirements for most installations. There are some fea-
tures or settings that are only available from Advanced Setup.
Advanced Setup gives accessto all available parameters and allows
you to fine-tune setup and router performance.

Advanced Setup is accessible from Intel Device View and Local
Management.

There are some parameters available from Advanced Setup but not
from the Connection Setup wizardsin Intel Device View. If you con-
figure any of these parameters for a specific port or link and then use
Connection Setup on the port or link, the parameters are set to their
default values.
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Accessing Advanced Setup

To access Advanced To access Advanced Setup from within Intel Device View:
\S/iit:vp from Intel Device 1  Opentherouter for management in Intel Device View.

2 Select Advanced Set up fromthe Confi gur ati on menu.

';Device Setup M=l
File Edit Help
Express Router

l Nane : IE Lab

MAC Address : @BOABCID2@7C2 IP = 89.28.6.80

Identify the router

'_ Set up ports

Set up remote connections

_ Set up IP, IPX routing and bridging on the links
_ Set up router management

_ Select File Menu

Fl-help FiB-menu

The Advanced Setup main display screen appears.

To access Advanced To access Advance Setup in Local Management:
Setup from Local .
P 1 Access Loca Management on the router using Telnet or the
Management
console port.
Heu Diag—Err
r Login

{c) Intel Gorporation, Intel Express Router
Version 4.1au

IE Lab

Configuration and monitoring
I onitoring
Command line interface

Enter password:

Note  TheLogin screen shows the current firmware version.
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2

3

Loginas Admi ni strator.

89.20.6.80 | IE Lab 62:52
r Login 1

Local Hanagement

| D-oubleshooting |
| Honitoring. ..

| Eirnmuare update. ..

| Quit |

Router configuration, save and load

Currently detected problems with router

Router, port, link and protocol monitoring

Router firmware update and reset options

Connect to another device

Select Confi gurati on.

80.20.6.80 1E Lab Hew Diag-Err B2:56:34
Configuration

| Save to_flash memory |
| Hoad from Flash men_|
| Beset access rights |
| Colifiguration status |
| Clock |
[ Quit |

Set up router using Basic or Advanced Setup

Save configuration as permanent configuration

Reset active configuration in RAM to permanent
Upload active configuration from RAM to TFTP server
Download configuration from TFTP server to RAH
Reset active configuration in RAM to defaults

Reset SHMP/TFTP access rights

Configuration status

Set the internal clock
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4  Select Confi guration Tool .

File Help

Express Router va.1

Hame : IE Lab
HAC Address : BOABCPD207G2 IP : 89.28.6.88

Identify the router

set up ports
Set up remote connections
Set up IP, IPX routing and bridging on the links

Set up router management

. >
g
Select File Henu

T-help ~G-menu

Advanced Setup overview The Advanced Setup main display gives access to the following:
Name (optional)

General parameters to describe the router on the network. These pa-
rameters can also be configured from Intel Device View, see “Man-
agement setup in Intel Device View”, p. 72.

Port (must be configured)

Configure the physical ports on the router to the type of service link
for each.

+ UseWAN port to configurethe port for a PPPleased line, Frame
Relay or X.25 link.

+ UseCSU DSU port to configure the port for a PPP leased line,
Frame Relay or X.25 service, and internal CSU/DSU to the T1
service.

UseConsol e port optionto configurethe console port for connec-
tion to an asynchronous modem to provide a PPP dial-up link.

Links (must be configured)

Sets up the logical links to remote sites for the different ports:
« PPPleased lines

+ FrameRelay links

« X.25links
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Dial-up modem links to the remote destinations on the console port
 Internet Tunnels.
Note The port must be configured before you can set up the port.

Advanced Setup allows configuration of links to optimize datatrans-
fer and control and secure WAN links (data compression, link activ-
ity alarms, timers and so on).

Protocols (must be configured)

Use Protocolsto setup I P routing and filtering (firewall), IPX routing
and Bridging onthe LAN and WAN links. Use Linksto set up WAN
links before you configure the network protocols.

To set up IP routing, |PX routing and Bridging see these chapters:
« Chapter 7 “Configuring IP Routing”, p. 153

« Chapter 8 “Configuring Novell IPX Routing”, p. 203

« Chapter 9 “Configuring Bridging Services”, p. 225.
Management (optional)

Set up the following management services.

« Enable or disable licensed software features using the Value
Added Services option.

« Set SNMP, TFTP and Telnet access restrictions for security.
SNMP and TFTP are used for management, configuration and
firmware updates in the router.

« Define SNMP Trap destinations.

» Disable or enable Local Management access and define pass-
words.

+ Set the console port for use with either a V T100-compatible ter-
minal or modem.

« Configure the messages that appear in the Log System.
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On-line help

System Parameters -
name, location and
contact

Dynamic configuration of
the Express Router

96

On-line Help

If you access Advanced Setup from Intel Device View, click aparam-
eter and pressthe F1 key to get description and explanation of the pa-
rameter.

Note Thisfeatureis not available when Advanced Setup is
accessed from Local Management.

General Configuration

The optional system parameters identify the router. To access these
parameters, click Nane from the Advanced Setup main display.

Name

Name 8
Location 8
Contact person :

Exiting Advanced Setup

The Express Router uses dynamic configuration. Any configuration

changes are activein RAM when you select to save when exiting Ad-
vanced Setup. To save the configuration permanently, you must save
it to flash memory. Otherwiseit will belost following the next restart
and the router reverts to its previous configuration.
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To exit Advanced Setup

To permanently save a
new configuration

To restore a previous
configuration

To exit Advanced Setup, select one of these options fromtheFi | e
menu:

« Exit <Savedata>.

The new configuration is temporarily stored in the router’s RAM
and is operational immediately (see the explanation of dynamic
configuration).

This allows you to check the configuration before you save it to
flash memory as the permanent configuration.

Note If the router is restarted before the new configuratio
saved, the new configuration is lost.

* Quit (Discard data).

The changes are discarded. The router uses the existing configu-
ration.

To permanently save a new configuration, save it to flash memory:

« Fromthe Conf i gur ati on menu of Intel Device View, click
Save to Flash Menory.

« FromtheConfi gur ati on screen of Local Management, select
Save to flash nenory

If aconfiguration is saved to flash memory, the previous configura-
tionislost.

To restore the previous configuration:

+ Fromthe Confi gur at i on menu of Intel Device View, click
Restore from Fl ash Menory.

« FromtheConfi gur ati on screen of Local Management, select
Load from flash nenory.

Y ou can aso restart the router.
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In this chapter

Full T1 and fractional T1

Configuring WAN
Servicesand Links

This chapter describes how to configure the Express Router using
Advanced Setup.

CSU/DSU and HDSL?2 ports

T1 Overview

T1lissupported on HDSL 2 and CSU/DSU portsof therouter. Tlisa
digital signal operating at aline speed up to 1.536 Mbps. The signal

is divided into 24 channels operating at bandwidths of 64 kbps or 56
kbps.

A full T1llineutilizesall 24 channels, providing aline speed of 1.536
Mbps (24 x 64 kbps) or 1.344 Mbps (24 x 56 kbps). Fractional T1
does not utilize all 24 channels, and provides alower line speed at a
lower cost. Fractional T1 alowsyou to purchase the number of chan-
nels (1 to 23) to meet your line speed requirements. For example, use
four channels at 64 kbpsto get aline speed of 256 kbps.
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Channel allocation and
total line speed

CSU/DSU ports

Line coding and channel
speed considerations

Framing format and
channel speed
considerations

100

Whenyou configuretherouter for fractional T1, you must choosethe
datachannels and total line speed to match your T1 service.Y our sub-
scription may either allocate specific channels and/or state the total
line speed of your service. If specific channelsareallocated, you must
use those channels. The number of channels determines the line
speed. Continuous channels are most commonly allocated and select-
ed as default.

Configuring a CSU/DSU Port

Express Routers with CSU/DSU ports have an internal CSU/DSU
unit to connect directly to afull T1 or fractional T1 line. The CSU/
DSU requires configuration in accordance with the provided T1 ser-
vice. Use the configured CSU/DSU port to connect to a PPP leased
line, a Frame Relay network, or X.25 network.

For more information about the CSU/DSU port and T1 technology,
see the Reference Manual.

The Express Router supports AMI and B8ZS line coding. B8ZSis
most common and default. Obtain the line coding from your service
subscription or use B8ZS.

B8ZS line coding supports channel speeds of both 64 and 56 kbps.
AMI line coding supports only 56 kbps channel speed.

Note Do not configure the router for AMI line coding and 64
Kbps channel speed.

The Express Router supports ESF and D4 framing format. ESF is
most common and the default. Use D4 framing only when it is stated
in your service subscription.

Note Do not configure the router for D4 framing and 64 Kbps
channel speed.
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To configure the CSU/ To configure the CSU/DSU port to your T1 service:

DSU port 1 From the Advanced Setup main display, select Por t >

CSU DSU Port >Confi gure CSU DSU.

1 CSU-DSU

Ghannel Bandwith
Data Inversion
Timing Mode

Line Build Out

Line Code

Framing Format
Enable Japanese CRCH
Receiver Sensitivity
Disabhle ANSI PRH
ANSI PRI

AT&T Response Address

P, TS, L A S

2  Configure the CSU/DSU parameters to your service subscrip-
tion. The following parameters must be configured: Channel
Bandwi dt h, Li ne Code, and Fr ani ng For mat. The
default settings for the remaining parameters are suitable for
amost all installations and usually do not require changing.

Parameter Description

Channel Sets the channel speed for theline. 64 kbps

Bandwi dt h  jsdefault and suitable for most installations.
Use56 kbps only whenthe Tl interfaceto
this router has AMI line coding or the remote
link is configured for 56 kbps.

Li ne Code Definesthe signa coding. Choose between
AM and B8ZS. B8ZS (default) works for
most installations. Use AM only if it is stated
in the service subscription. Do not configure
for AMI line coding and 64 Kbps line speed.

Fram ng Defines the frame coding D4 or ESF. ESF is

For mat default and works for most installations.
Select D4 only if it is stated in your service
subscription. Do not configure the router for
D4 framing and 64 Kbps channel speed.

Dat a Sets the CSU/DSU to invert the transmitted

I nversion dataand receiveinverted data. Uninverted is
the default setting and works for most installa
tions. Select Inverted only if it is specifically
stated in the service subscription.
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Parameter Description

Ti m ng The CSU derives its timing signal from the

Mode receive data. Thisis known as network loop
timing. Net wor k | oop ti m ng,the
default setting, is suitable for most installa-
tions. Use Mast er timing only for leased line
applications when it is known that this router
supplies the timing signal.

Li ne Bui | d Setstheline attenuation. The values are based

Qut on the length of the line from the router to the

network switch. 0 db, the default, works for
most installations.

In most cases, do not change the following parameters from
default. Changing these parameters may have unintended con-

sequences.

Parameter Description

Enabl e Enables the Japanese version of CRC6 for

Japanese Japanese transmission systems. No is default.

CRCo6

Recei ver Extends the sensitivity of the receiver for

Sensitiv-  weak line applications. Normal is default.

ity

Di sabl e Disables sending and receiving of ANSI

ANSI PRM T1.403 Performance Report Messages
(PRM). No is default.

ANSI PRM Applicable only when ANSI is enabled, used

Addr ess to set the match address. CI (0x38) is defaullt.

Di sabl e Disables the CSU/DSU responseto AT &T

AT&T 62411 |loopstyle commands received on the

Response line. No is default.

AT&T Applicable only when AT& T Responseis

Response enabled. Both is default.

Addr ess
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PPP leased lines

3 Toconfiguretota line speed and channel allocation, select
Channel Sel ecti on. Thisoption configuresthelinefor full
T1 (al 24 channels) or fractional T1.

| CSU/DSU Channel Selection

Channel 1 Channel 2 =
Channel 3 : Channel 4 =
Channel 5 = Channel 6 =
Channel 7 : Channel 8 =
Channel 7 : Channel 18 =
Channel 11 : Channel 12 =
Channel 13 : Channel 14 =
Channel 15 : Channel 16 =
Channel 17 : Channel 18 =
Channel 1% : Channel 28 :
Channel 21 : Channel 22 =
Channel 23 : Channel 24 : J¥SlE:
Total Bandwidth Selected: 832 kbhps
b0 L

Select the required channels by setting them to ON until the
Tot al Bandwi dt h Sel ect ed value matches the line speed
of your subscription.

Configuring for PPP Leased
Lines

PPP leased lines are supported on WAN and CSU/DSU ports.

Remote Router

PPP leased line

Express Router

3070

An overview of the features supported by PPP is given in “Point-to-
Point Protocol (PPP)”, p. 15.
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Configuration overview

To configure a PPP leased
line
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The following shows an overview of how a PPP leased lineis set up
in the router:

Port (physical port on router)

PPP leased line
IP Routing IPX Routing WAN Bridging

The PPP leased line must be configured and then the routing proto-
cols (IP and Novell IPX) and bridging are configured on top of the
link.

Follow this procedure to configure a PPP leased line on an WAN or
CSU/DSU port.

Note The WAN2 and CSU/DSU ports are configured for PPP
leased line operation by default and you may not need to
configure the WAN link further, see “Router Factory
Default Setup”, p. 21.

1 Configure the WAN service for the port to PPP leased line.

* From the Advanced Setup main display, sefectt and
then the appropriate port from the menu

e SetthePort Mode parameter t&®PP | eased | i ne and
select OK.

WAN Port
Port Mode: BIJRTFETTERETTEE

To complete the setup. one or more links must be created
in the Links menu, and then protocols in the Protocols menu.

2 From the Advanced Setup main display, seléatks.

| Links

Fl-help Fl@-menu INS
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» To configure a new link, seledtld and go to step 3.

« To edit an existing link, select the link and then select
Set up. Go to step 4.

From theAdd Li nk screen, set théAN Pr ot ocol field to
PPP Leased Li ne, and enter a name for the link.

1 Add Link
Link Protocol: JYJRTrEry ALY 1
Link Name :
PSR

SelectSet up to continue.

From the WAN Link screen, configure the PPP leased line li
parameters to your requirements.

1 WAN Link

Link Mame :
Status g
Port e
Data Compression :

) e —
P LT, A e
The parameters are:
Parameter Description
St at us Enables and disables link.
Por t Select the port on which the link is to be
added.

Data com  Selects data compression to improve trans-

pression mission over the link. Must be enabled on
both routers over the link or compression will
not be used.

Note In most cases, the parameters available from the PPP
option on theAAN Li nks screen do not require con-
figuring and the default values can be used.
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PPP Leased Line Multilink
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5 If link security using CHAP or PAP is required, select CHAP/
PAP onthe WAN Li nk screen. See “Configuring Password Pro-
tection using CHAP or PAP”, p. 144 for details.

6 SelectAdvanced on theWAN Li nk screen to set up any
advanced link features required.

See “Configuring Advanced Link Features and Parameters”, p.
146 for a description of the advanced link features available.

7 Select théPr ot ocol s option of Advanced Setup to configure
routing as required.

See Chapter 7 “Configuring IP Routing”, p. 153, Chapter 8
“Configuring Novell IPX Routing”, p. 203 and Chapter 9
“Configuring Bridging Services”, p. 225.

Configuring a PPP Leased Line
Multilink

The Express 9535 Router supports a PPP leased line Multilink con-
nection using the two WAN ports. The PPP Multilink logically com-
bines two leased line connections to a remote destination into a single
connection, essentially doubling the transmission bandwidth.

:
wan1port  PPP leased line Remote Router

WAN 2 port

Remote
LAN

2060

To create a multilink, the individual leased lines must operate at the
same transmission speed.
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Configuration overview Thefollowing shows an overview of how aPPPleased line Multilink
isset up in the router:

WAN1 port WAN2 port
PPP leased line PPP leased line
PPP Multilink
IP Routing IPX Routing WAN Bridging

Configure each port for aPPP leased line connection and then config-
urethe PPP Multilink. Configure therouting protocols (1P and Novell
IPX) and bridging on top of the Multilink.

Note Before you can configure a PPP leased line Multilink, exist-
ing single PPP |eased line links must be del eted.

To configure a PPP Follow this procedure to configure a PPP leased line Multilink.

Leased Line Multilink 1 Configure the two WAN ports for PPP |leased line.

* From the Advanced Setup main display, select
Port >Wan Port 1.

e SetthePort Mode parameter t&PP | eased |i ne.

WAN Port
Port Mode: JIIRTFELLIRETTEE:

To complete the setup. one or more links must be created
in the Links menu. and then protocols in the Protocols menu.

* Repeat this step for the WANZ2 port.

2 From the Advanced Setup main display, select.theks
option.

| Links

LAN

Fl-help F1B-menu INS
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» To configure a new link, selegdd.
» To edit an existing link, select the link and then select
Set up. Go to step 4.

3  From theAdd Li nk screen, set théAN Pr ot ocol field to
WAN Mul tilink PPP,and enter a name for the link.

Add Link
WAN Protocol : FBTECLLEATT E
Link Mame g

Note If a single PPP leased line link exists, you cannot add
a Multilink until you delete the existing link.

To continue, sele@et up.

4  Configure the PPP leased line link parameters to your require-
ments.

1 WAN Multilink

Link Mame EPPP leased line multilink
Status 8
Data Comprescion B

A,
PR ML R N
The parameters are as follows.
Parameter Description
St at us To enable and disable link.

Data com  Selects data compression to improve trans-

pressi on mission over the link. This must be enabled
on both routers over the link or compression
will not be used.

Note In most cases, the parameters available from the PPP
option on theAAN Li nks screen do not require con-
figuring and the default values can be used.
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5 If link security using CHAP or PAP is required, select CHAP/
PAP onthe WAN Li nk screen. See “Configuring Password Pro-
tection using CHAP or PAP”, p. 144 for details.

6 OntheWAN Li nk screen, sele&dvanced to set up any
advanced link features required.

See “Configuring Advanced Link Features and Parameters”, p.
146 for a description of the advanced link features available.

7 From the Advanced Setup main display, selecPtha ocol s
option to configure routing as required.

See Chapter 7 “Configuring IP Routing”, p. 153, Chapter 8
“Configuring Novell IPX Routing”, p. 203 and Chapter 9

“Configuring Bridging Services”, p. 225. !

Configuring Frame Relay
Services

Frame Relay Frame Relay is supported on WAN ports and CSU/DSU ports. Frame
Relay supports multiple simultaneous logical links (Permanent Virtu-
al Circuits) across a single physical link (see “Supported Connec-
tions”, p. 331 for details). Frame Relay virtual circuits are always
available for data communications; call setup is not required.

Frame Relay

Express Router

WAN or
CSU/DSU port
LAN
Frame Relay connections

3072
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Flow Control
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Y ou can configure the following flow control featuresin the Express
Router.

Note For more detailed explanation of Flow Control and its
parameters, see the Intel Express Router Reference Manual.

Avoid congestion using BECN

The router supports Backward Explicit Congestion Notification
(BECN). The BECN feature reduces the risk of lost packets. Thisis
especially favorable when using data compression, which is highly
sensitive to packet loss.

When the Frame Relay switch detects congestion in the Frame Relay
network, it sendsout aBackward Explicit Congestion Notification, or
BECN. When therouter receivesaBECN, it reducesits transmission
rate by 25%. This continues at intervals until BECNs are no longer
received. The transmission rate is then gradually increased.

Traffic distribution control using bandwidth weights

The Express Router allows you to control the distribution of datatraf-
fic between links (DCLIs) on the Frame Relay port through the use of
bandwidth weights. A bandwidth weight isa number assigned to a
link to determine the fraction of thetotal available bandwidth allotted
to the link when active, equal to:

bandwidth weight of the link
sum of bandwidth weights for al active links on the port

Example

If there are 3 links (named A, B and C) that have bandwidth weights
of 1, 4, and 5 respectively.

* When thereistraffic onlinks A and B, link A receives 1/5 of the
bandwidth and link B receives 4/5 of the bandwidth.

* When thereistraffic on links B and C, link B receives 4/9 of the
bandwidth and link C receives 5/9 of the bandwidth.

« Whenthereistrafficonlinks A, B and C, link A receives 1/10 of
the bandwidth, link B receives 4/10 of the bandwidth and link C
receives 5/10 of the bandwidth.

Note Bandwidth weighting takes effect only when the port is uti-
lized 100%. If there is traffic on only onelink, that link
receives 100% of the bandwidth.
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Maximum Transfer Rate

Y ou can configure a maximum transfer rate for each link (DLCI) on
the port. Y ou define your own value or have the rate cal culated from
the Committed Information Rate (CIR), the Command Burst size
(Bc) and the Excess Burst size (Be) parameters, where:

Maximum transfer rate = CIR * (1+Be/Bc)

These parameters are provided by your service provider.

Default Frame Relay set- Frame Relay services are configured by default for WAN ports and

up CSU/DSU ports. By default, the router automatically detects the
Frame Relay switchtype (LMI type or DLCMI) and the Frame Relay
links (DL CIs) in your Frame Relay subscription. The router config-
ures the detected Frame Relay links with default routing of 1P (RIP-
1) and IPX. Thisallows you to remotely configure your router over a
Frame Relay link after the router hardware isinstalled.

Configuration overview The following shows an overview of how Frame Relay links and ser-
vices are set up in the router:

Port configured for Frame Relay
Frame Relay link additional
IP Routing IPX Routing | WAN Bridging | ' "KS

Y ou must first configure the port to Frame Relay port, then you can

begin adding Frame Relay links. The routing protocols (1P and Nov-
ell IPX) and bridging are then configured on top of the Frame Relay
links as required.

Automatic Configuration of Frame
Relay Service

Automatic configuration of Therouter can be set up to automatically detect the Frame Relay LM

Frame Relay services and Type and Frame Relay Links (DLCIs) from your subscription. The

links linksare configured for routing according to adefault routing scheme
you define.
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Note The router continually autodetects the Frame Relay LMI
type and DL ClIs of your subscription. Links no longer
detected are automatically deleted along with their configu-
ration.

You can disable this feature on a individual link basis. See “Manual
Configuration of Frame Relay Services and Links”, p. 113.

To configure Frame Relay To configure the autodetection of Frame Relay services and establish
services and links default routing and bridging over logical links through the Frame Re-
automatically lay network.

1 From the Advanced Setup main display, selecPtia , then
select the port you want to configure.

| WAN Port
Port Mode: FFGheNRelEUIINNE

To complete the setup, one or more links must be created
in the Links menu,. and then protocols in the Protocols menu.

“ Conf igure Frame Relay Popt...

2 SetthePort Mde parameter tér ane Rel ay.
3 SelectConfigure Frane Relay Port.

Frame Relay Port

LMI Type CDLGHI> =

4 SettheLM Type (DLCM ) parameter téut odet ect .

In most cases, the parameters onAtieanced screen do not
require configuring and their default values should be used.

5 From the Frame Relay Port screen, sdbe¢taul t Routi ng.

Default IP. IPR® Routing and Bridging

IP Routing
— Multicast : [=]
— Triggered RIP : L1
— IP Updates : RIP-1 %

[#]1 IPX Routing
— IPX WAN Megotiation : [=]

[ 1 WAN Bridging
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Configure the default routing parameters. The default settings
are used on all Frame Relay links detected in your Frame Relay
subscription.

Parameter Description

| P Routing Enables or Disables IP Routing over the
Frame Relay links. IP routing is described in
Chapter 7 “Configuring IP Routing”, p. 153.

IPX Routing Enables or Disables IPX Routing over the
Frame Relay links. IPX routing is described
in Chapter 8 “Configuring Novell IPX Rout-
ing”, p. 203.

WAN Bridging Enables or Disables bridging over the Fram
Relay links. Bridging services are described
in Chapter 9 “Configuring Bridging Ser-
vices”, p. 225.

6 To configure advanced features and routing protocols for spe-
cific links detected, refer to“To configure a Frame Relay link
manually”, p. 114 for details.
See “Configuring Advanced Link Features and Parameters”, p.
146 for a description of the advanced link features available.

Manual Configuration of Frame Relay
Services and Links

To configure Frame Relay To configure Frame Relay services on a port:

services on a port 1 From the Advanced Setup main display, selecPtia , then

select the port you want to configure.

2 SetthePort Mde parameter t&r ane Rel ay.

| WAN Port
Port Mode: FFGheNRelEUIINNE

To complete the setup, one or more links must be created
in the Links menu,. and then protocols in the Protocols menu.

“ Conf igure Frame Relay Popt...
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3 Select Configure Frane Relay Port.

Frame Relay Port

LMI Type CDLGHI> =

4 SettheLM Type (DLCM) fieldtothe DLCMI typenotedin
your Frame Relay subscription.

Note If you set this parameter to Aut odet ect , the router
will automatically detects and configures the Frame
Relay switch type (DLCMI) and links (DLCIs) in
your Frame Relay subscription. See “Automatic Con-
figuration of Frame Relay Service”, p. 111.

In most cases, the parameters onAtieanced screen do not
require configuring and their default values should be used.

To configure a Frame To add or edit a Frame Relay link:

Relay link manually 1 From the Advanced Setup main display, select.theks

option.

| Links

LAN

Fl-help F1B-menu INS

» To configure a new link, seleatld.

» To edit an existing link, select the link and then select
Set up. Go to step 3.
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2 Fromthe Add Li nk screen, setthelLi nk Protocol fieldto
Frame Rel ay. If you are configuring an IDSL link, set the
parameter to Frame Relay/IDSL.

1 Add Link
Link MName BlFrame relay to central site
EEEEEE,

Select Set up to continue.

3 FromtheWAN Li nk screen, configure the Frame Relay link
parameters to your regquirements.

1 WAN Link

Link HName E
Status 8
FR Port S
Auto configuration H
DLCI =
GIR <(kbps> ]
Bc (kbh) 8
Be (kh) 8
: Disabled ¥

Limit transfer rate with
Bandwidth weight
Use BECH rate control

Data Compression

The DLCI parameter must be configured. Configure the other
parameters as needed.

Parameter Description
St at us Used to enable or disable the link.

FR Port Selects the Frame Relay port to which the
link is assigned. (Thisis not available for
Frame Relay/IDSL links).
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Parameter Description

Aut o con-  Enablesor disables the autoconfiguration as

figuration defined by the autodetect feature for the port
(see “Automatic configuration of Frame
Relay services and links”, p. 111). When
Enabl ed, the link is automatically config-
ured to the default routing and is automati-
cally deleted if removed from your
subscription. Wheli sabl ed, the link is
not automatically configured or deleted. This
parameter must be set@Bbsabl ed to man-
ually configure routing protocols.

DLCl Data Link Connection Identifiers (DLCIs)
are used in Frame Relay networks to identify
links to different remote sites. Enter the
appropriate DLCI here from your Frame
Relay subscription.

CR The Committed Information Rate (CIR) is
the data throughput rate the service provider
commits to provide on the line. This is the
lower limit when adjusting the maximum
transfer rate. Default is zero.

Bc The Committed Burst (Bc) is the maximum
number of bits a service provider agrees to
transfer over a measured time interval:

Bc = CIR* time (seconds). Default is zero. If
CIR is non-zero, theBc must be non-zero.

Be The Excess Burst (Be) is the maximum num-
ber of bits the service provider agrees to
transfer in addition to the Committed Burst
size. Default is zero. Il Ris non-zero, then
Be must also be non-zero.

Maxi mum Defines the data transfer limit (kbps) for traf-
Tr ansfer fic on the link as supplied by the service pro-
Rat e vider. Available for selection only when the

Limt Transfer Rate issetto
Maxi mum Transfer Rate.
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Parameter

Description

Limt
transfer
rate with

Defines whether the maximum transfer rate
used on the link is determined by tiexi -
mumTr ansf er Rat e parameter or calcu-
lated using th€l R, Bc andBe where:
maximum transfer rate = CFR1+Be/Bc)

Note: If CIR, Bc and Be are zero, then the
transfer rate is limited by the bandwidth of
the port (line speed of your service).

Bandwi dt h
wei ght

Determines how large a share of the band-
width the link is allotted when active, relative
the other active links on the port. The band-
width weight only takes effect when the port
is 100% utilized.

Use BECN
rate con-
trol

Defines the use of BECNSs received from the
Frame Relay Switch.

Data Com
pressi on

Enables or disables data compression. Must
be enabled in both routers over the Frame
Relay link or compression will not be used.

Port Speed

This parameter is available for IDSL Frame
Relay links only. This defines the line speed
for your link. This must match your service
subscription. 64kbps uses a single B-channel.
128 kbps uses the two B-channels. 144 kbps
uses the two B-channels and the D-channel
and is available for ISDN U ports only

4  Select Advanced onWAN Li nk screen to set up any advanced

features required.

See “Configuring Advanced Link Features and Parameters”, p.
146 for a details on the remaining parameters.
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5 Select the Pr ot ocol s option of Advanced Setup to configure
IP routing, IPX routing and bridging on the Frame Relay link.

Note  The Auto configuration parameter on the WAN Link
screen must be set to Disabled.

See Chapter 7 “Configuring IP Routing”, p. 153, Chapter 8
“Configuring Novell IPX Routing”, p. 203 and Chapter 9
“Configuring Bridging Services”, p. 225.

Configuring X.25 Services

X.25 X.25 is available for use via WAN and CSU/DSU ports on the Ex-
press Router. X.25 supports multiple simultaneous logical channels,
Permanent Virtual Circuits and Switched Virtual Circuits, across a
single physical interface (see “Supported Connections”, p. 331 for
details). Permanent Virtual Circuits (PVCs) are always available for
data communications; call setup is not required. Switched Virtual
Circuits (SVCs) are only established when data requires transmitting.

Switched Virtual
Circuits (SVCs)

Express Router

WAN or
CSU/DSU port

Permanent Virtual X.25 PVC or SVC
Circuits (PVCs) connections

3074

Before the router can use X.25 service, the port must be configured
as an X.25 port.

Data security over X.25 To add the security features supported by PPP (CHAP and PAP) to
links X.25 links, configure Internet Tunnels on the X.25 links. See “Appli-
cation of Internet Tunnels for data security over X.25 links”, p. 143.
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Configuration overview

To configure a WAN port
or CSU/DSU port for X.25
service

Thefollowing shows an overview of how X.25 linksand servicesare
set up in the router:

WAN port or CSU port configured for X.25
X.251ink (PVC or SVC) additional
IP Routing IPX Routing | WAN Bridging links

A port must first be configured as an X.25 port. The X.25 links (both
PV Cs and SV Cs) are then configured on the X.25 port, followed by
the routing protocols (IP and Novell 1PX) and bridging on top of the
links as required.

Follow this procedure to configure a X.25 service on aWAN port or
CSU/DSU port to your service subscription. The port must be config-
ured before any links are added.

1 Fromthe Advanced Setup main display, select Por t , then
select the appropriate port.

WAN Port
Port Mode: TP

To complete the setup. one or more links must be created
in the Links menu, and then protocols in the Protocols menu.

2 SetthePort Mbde toX. 25 and then select Confi gur e
X. 25 Port.

%.25 Port

Flow Control ENo Negotiation $
Lowest 2—way Channel =

Highest 2-way Channel =

3 SettheFl ow Control,Lowest 2-way Channel and
H ghest 2-way Channel parametersonthe X. 25 Port
screen to match your X.25 subscription.

Note Flow Control is sometimes available as an additional
service for use over X.25 networks and must be
requested from your X.25 network provider.

In most cases, the parameters on the LAPB screen do not
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require configuring and their default values should be used.
4  Select Advanced ontheX. 25 Port screen.

Advanced

Default Packet Size I
Default Window Size :
Lowest Incoming Channel :
Highest Incoming GChannel :

Lowest Outgoing Channel :
Highest Outgoing Channel :

TheDef aul t Packet SizeandDefault W ndow Size
parameters are only displayed if Fl ow Cont r ol issetto No
Negot i at i on onthe X.25 Port screen.

Set the parameters on the Advanced screen for the X.25 Port
to match your X.25 subscription.

To configure links over To add or edit links on a port configured for X.25 service:
X.25 1 From the Advanced Setup main display, select the Li nks
option.

| Links

Fi-help FiB-menu INS

» To configure a new link, seleatd.
» To edit an existing link, select the link and then select
Set up. Go to step 3.

2 From theAdd Li nk screen, set théAN Pr ot ocol field to
X. 25, and enter a name for the link.

I Add Link
Link Protocol:
Link MName BlLink to Central Office

SelectSet up to continue.
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3 FromtheX. 25 Li nk screen, configure the parametersfor your

X.25 link.
®.256 Link
Link Name = I
Status ]
Uirtual Circuit g
Logical Channel No. =
Remote Address H
Proposed Packet Size &
Proposed Window Size =
Data Compression : Disabled ¥

The parameters on the that must be configured are:

Parameter

Description

Vi rt ual
Circuit

This parameter determines whether the X.25
link isaPermanent Virtual Circuit (PVC) ora
Switched Virtual Circuit (SVC). The circuit
type should be noted in your X.25 subscrip-
tion.

SVC param
eters

For SVCs, theLocal Address of this
router (from your X.25 subscription) and the
Remote Address of the router over the X.25
must be configured.

PVC param
eters

For PVCs, the Logi cal Channel

Nunber must be configured using a unique
channel number from your X .25 subscription.
The PVC Packet and W ndow Si ze must
be configured to match the sizes noted in
your X.25 subscription.

Data com
pressi on

Must be enabled in both routers over the
X.25 link or compression will not be used.
Data compression should not be enabled on
X.25 links faster than 256 kbps (combined
bandwidth for all the X.25 links). Compres-
sion may reduce the throughput otherwise.
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Parameter Description

Rever se Reverse charging must be available in your
char gi ng subscription to the X.25 network before it
can be used.

If reverse charging is enabled on the link, the
remote device must also support reverse
charging and be configured for complemen-
tary operation. That is, if thisrouter is config-
ured to request reverse charging, the remote
device must accept reverse charging.

RPOA Recognized Private Operator Agency
(RPOA) parameter is used to select the X.25
networks to be traversed to the destination. A
network is represented by a4 digit number
called a Data Network Identification Code
(DNIC). These networks are negotiated with
your service provider and should be found in
your subscription. You can configureupto 10
DNICs. Separate each entry with a space.
Networks are traversed in the order they are
entered. If you are not using DNICs leave
this parameter blank.

The other parameters can be configured to your requirements.

4  Select Advanced onthe WAN Li nk screen to set up any
advanced link features and parameters.

Advanced

Permit Qutgoing Calls B Permit Timecut 3
Hax. Call Setup Time [=] = Hin. Call Duration [=] B
Retry Idle Time [s]1 = Timecut Idle Time [s1] :
Max. Retries H

Accept Incoming Calls Encapsulation Type : HIEESFOCONE
Backup for Link 8

Backup Idle Time [=] =

Timer Mode : Disabled ¥

Timer Profile =

Activity Accounting : —
Daily Activity Timeout [h:m]l :

Set the Encapsul ati on Type parameterto| P-onl y if
communicating with |P equipment that only conforms to RFC
877 encapsulation, or is only used for IP routing. Set this
parameter to | PX- onl y if transmitting only IPX packets. The
| P- and | PX- onl y encapsulation protocols save afew bytes
in the transmission overheads over the multi-protocol encapsu-
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lation method. The Multi-protocol (Mul ti pr ot ocol ) setting,
which is default, forwards all packet types but uses an extra
few bytes of bandwidth per packet sent because of the longer
header.

TheBackup for Link parameter isavailablefor Virtual
Switched Circuits. This assigns the link as a backup for other
linksin case that link fails.

See “Configuring Advanced Link Features and Parameters”, p.
146 for a description of the other advanced link features avail-
able.

5 Select thePr ot ocol s option of Advanced Setup and config-
ure IP routing, IPX routing and bridging on the X.25 link as
required.

See Chapter 7 “Configuring IP Routing”, p. 153, Chapter 8
“Configuring Novell IPX Routing”, p. 203 and Chapter 9
“Configuring Bridging Services”, p. 225.

Configuring PPP Dial-up
Modem Links on the Console
Port

Overview

PPP dial-up modem links The console port of the router supports PPP dial-up links over a nor-
mal telephone network using an asynchronous modem. All the facil-
ities offered by PPP links are available, such as data compression,
CHAP/PAP, and call-back.

Express Router Console port Router

(TN
eillIIIIIIIIIIIIIIIIIIIIIIIIII PPP -_—
e Wi I e

Async Async
Modem Telephone Modem
Network
LAN LAN

Local Router Remote site
3046

For a list of supported modems, see‘'Supported Modems’, p.329.
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Multiple logical links

Configuration overview

To configure the console
port for your modem
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The consol e port can support multiple logical linksto remote destina-
tions. If thereis more than onelink, thelinks can only be used to dial -
out becauseit is not possible to identify the incoming call. Y ou must
configureall links not to accept incoming calls. Configure this option
by using the Advanced options accessed from the WAN Async

Li nk screen.

The following shows an overview of how dial-up PPP modem links
on the console port are configured.

Console port with asynchronous modem installed

PPP modem link additional link

IP Routing IPX Routing| WAN Bridging

The console port must be configured for the connected modem. The
links are then configured, followed by the configuration of the rout-
ing protocol (1P, IPX, Bridging) as required.

Configuring the Console Port for the
Modem and the PPP Dial-up Links

Follow this procedure to configure the console port for the modem.

1 From the Advanced Setup main display, select Port s >
Consol e Port >Consol e.

1 Console

Profile Type 0y
Modem Profile H
Port Speed ]
Dial Mode 8

2 SettheProfile TypetoPredefinedor Cust om

This changes the list of modem profiles from which you can
chose. See‘Modem Profiles’, p.128.edef i ned is default.
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3  Select the Modem Profile for the modem.

A modem profile marked “(slow)” sets the modem transmis-
sion speed to 14,400 bps. Select this only if the router is experi-
encing transmission problems or you suspect that WAN link
transmission is relatively slow.

4  Set the remaining parameters as required:

Parameter Description

Port Speed This is the data transmission speed between
the router console port and the modem. In
most cases, choose a value equal to or greater
than the modem speedhax is the default.

Di al Mdde Type of dial system implemented by the tel
phone networkTone is the default.

To configure a PPP dial- Follow this procedure to configure a PPP dial-up link via a modem on
up link the console port.

Note When you have completely configured and enabled a PPP
dial-up link, the console port is automatically configured to
the modem mode. Once in the modem mode, you do not
have the ability to configure the router via the console port.

1 From the Advanced Setup main display, seléctks.

Links

ILAN

 To add a new link, selegddd.

» To edit an existing link, select the link and then select
Set up. Go to step 3.
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2 FromtheAdd Li nk screen, settheLi nk Pr ot ocol parame-
ter to PPP <Consol e Port > and enter aname.

1 Add Link
Link Protocol: §yi{TTEIREIRTTNP] E
Link Mame =
W

Select Set up to continue.
3 Setthelink parameters on theWAN Async Li nk screen.

| WAN Async Link

Link Hame ERFPF (Console Port)
Status :
Data Compression R
Remote Phone no. :
Call-Back 8

The following parameters must be configured.

Parameter Description

St at us To enable or disable the link.

Data Com  To enable or disable data compression. Data
pressi on compression must be enabled in both routers
over thelink or compression will not be used.

Renpte - The telephone number of the remote device
Phone No.  over thelink.
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Parameter Description

Cal | -Back To enable or disable call-back over the link.
Call-back must be configured in the remote
site for proper operation.

Set to Request cal | - back if the remote

is configured to accept call-back requests; the
remote site reestablishes the link and receives
the charges.

SettoCal | Back When Requested to
accept call-back requests. This router rees-
tablishes the link and receives the charges.
Set toAl ways Cal | Back and this router
establishes links on a call-back basis only.

In most cases, the PPP-specific parameters accessed from the
PPP option do not require configuration and you should use the
default values.

If link security using CHAP or PAP is required, select CHAP/
PAP onthe WAN Async Li nk screen. See‘Configuring Pass-
word Protection using CHAP or PAP’, p.144.

To configure any advanced features for the link, select
Advanced.

Note If you have more than the one link configured over
the console port, séccept I ncoming Calls to
NO.

See ‘Configuring Advanced Link Features and Parameters’,
p.146 for a description of the advanced parameters.

To set the console port to The console port has two operating modes, Console and Modem. For

modem mode modem links, the console port must be in Modem mode. This is done
automatically after you add a PPP dial-up link to the console port. To
manual configure the console port to Modem mode:

1

From the Advanced Setup main display, sdlectagenent >
Consol e Port.

Set theConsol e Port Mbde to Modem

Note  While in the Modem mode, you are unable to config-
ure the router using Local Management via the con-
sole port. Before you are able to Telnet to the router,
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you must wait for the Telnet timeout period to expire
(see “Configuring Local Management Passwords and
Access”, p. 250).

Modem Profiles

A Modem Profile contains necessary configuration data to set up the
console port for the connected asynchronous modem. The profile
contains the manufacturer name and model of the modem, along with
a set of initialization strings (AT commands) to configure the router
for operation with the modem.

Predefined Modem Profile

Manuf acturer = GUC

Model : G6k
Init String 1 : AT&F
Init String 2 : ATH4EAV1SP-B&D2&COEKIZCA

Predefined Profiles

Predefined modem profiles are available for all supported modems.
Predefined profiles contain the necessary information to set up the
console port for the chosen modem and do not require any modifica-
tion. See Appendix B, “Supported Modems”, p. 329 for details on
supported modems and explanation of initialization string commands

Custom Profiles

Custom Profiles are user-defined profiles. You can create a complete-
ly new profile or edit a Predefined Profile. If you are going to use a
Custom Profile, it is recommended that you base it on a Predefined
Profile. Use the Copy option to perform this operation.
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To copy a Predefined Copying a predefined profile as a custom profile allows you to edit
Modem Profile as a the predefined profile to suit your requirements.

Custom Profile 1 Fromthe Advanced Setup main display, select Port >

Consol e Port >Mbdem Profil es.

1 Modem Profiles

ST S E L S how/copy predefined modem profiles
Bt up custom modem profiles

Select Pr edef i ned.

2  Select the model of your modem from Pr edef i ned Modem
Prof i | es list and then select Set up.

1 Predefined Moden Profiles

GUC 56k Speakerphn{slow>

3 SelectCopy to custom profiles.

1 Predefined Modem Profile

Manuf acturer = USRohotics

ode = Gourier U.Everything

Init String 1 = ATZ

Init String 2 = AT&FAR4EAU1SA-B8D24% ]I BBKARRZAB1&H1
Pl oo

The profile is added to the Custom Profile list. You can edit the
profile to suit your requirements.
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To create or edit a Custom To create or edit a custom modem profile:

Profile 1 From the Advanced Setup main display, select Port >

Consol e Port >Mddem Profil es>Custom

I Gustom Modem Profiles

Copy of USRobhotics Gourier U.Everything

» To create a new profile, selefdd.

« To edit an existing profile, select the profile and then select
Set up.

2  Configure the parameters on thest om Modem Prof i | e as
required.

Custom Modem Profile

Manuf acturer 8
Model 8
Init String 1 B
Init String 2 :

FEI, TS ML

For an explanation initialization string AT commands for sup-
ported modems, see Appendix B, “Supported Modems”, p. 329
or refer to modem manufacturer documentation.
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Internet Tunnels

Internet Tunnel
considerations

Configuring an Internet
Tunnel

Internet Tunnels are established to remote networks via the best I|P
route to an Internet service provider (ISP). Thisisusually alink di-
rectly from this router to your ISP but could also be via a different
network device that is accessible from the router.

Private %

intranet

Server

PC users

or
public
Internet
Your router Remote router

=m—

Server

PC users

Your LAN LAN

3028

Y ou can configure anumber of Internet Tunnels (see ‘Supported
Connections’, p.331). Internet Tunnels are a cost effective solution to
transferring data between remote sites; IP and IPX routing and bridg-
ing are available over the tunnel. The costs of operation of an Internet
Tunnel can be very low when compared to routing via other WAN
link types especially when transmitting data over long distances. The
throughput of the Internet Tunnel is dependent on the Internet so it
can be quite slow at certain times of the day.

The following considerations must be taken into account when set-
ting up an Internet Tunnel:

IP Routing using RIP over the Internet Tunnel

When using IP RIP routing over an Internet Tunnel, a static host route
to the remote router via the link from the router to the Internet Service
Provider must be established.
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If RIP routing is used without the static host route, the router triesto
use the Internet Tunnel as the best route to the remote network. The
static host route ensures that the Internet Tunnel is established viathe
route to the ISP and that all the datato the remote router istransferred
through the Internet Tunnel.

Site Access Security

Consider access security when using Internet Tunnels. This can be
achieved using | P filtering to eliminate unauthorized traffic from the
link. A simple example of basic security is given in “Internet Tunnel
Example”, p. 135.

Hiding your internal LAN address from the Internet

Dynamic Network Address Translation (NAT) offers the best solu-
tion for hiding your internal LAN from the Internet. See “Network
Address Translation (NAT)”, p. 192.

The following shows an overview of how an Internet Tunnel is typi-
cally set up in the router to route data between two sites via the public
Internet:

WAN or CSU/DSU port

any link from the router to the
Internet Service Provider (ISP)

Static IP route
(to the IP address of the remote router over the Internet Tunnel)

Internet Tunnel

IP Routing IPX Routing WAN Bridging

You must configure the port first. Then configure the link to the ISP
for IP routing. The Internet Tunnel can then be configured, followed
by the configuring of the routing protocols (IP and Novell IPX) and
bridging on top of the tunnel as required.
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To configure an Internet This procedure provides detailsto add or edit an Internet Tunnel. Be-

Tunnel fore you can establish atunnel, you must configure alink to your In-
ternet service provider (ISP). See the example procedure “To
configure the link to the ISP”, p. 135.

1 From the Advanced Setup main display, selectthes
option.

| Links

LAN

Fl-help F1B-menu INS

» To configure a new link, seleatld.

» To edit an existing link, select the link and then select
Set up. Go to step 3.

2 FromtheAdd Li nk screen, setthei nk Pr ot ocol to
I nternet Tunnel , and enter a name for the link.

Add Link

WAN Protocol : [DETINCLAROULTRE 1
Link Hame B

B, VI

To continue, sele@et up.

3 From theWAN Li nk screen, set the tunnel parameters.

WAN Link

Link Mame tlInternet Tunnel
Status 8
Data Compression B
Local IP Address B
Remote IP Address H

‘i |‘ ‘i
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The parameters for the Internet Tunnel that must be configured
are:

Parameter Description

Data com  To enable or disable data compression. It

pressi on must be enabled in both routers over the
Internet Tunnel or compression will not be
used.

Local IP The IP address for this router used by the

Addr ess remote router over the Internet Tunnel. This
can be an IP address assigned to the router, an
IP address assigned to the link by the ISP, or
the translated IP address if NAT is used.
ThelLocal |P Address must match the
Renot e | P Addr ess configured on the
remote router as seen from the Internet.

Renote | P The IP address of the remote router across
Addr ess the Internet Tunnel. Theenote | P
Addr ess must match theocal | P
Addr ess configured in the remote router as
seen from the Internet. If NAT is used
between the router and the Internet, use the
translated_.ocal | P Address of the
remote router.

Configure the other parameters as required.

4 OntheWAN Li nk screen, select Advanced to set up any
advanced link features and parameters.

See “Configuring Advanced Link Features and Parameters”, p.
146 for a description of the advanced link features available.

5 Select thePr ot ocol s option on the Advanced Setup main dis-
play to configure IP routing, IPX routing and bridging.

See Chapter 7 “Configuring IP Routing”, p. 153, Chapter 8
“Configuring Novell IPX Routing”, p. 203 and Chapter 9
“Configuring Bridging Services”, p. 225.

Note If IP RIP is being used over the Tunnel, you must
configure a static host route to the IP address of the
remote router. See “Configuring IP Static Routes”, p.
200.
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Internet Tunnel Example

Example of Configuring a Tunnel for Basic Internet
Access

Example A small company wantsto use an Internet Tunnel to route datato an-
other site and provide access to the Internet. The company requires
basic security against unauthorized accessto the LAN from the Inter-
net. The Express Router can provide the necessary security.

Internet

k
IP static default route
0.0.0.0

\nternet Tunne)

v
2P, 5 — Router being
 Brig, = configured P addresses
ing ~ ' assigned by ISP
192.6.3

Static host routes to remote router

Unless your router uses Network Address Translation (NAT), which
translatesinternal LAN addresses to public | P addresses, only public
| P addresses (assigned by your | SP) are used on your LAN. Thisisa
potential security problem. NAT alowsasingle | P address assigned
by your ISP to be used by al the devices on the LAN. This provides
some security because your internal LAN addresses will never be
seen from the Internet.

To configure the link to the Beforeyou configure an Internet Tunnel, you must configure the link

ISP to the I SP. This example uses a PPP |leased line.

1 Fromthe Advanced Setup main display, select Li nks > Add to
add the link to the ISP,

Add Link

WAN Protocel :

Link Hame HlInternet — PPP Leased line
R,
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2  Select Set up to configure the link.

WAN Link

Link Name (lInternet — PPP Leased Line
Status H
Data Compression =

Fi-help FiB-menu INS

3 If your ISP requires security using CHAP or PAP, select CHAP/
PAP onthe WAN Li nk screen. See “Configuring Password Pro-
tection using CHAP or PAP”, p. 144.

4 From the Advanced Setup main display, seectt ocol s >
| P to add the link to the ISP.

I IP Link

Link Name : Internet — PPP Leased line

Routing Pra'f;col :

Triggere

Multicast Routing : r
Humbered H
IP Address g
Network Mask :

On the link to the ISP, set tiReut i ng Pr ot ocol parameter
toNone/ Stati ¢ Route.

The link to the ISP is unnumbered in this example.

5 SelectAdvanced and set thé&i | t eri ng parameter to
Enabl ed.

1 Advanced

BootP/DHCP Forwarding = |

RIF Metric =

Filtering ]

Hanagement Access 8
R T S0

6 SelectTx Filters and setth®efault Action toPass.
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7  From the Advanced screen, select Rx Fi | t er s to configure
the necessary filtering on the link.

See “Basic Filter Requirements for the Example”, p. 139.

8 Return to the P screen and sele6t ati ¢ Rout es. To con-
figure the static routes, selefdd.

To use IP RIP or Triggered RIP routing on the Internet Tunnel,
a static host route to the IP address of the remote router over
the Tunnel should be used via the link to the ISP.

§tatic Route

Network Address : IERIEN]
Network Mask g

Link 8
Forward Address :
Metric :

Configure a static default routlet wor k Addr ess 0.0.0.0
andNet wor k Mask 0.0.0.0) to allow all Internet destinations
to be reached via the link.

Static Route

Netuork Address :
Network Mask =
Link HlInternet — PPP Leased line Unnumbered
Forvard Address =
Metric =

]

In this example, two static routes are now defined.

Protocols
1P

Static Routes

Static Routes

255.255 265255 Internet — PPP Leased line

9 Configure the Internet Tunnel as described in the following pro-
cedure.
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To configure the Internet The Internet Tunnel for this example is configured as follows:

Tunnel 1 Enter theli nks option of Advanced Setup and add an Internet
Tunnel to the remote router.

Select Add > Set up to add the new Internet Tunnel.

| Add Link
Link Name tllinternet Tunnel
T,

Set the tunnel parameters as required.

WAN Link

Link Hame H
Status g
Data Compression H
Local IP Address g
Remote IP Address H36.4.106.1

TheLocal | P Address used for the Internet Tunnel in our
example isthe IP address of the router being configured (an IP
addresson the LAN link). The Renpot e | P Addr ess isthe
I P address of the remote router over the Internet Tunnel.

2 CHAP or PAP can be configured to offer security against unau-
thorized access to your site from the tunnel, see “Configuring
Password Protection using CHAP or PAP”, p. 144.

3  Select thePr ot ocol s option of Advanced Setup to configure
IP routing, IPX routing and bridging on the Tunnel as required
by your installation.

See Chapter 7 “Configuring IP Routing”, p. 153, Chapter 8
“Configuring Novell IPX Routing”, p. 203 and Chapter 9
“Configuring Bridging Services”, p. 225.

138



C HA P TE R 6 Configuring WAN Services and Links

Basic Filter Requirements for the Example

IP filter configuration using Setting up I Pfilters can be acomplex process. Usethe | P Filter Setup

Intel Device View program offered from within Intel Device View to configure your IP
filters.

Mandatory IP filters IP filters must be set up to provide basic security for the Internet tun-

required for tunnel nel. This example sets up two filtersto alow only tunnel traffic to

example pass over the link to the Internet Service Provider (1SP).

1 Accessthe Advanced screen for thel P link to the Internet Ser-
vice Provider (ISP) from the router.

From the Advanced Setup main screen, select Pr ot ocol s >
| P> select the ISPlink > Set up > Advanced.

Advanced

BootP-DHCP Forwarding : MEICLEE:
Filtering 8
Hanagement Access 5

2 SettheFil tering parameter to Enabl ed.

3 OntheAdvanced screen, selectthe Tx Fi |l t er s and set the
Def aul t Acti on toPass.

Tx Filters — Internet — PPP Leased Line
Default Action : FYTENE Logging : DESEBISANS

Act Prot Source Port Destination Port ——

Thisalowsall IP traffic from the router to be transmitted over
thelink to the ISP,
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4  Onthe Advanced screen, select
Default ActiontoDi scard

Bx Filters — Internet — PPP Leased Line

theRx Filters and setthe

Default Action : DFELECTEE: Logging : DiSSBISENE

Act Prot

Source Port Destination Port —

All IP traffic received by the router over the link is discarded
unless allowed to pass by specific I P filters.

5 FromtheRx Filters screen, select Add to configure afilter
to alow incoming traffic to the router to passto the tunnel port.

Rx Filter — Inteenet — PPP Leased Line

Action
Logging

Protocol : TGP %
Protocol Ualue H Y
TCP Flags : s
Src. Address Type : ‘ Dest. Address Type : ‘
Src. Address = Dest. Address B
Src. Mas H Dest. Mas 3
Src. Port a r Dest. Port : Tunnel %
Src. Port Value R Dest. Port Ualue : 1998
Src. Port Operator : Dest. Port Operator : EENE
Ty FaTy
Configure the filter parameters:
Parameter Set to...
Pr ot ocol TCP
Src. Address Type Host
Src. Address | P address assigned to the
remote router over the tunnel.
Src. Port O her
Src. Port Val ue 2000
Src. Port Operator >
Dest. Address Type Host
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Parameter Set to...

Dest. Address | P address assigned to this
router.

Dest. Port Tunnel

Dest. Port Val ue 1990

Dest. Port Operator ==

6 FromtheRx Filters screen, select Add to configure afilter
that allows outgoing traffic from this router to passto the tunnel
port of the remote router.

Rx Filter - Internet — PPP Leased Line

Src. Port Ualue
8rc. Port Operator =

Logging ]
Protocol : [CEE
Protocol Ualue : b
TCP Flags : ACEEE
Src. Address Type = ‘ Dest. Address Type ‘
Src. Address H Dest. Address :
Src. Mask e Dest. Mask 8
Src. Port : [NAAElNE Dest. Port :
= 1998 Dest. Port Ualue I AR
==

Dest. Port Operator :

Configure the filter parameters as follows:

Parameter Set to...

Pr ot ocol TCP

TCP Fl ags ACK

Src. Address Type Host

Src. Address | P address assigned to the

remote router over the tunnel.

Src. Port Tunnel

Src. Port Operator ==
Dest. Address Type Host

Dest. Address | P address assigned to this
router being configured.
Dest. Port O her
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Parameter Set to...
Dest. Port Val ue 2000
Dest. Port Operator >

IP filters required for basic Toalow basic World Wide Web (WWW) access and e-mail from the

WWW access and deviceson the LAN, the following minimum additional filtersare re-

services quired. Thesefilters are configured fromthe Tx Fi | t er s and Rx
Fi | t er s screensfor aspecific link.

Note Setting up adequate filtering for WWW access can be a
complex process and must be tailored to your network envi-
ronment. The |P Filter Setup program within Intel Device
View can help you to set up your required filters.

Note Itisuptoyou to determine which filters are required for
your installation, and the filter parameters required to
implement them.

» Filtersto passHT TP traffic
HyperText Transfer Protocol (HTTP) isthe main protocol used
for WWW communications.

+ Filtersto pass Domain Name Service (DNS) traffic

This protocol is used for associating domain names with 1P
addresses and is used extensively for WWW communications.

+ Filtersto passincoming and outgoing mail traffic

SMTPisused for e-mail transfers between e-mail server and
from e-mail clients (for example, user PCs) to e-mail servers.
POP3 is used to get mail by e-mail clients from e-mail servers.

If you have alocal e-mail server, incoming and outgoing SMTP
access between your local server and the ISP e-mail server is
required (2 IP filters).

If your local clients are connecting directly to the ISP e-mail
server incoming POP3 access to the clients from the server and
outgoing SMTP access from the client to the e-mail server is
required (2 filters).
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Application of Internet
Tunnels for data security
over X.25 links

Configuration overview

 Filtersto pass FTP traffic, commonly used over the Internet for
filetransfers.

FTP services should use a proxy server as security is difficult to
ensure otherwise.

+ Filtersto pass NNTP traffic used to get news services from a
News server.

Example Use of Internet Tunnels to Offer Data
Security over X.25 links

To alow data security over X.25 links, Internet Tunnels can be used
ontop of them. This offersall the security features supported by PPP
(CHAP and PAP) on the X.25 links.

Tunnels adding device
authentication and encryption
security to the X.25 links

X.25 network

Express Router

Express Router

X.25 links
(virtual circuits) 1630

The following shows an overview of the configuration of an Internet
tunnel over an X.25 link.

X.25 port (WAN port configured for X.25)
X.251link (PVC or SVC) additional links

Static | P route to the | P address of the router over
the X.25 link

Internet Tunnel
IP Routing IPX Routing | WAN Bridging
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To configure an Internet
Tunnel over an X.25 link

Peer Authentication using
CHAP and PAP

To access the CHAP/PAP
configuration options for a
link
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To establish atunnel over an X.25 link, the following steps must be
performed.

1 Configure an X25 link as normal. See “Configuring X.25 Ser-
vices”, p. 118.

2 Configure a single static route on the X.25 link to the IP address
of the remote router. See “Configuring IP Static Routes”, p.
200.

3 Configure an Internet Tunnel to the IP address of the remote
router. See “To configure an Internet Tunnel”, p. 133.

4  Configure routing and bridging over the Internet Tunnel.

Configuring Password
Protection using CHAP or PAP

Challenge Handshake Authentication Protocol (CHAP) and Pass-
word Authentication Protocol (PAP) can be configured on PPP links
to provide security against unauthorized access. Both protocols use
passwords to authenticate peers but CHAP uses password encryption,
where PAP uses a simple password.

CHAP and PAP are supported on PPP leased lines, ISDN links, and
PPP dial-up modem links on the console port.

For more information about CHAP and PAP, refer the Reference
Manual.

To configure password protection using CHAP or PAP, select the
CHAP/ PAP option on theAAN Li nk setup screen.

I Links
| WAN Link
I CHAP~PAP Authentication
Access to the Remote Device
Reply to HPAF and CHAP 1
Username 5
Password H
Access to This Router

Authentication Required : HERcHNNNE
[ Username Password
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To configure CHAP/PAP
for access to the remote
device

To configure CHAP/PAP
for access to this router

To access this feature from the Advanced Setup main display, select
Li nks > select the link > CHAP/ PAP.

To set up password regquirements for accessto the remote device over
the link, the following parameters must be configured on the CHAP/
PAP Authentication options screen.

Parameter Description

Reply to Determines whether the router will reply to CHAP
reguests only, PAP requests only or both.

own User - The user |D assigned to this router, used in the

nane remote device to verify the correct password is
received from the ID. The user name can be up to
47 characters.

Passwor d The CHAP/PAP password required for access to

the remote device, associated with the user name.
The password defined here must be used by the
remote device in response to requests from this
router. The password can be up to 47 characters.

To set up password protection for access to this router from devices
over the link, do the following.

» Sdlect the password access type required for the Aut hent i ca-
ti on Requi r ed parameter. CHAP offers the best protection
and should be used when the device over the link support CHAP

« Select ADDto add al deviceto thelist that are alowed to access
your LAN viathelink. Each device must be assigned a user name
and an associated password. The user name and password must
correspond to the user name and password set up in the remote
router for access to this router. Each can be up to 47 characters.
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To access the advanced
features and parameters
setup for a link

Advanced screen for PPP
leased lines

Advanced screen for
Frame Relay links

Advanced screen for X.25
PVC links
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Configuring Advanced Link
Features and Parameters

To access the advanced features and parameters screen for alink, se-
lect Advanced onthe Li nk setup screen for the link. From the Ad-
vanced Setup main display, select Li nks > select link > Advanced.

The following shows the advanced screen for PPP leased line.

Advanced

Max. Call Setup Time [s]1 : E
Retry Idle Time [=]1 =
Max. Retries 8
Timer Mode a

Timer Profile

The following shows the advanced screen for a Frame Relay link.

Advanced

Timer Mode ElDizabled 3

Timer Profile

The following shows the advanced screen for a X.25 PV C link.

| Advanced

Max. Call Setup Time [s] = E
Retry Idle Time [=]1 =
Timer Mode 8
Multiprotocol &

Timer Profile

Encapsulation Type
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Advanced screen for X.25
SVCs, PPP dial-up links
and Internet Tunnels

Advanced features

The following shows the advanced screen for the following link
types: X.25 SV Cs, PPP dial-up modem and Internet Tunnels.

1" Advanced

Backup for Link

Backup Idle Time [s1

Permit Qutgoing Calls
Hax. Call Setup Time Es} B
s1 :

Retry Idle Time
Max. Retries

Accept Incoming CGalls

Permit Timecut
Min. Call Duration
Timecut Idle Time
Timer Mode

Timer Profile

Activity Accounting

Daily Activity Timeout [h:iml -

[=1 :
[=1 :

(lDisabled 1

The following describes the advanced features and parameters avail-
able depending on the link types.

Backup for another link

The Backup for link parameters defines the link as abackup link. As
a backup, the link isthen only used if the selected primary link fails.

Parameter Description

Backup for Definesthe link or port for which the link being
Li nk configured is act as a backup.

Backup 1dl e Definesthedelay from when the primary (main)
Time [s] link is reestablished until the backup link is dis-

connected

Call direction controls

These parameters can be used to configure the link for incoming calls
only, outgoing calls only or both (default).

Parameter Description

Permt CQut- Defineswhether thelink isto support outgoing
going Calls cals

Accept Defines whether incoming calls are to be

I ncom ng accepted on thislink.

Calls
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Call setup timing

These parameters control the timing for outgoing call requests from
thelink to the remote device viathe data network. The default values
of these parameters should be used in most cases.

Parameter Description

Max. Cal | The maximum time (in seconds) that is allowed

Setup Tinme toestablish alink with the remote device. On
expiry of thistime, the router will enter the
Retry Idle Time Wait state before attempting to
establish the link again.

Retry Idle Thetime (in seconds) from when acall has
Ti me failed until the router will make another call.

Max. Retrys The maximum number of times that the router
will attempt to establish the link. If the number
of retriesis exceeded, the link will belocked and
an error message will be generated in Intel
Device View and Local Management. The link
can berestarted from Intel Device View or from
Local Management.

Mn. Call The minimum time (in seconds) from when the

Duration link is established until it can be timecut again.
If aminimum call charge is made by your ser-
vice provider, this parameter should be set to the
time allowed by the minimum charge.

Ti mecut Defines the time period that alink must be inac-
Idle Tine tive before entering the timecut mode.
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Timer profiles

Timer Profiles can either block outgoing calls or all communications
over theWAN link at defined time-intervalsfor each day of the week
(see ‘Setting Up Timer Profiles’, p.150). Any of the Timer Profiles
defined for the router can be selected for use by the WAN link.

Parameter Description

Timer Pro-  Assigns a Timer Profile to the link. Any of the

files Timer Profiles defined for the router can be
selected for use by the WAN link.

Ti mer Mbde Used to define which traffic from the router to

block, outgoing or all, during the time defined
by the assigned Timer Profile. If no Timer Pro-
files are defined, only thei sabl e option is
available. IfBl ock Al | is chosen, it is impor-
tant that the Timer Profile is the same for the
router at the other end of the link.

Limiting daily link activity

A time limit for use of the link over the course of day can be defined

for dial-up links.

Parameter

Description

Activity
Accounti ng

Defines what action to take when the time
defined by the Daily Activity Timeout has
expired. Di sabl e outgoi ng calls at

ti meout will automatically close and lock the
link for outgoing calls (the link can be unlocked
from Intel Device View).$sue war ni ng at

ti meout generates an SNMP trap and diagnos-
tic messageNo accounti ng will disable the
timeout.

Dai |y
activity
Ti meout

Defines the length of time a dial-up link is
allowed to be in the up state during the course of
a day. Default is 4 hours.
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Setting Up Timer Profiles

Timer Profiles Use Timer Profilesto block out-going calls or all communications
over aWAN link between defined time intervals for each day of the
week.

Profile 1 Profile 2 Profile 3
' '\\
) Y § \ Y, X s }
WAN Connections

+ Connect tion 2
# v
_ Connec tion 3

Connection 4

3010

The Timer Profiles are configured from Advanced Setup. You can
define up to 16 common Timer Profiles for the router. Timer Once
defined, the Timer Profiles can be selected for use by the WAN links.
A single Timer Profile can be used by a number of WAN links.

To define Timer Profiles To define Timer Profiles for use by any of the router WAN links:

1  From the Advanced Setup main display, accessthe Ti mer s
screen by selecting Li nks > Ti ners.

Links
Timers

The Ti mer s screen shows the profiles defined for the router.

2  Select Add to add new Timer Profiles or Set up to edit existing
profiles.

150



C HA P TE R 6 Configuring WAN Services and Links

3 FromtheEdit Tinmer Profil e screen, defineaTi mer
Nane and select the times for each weekday when accessis dis-
abled or enabled. (See the instructions on how to edit the Timer
Profile that follow).

Edit Timer Profile
Timer Hame :

11111111112222
B12345678%0A12345678%08123

#* = Access allowed. Toggle with {SPACE>.
5 = Select All. ¢ = Glear All.
Use the tabulator to leave the timer box.

The Timer Profileis a chart with the days of the week along the
side and the time-of-day along the top; each cursor position on
the chart represents a half hour interval. For each position,
access can either be allowed (marked by *) or disabled (marked
with .). By default, accessis disabled at al times.

4 OnceaTimer Profileis defined, it can be used by any of the
WAN links.
Editing the Timer Profile Edit the Timer Profile to suit your own requirements as follows:

To enter the chart area of the Timer Profile

Usethe <Tab> key to move fromthe Ti mer Nane parameter to the
chart area. A Ti mer Nanme must be entered to allow the Timer Pro-
file to be selected during configuration of aWAN link.

To move the cursor into position on the Timer Profile
Use the <arrow keys>.
To enable link access at the current cursor position

Usethe <space bar> to toggle the time/day position at the cursor from
off () toon (*).

To disable link access at the current cursor position

Usethe <space bar> to toggle thetime/day position at the cursor from
on (*) to off ().

To disable (reset) all

Press <C> to clear all.
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To assign Timer Profiles to
WAN links
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To enable all

Press <S> to select all.

Timer Profiles are assigned for use by a specific WAN link from
Advanced option under for WAN Li nks setup.

1 From the Advanced Setup main display, select Li nks > select
thelink > Set up > Advanced.

2 SettheTi mer Profil e parameter asrequired.



IP routing (Unicast)

Configuring IP
Routing

Introduction to IP Routing in
the Express Router

IP routing in the Express Router is used to forward I P traffic ad-
dressed to devices on the networks accessible to the router viathe
LAN and WAN links.

Dynamic Routing using RIP

Routing Information Protocols (RIP-1 and RIP-2) are used to trans-
mit network topology information between routing devices. This en-
ables routers to automatically determine which networks are
accessible and the best routes between networks. Routing using RIP
isknown as dynamic routing as the network will automatically estab-
lish itself and dynamically adapts itself to changes.

The correct version of RIP must be selected on alink basis as RIP-2
is not compatible with RIP-1. The router switches between the two
RIP versions as necessary.

* RIP-1
RIP-1 isthe original network standard.
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* RIP-2

RIP-2 is anewer version of the RIP standard that offers some
improvements over the original RIP including: supernetting,
improved RIP update method using multicasts instead of broad-
casts, improved subnetting, and routing update authentication.

« Triggered RIP-1 or Triggered RIP-2

The Routing Information Protocols (RIP-1 and RIP-2) send rout-
ing updates at regular 30 second intervals. Triggered RIP sends
routing updates only when a network topology changeis
detected, saving valuable bandwidth on WAN links.

When used over on-demand or dial-up links, such as X.25
Switched Virtual Circuit (SVCs), conventional RIP may never
alow the link to become timecut and the operating costs will be
excessive. Triggered RIP only opens on-demand link when a
network topology change is detected. This allows you to use
dynamic routing with cost-effective use of on-demand links.

Static routing

Static routes are routes to remote networks that must be manually
configured intherouter. That is, the routeis configured and is not dy-
namically updated by the router using RIP. By disabling RIP and es-
tablishing static routes to the remote networks over aWAN link,
routing traffic (RIP updates) can be eliminated from thelink. Thisis
useful for slow WAN links for maximizing the available bandwidth
for datatraffic. Routing using static routesisonly really practical for
small networks. For larger networks, the router needsto dynamically
keep track of network topology changes, and the use of dynamic rout-
ing (RIP) is recommended.
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IP Multicast routing

IP Multicast Routing

The Express Router supports | P Multicast Routing for multimediaap-
plicationsthat require communications with anumber of destinations
simultaneously.

T
_— 1638

Internetworking Group Multicast Protocol (IGMP)

DevicesonalL AN usethe Internetworking Group Multicast Protocol
(IGMP) to communicate |P Multicast destination requirementsto
routers. The router can use these messages to determine which IP
Multicast packets, if any, the LAN should receive.

Distance Vector Multicast Routing Protocol (DVMRP)

IP Multicast Routing over WAN and LAN links use the Distance
Vector Multicast Routing Protocol (DVMRP). DVMRP uses routing
messages similar to RIP updates to determine the destinations for dif-
ferent IPMulticast packets. Unlike RIP, DVMRP can establish routes
to multiple simultaneous destinations for |P Multicast packets. The
router therefore only needs to transmit |P Multicasts once which is
then simultaneously transmitted on all relevant router links for deliv-
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ery to all relevant destinations. Conventional Unicast | P routing
would require retransmission of the same information to each indi-
vidual destination.

Note Aswith IP RIP, DVMRP sends frequent updates between
routers. When used over on-demand or dial-up links, such
as X.25 Switched Virtual Circuit (SVC) links, this may
never alow the link to become timecut and the operating
costs will be excessive.

IP Multicast tunnels IP Multicast tunnels are used to maintain an |P Multicast network
through routers that do not support |P Multicasts using the Distance
Vector Multicast Routing Protocol (DVMRP), see “Configuring IP
Multicast Tunnels”, p. 162.

Configuring IP Routing on
LAN and WAN Links

To configure IP routing on To configure IP routing on the LAN and WAN links:

the LAN and WAN links Note All the configuration parameters in Advanced Setup are

described in on-line help. To access the help for a parame-
ter, click on the parameter and pressiRheHel p key.

1 Enter thePr ot ocol s option of Advanced Setup.

Protocols

[ 1P Routing
_ [ 1 IPX Routing
_ [ 1 WAN Bridging

IP routing services are enabled by default. If you need to
enable or disable IP routing, click the Rout i ng check box
on thePr ot ocol s screen. IP routing is enabled if the check
box is marked with an asterigk] and disabled if the check
box isempty| ].
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2

3

Select | P on the Pr ot ocol s screen.

1 Protocols
1IP

Main IP Address: SISO
Links
A

] e
g0 ML, IS

Use Add to add IP routing to a LAN or WAN link not listed or
Set up to edit the IP routing configuration for an existing link.

The IP setup screen for the LAN link is as shown below.

1 IP LAN Link
Link Name : LAN
Routing Protocol HER
Multicast Routing
Filtering 8
S¥YN Flood Protection:

IP Address Netuwork Mask

TheRout i ng Protocol parameter must be set to the
correct version of RIP in use on your LAN. Four different
IP networks are allowed on an Ethernet LAN and the router
can communicate between all four IP networks.

Mul ti cast Routi ng should only be enabled if IP Mul-
ticasts are required by applications on the LAN or the IP
Multicast topology includes the LAN.

The IP setup screen for WAN links is shown below.

1 IP Link

Link Mame : Internet
Routing Protocol H

Triggere

MHulticast Routing
Filtering :
SYN Flood Protection:
Nunmbered ]
IP Address g Rx Filters.. .
Network Mask H
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The WAN link parameterson thel P Li nk screen that
must be configured are given in the following table.

Parameter

Description

Rout i ng
Pr ot ocol

Defines the routing protocol for use over the
link (RIP-1 or RIP-2) or if static routing isto
be used. The routing protocol (RIP-1 or RIP-
2) or static routing must be the same in both
theroutersover thelink. If None/ St ati c is
selected, static routes must be established to
the remote networks. See “Configuring IP
Static Routes”, p. 200

Tri ggered
R P

This parameter enables the use of Triggered
RIP over the link to reduce the bandwidth
overheads of RIP routing. If the link is an on-
demand type such as X.25 Switched Virtual
Circuit (SVC) link, the use ofri gger ed

Rl P is recommended.

Triggered RIP must be enabled in both rout-
ers over the link or IP routing over the link
will not function correctly.

Mul ti cast
Rout i ng

Multicast Routing should only be enabled if IP
Multicasts are required on the link and
should only be enabled if the router over the
link supports IP Multicast routing using the
Distance Vector Multicast Routing Protocol
(DVMRP) and IGMP for the LAN.

Filtering

EnableFiltering if IP filtering is required on
the link. See “IP Filters and Firewall Protec-
tion”, p. 167.

Syn Fl ood
Prot ecti on

Enable Syn Flood Protection on either
receive or transmit traffic. See “SYN Flood
Protection”, p. 172 for details.

Nurber ed

A numbered link (where an IP address is
assigned to the link in the router) is some-
times required for a link to an ISP or third
party router. A uniquéP Addr ess and

Net wor k Mask for the link must be entered
when using a numbered link.
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Parameter Description

Dynami c | P Some Internet Service Providers (I1SPs)
Addr ess dynamically assign an | P address to devices
oncdl link. Select Dynami ¢ | P Addr ess
if required by an ISP link.
Contact your ISP if you are unsure whether
dynamic IP addressing is required.

The other parameters can be configured to your requirements.

4  Select Advanced on the Link screen and set up any advanced
link parameters and features required.

An example of the Advanced screen for aLAN link is shown
below.

1 Advanced

BootP-/DHCP Forwarding H
Proxy ARP 8
RIP Metric 8
Hanagement Access B
ICHF Router Discovery :

An example of the Advanced screen for aWAN link is shown
below.

1 Advanced
BootP/DHCP Forwarding

8 |ii::i:f:::
RIP Metric H
Management Access R
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Set the parameters on the Advanced screen are as follows:

Parameter

Description

Boot P /
DHCP For -
war di ng

Boot P / DHCP For war di ng must be
enabled if devices are being booted viathe
router or if |P addresses are dynamically
being requested from a DHCP server over the
WAN link or on the LAN. This parameter
should also be enabled if managing remote
devices over thelink from Intel Device View
on your LAN. This parameter need not be
enabled if the boot server or DHCP server is
onthe LAN, BootP and DHCP responses are
always forwarded.

Pr oxy ARP

Pr oxy ARP can be enabled to answer ARP
requests from devices on the LAN that do not
use the router as the primary gateway and are
not able to determine the MAC address of a
remote host in any other way. If disabled the
router does not respond to ARP requests on
behalf of the remote hosts.

RIP Metric

RIP metrics are used to determine if a desti-
nation is reachable and the priority for use of
alink when multiple routes to a destination
network are available.

Aut hent i -
cation
Type and
Key

The Authentication parameters are only
availableif Rl P- 2 was selected for the
Routi ng Protocol andallow simple
password protection of RIP updates using an
Aut henti cati on Key (password).

DVVMRP Met -
ric

This parameter is only available if Multicast
Routing is enabled for the link.

Like RIP, DVMRP uses metrics to determine
if adestination is reachable and the priority
for use of alink when multiple routesto a
destination network are available.
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Parameter Description

TTL This parameter is only available if Multicast
Threshol d  Routing is enabled for the link.
This parameter can be used to limit the range
of IP Multicast packets. IP Multicast packets
with a Time-To-Live of less than the value
specified by this parameter will not be
allowed over the link.

Manage- Enables or disables management access to
ment the router via this link. When disabled, all
Access TFTP, SNMP, Telnet, or BootP packets

received on this link are discarded.

» Setting up IP filters (accessed by selecBgFi | ters
andTx Filters)is describedin “To Configure Firewall
Protection and IP Filters and on LAN and WAN Links”, p
174.

e Setting up Network Address TranslatiodA[) is described
in “Network Address Translation (NAT)", p. 192.

» Setting up the Resource ReSerVation Protocol (RSVP) to
reserve link bandwidth for applications which require guar-
anteed data delivery is described in “Configuring Band-
width Reservation using RSVP”, p. 164.
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IP Multicast Tunnels

To configure IP Multicast
Tunnels
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Configuring IP Multicast
Tunnels

I P Multicast Tunnels must be established to maintain the | P M ulticast
network topology viaroutersthat do not support |P Multicasts using
the Distance Vector Multicast Routing Protocol (DVMRP). Other-
wise, the non-1P Multicast routers will discard | P Multicasts.

IP Multicast
Packets

Encapsulates
IP Multicasts
into Standard
IP packets

IP Multicast

IP Multicast
Packets

Multicast
Router

De-encapsulates
back to IP
Multicast Packets

IP Multicast
Packets 1641

The IP Multicast Tunnel must be set up in both the routers over the
tunnel. IP Multicast packets traversing the tunnel are encapsulated
into conventional 1P packets (Unicast). These packets are routed as
normal | P packets viathe non-IP Multicast routers. When they reach
the other end of the IP Multicasts Tunnel, the packets are de-encap-
sulated into the original P Multicast packetsfor transmission through
the rest of the IP Multicast network.

Follow this procedure to configure P Multicast Tunnels for the rout-
er.

1 Enter the Pr ot ocol s option of Advanced Setup.

2 Select| PonthePr ot ocol s screen.

* To add a new IP Multicast Tunnel, selédd>
Mul ti cast Tunnel >Set up.

» To edit an existing IP Multicast Tunnel, highlight the tunnel
from the list and sele&et up.
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3 Configure the Multicast Tunnel parameters.

1 Tunnel Link

Tunnel NHame

Remote IP Address
Local IP Address

Filtering

T

The following parameters are available.

Parameter

Description

Tunnel
Name

Descriptive name, up to 30 characters.

Remote I P
Addr ess

The IP address of the remote router over the
Multicast Tunnel which supports the Dis-
tance Vector Multicast Routing Protocol
(DVMRP) and Multicast Tunnels.

Local IP
Addr ess

The IP address for the router being config-
ured as seen by the remote router over the
Multicast Tunnel. This can be an IP address
assigned to the LAN of the router or an IP
address assigned to a WAN link if using a
numbered link.

Filtering

EnableFi | t eri ng if IP filtering is required
on the link.

Setting up | P filters (accessed by selecting Rx Fi |l t er s and
Tx Filters)is described in “To Configure Firewall Protec-
tion and IP Filters and on LAN and WAN Links”, p. 174.

4  SelectAdvanced on theTunnel

Li nk screen and set up any

advanced link parameters and features required.

1 Advanced

RIPF Metric
DUMRP Metric
TTL Threshold

ik
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The following parameters are available on the Advanced
screen for an |P Multicast Tunnel.

Parameter Description

RI P Metric Usedtoidentify the shortest or best routeto a
destination. The some of RIP metrics for a
route to a destination must not exceed 15.

DVMVRP Like RIP, DVMRP uses metrics to determine

Metric if adestination is reachable and the priority
for use of alink when multiple routesto a
destination network are available.

TTL This parameter can be used to limit the range

Threshol d  of IP Multicast packets. IP Multicast packets
with a Time-To-Live of less than the value
specified by this parameter will not be
allowed over the Multicast Tunnel.

Configuring Bandwidth
Reservation using RSVP

Resource Reservation The Resource Reservation Protocol (RSVP) is used to reserve band-

Protocol (RSVP) width along the route between remote devices for applications which
require a guaranteed bandwidth for satisfactory operation. A typical
example of such an application is video conferencing.

To configure RSVP The Resource Reservation Protocol (RSVP) is configured by default
for the router. RSV P does not have any network overheads and does
not take any router resourcesif it is not used. However, some ad-
vanced settings for RSVP are available.

Note Under normal circumstances, the default values of the
parameters on the RSV P screens should be used.
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To configure RSVP for each IP link

The RSV P configuration screen for alink is accessed from the
Advanced screen for an IP link setup.

« Fromthel P screen, highlight the link and select
Set up>Advanced>RSVP.

RSUP

UDP Encapsulation H
RSUP Bandwidth [x1 :
Max. Bandwidth per flow [x1 :

« Configure the parameters according to the following.

Parameter Description
UDP Encap- Thisenables or disables UDP encapsulation of !

sul ation RSV P message packets transmitted. RSV P
messages are usually transmitted using an IP
RSV P packet type, which may not accepted by
all devices on your network. If you have
devices on your network that do not accept |P
RSV P packets, this parameter must be enabled.
When enabled, messages are transmitted in
both IP RSVP and UDP format.Thisis the
default setting and is recommended for most

applications.
RSVP Band- Defines how much of the link bandwidth can
wi dt h be reserved by applications using RSVP. If the

link receives areservation request that is
greater than the amount defined here, the
request will be rejected.

Max. Band- Defines how much of the available link band-

wi dth per  width can be reserved for any one application

flow using RSVP. This value must be less than or
egual to the RSV P bandwidth. If the link
receives areservation request that is greater
than the amount defined here, the request will
be rgjected.
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To Configure RSVP for the Router

The RSV P configuration screen for therouter isaccessed by selecting
the RSVP option from the | P screen.

« From the Advanced Setup main display, select Pr ot ocol s>
| P>RSVP.

navr

Resource Reservations H
Refresh Timer [secl =
Gleanup Timeout Factor ]

« Configure the RSV P parameters as required.

Parameter Description

Resource Enables or disables bandwidth reservation

Reserva- using RSVP for the router.

tions

Refresh Once the reservation has been established, the
Ti mer routers on either end of the link exchange

refresh messages (Reserve and Path messages)
to maintain the reservation and path. This
parameter defines the time interval between

messages.
Cl eanup Defines the number of refresh messages that
ti meout can be missed before the router clears areserva-
factor tion
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IP Filters and Firewall
Protection

IP Filters and Firewall
Protection

A firewall restricts access between networks, both private and public
such asthe Internet. A firewall filters all network packets to deter-
mine whether to send them to their destination. The Express Router
implements comprehensive | P packet filtering to restrict access be-
tween networksand to limit unnecessary traffic to save on bandwidth.
Thesefilters provide the basis for setting up afirewall. The router of-
fers two types of filters, static and stateful.

Note A good understanding of 1P isrequired before effective fil-
tering can be set up in the router. Filters must be defined as
strictly as possible to eliminate unauthorized access to ser-
vices, hosts and networks.

Static Filters

Static filters can discard or pass incoming and outgoing packets on a
link. The router checks each packet asit arrivesto seeit if meetsthe
criteria set by thefilter. If so, the packet will be discarded or passed
depending on the action you define. These filters are called static be-
causethey do not change state. They are basically always active. The
router does not monitor the state of a transaction, that is, it does not
remember when apacket i s passed or the source and destination of the
packet.

Stateful Filters

Stateful filtersare time-limited dynamic packet filtersfor TCP, UDP,
and ICMP, based on the principles of stateful inspection. Stateful in-
spection monitors state information of a connection by recording
source and destination | P addresses and port numbers of inbound and
outbound traffic. A stateful filter uses thisinformation to determine
whether to allow a packet to pass through the firewall. For aresponse
packet to passthefirewall, theinbound packet hasto be from the host
and port that the outbound packet was sent to, and it hasto be directed
to the host and port that sent the outbound packet.
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1 Client sends HTTP request

Source address (SA) = 192.168.1.1

Source port (SP) = 1562

Destination address (DA)= 192.168.2.15

Destination port (DP) = 80

Firewall

Firewall allows Internet

Intel Express valid HTTP reply
- Router SA =192.168.2.15
Client SP =80
192.168.1.1 DA =192.168.1.1

DP = 1562

Firewall blocks

invalid HTTP reply

SA =192.168.200.15

SP =80

DA =192.168.2.15

DP = 1615 4024

The processis shown in theillustration above. When arequest is sent
from asourceto adestination, the stateful filter virtually opensahole
in thefirewall and the packet is alowed to pass. Only aresponse that
matches the state information of the request packet will be allowed
back through the firewall. Packets which do not match the stateinfor-
mation are discarded. When avalid responseisreceived, itisallowed
to pass by the stateful filter. The filter then deactivates thus closing
the holein the firewall.

Stateful filters are aso time-limited. If a correct responseis not re-
ceived within a certain amount of time, the filter closes and discards
subsequent response packets.

Stateful filters offer much higher security than static filters. For ex-
ample, using static filtersin the illustration, you would need to per-
manently allow inbound replies from all external ports (assuming
userscan visit any site on the Internet). Thiswould allow attackersto
penetrate the firewall by making inbound or request packetslook like
replies.
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Filter direction - transmit Y ou define IPfilterson alink basisfor each interface. Filterscan dis-

or receive card or pass both received and transmitted packetson alink. Therout-
er isthereference point that determines thefilter direction, receive or
transmit, asillustrated in the diagram.

WAN link LAN link
: I_i
Incoming packets Receive Transmit Outgoing packets
(Rx) e (Tx)
Filters Filters

Express Router

: :
Outgoing packets Transmit Receive Incoming packets
() (Rx)

Filters | | Filters | [ ]

4018

For example, if you are configuring filters on your LAN link, usere-
ceivefilterstofilter packetsincoming from your LAN; to filter pack-
ets from the WAN to the LAN, use transmit filters.

Packet processing by Theorder of thefiltersyou defineisimportant. The order will depend

filters and filter order on your filtering requirements. When the router encounters | P pack-
ets, it compares the packets to the filtersin the order defined in the
list. If apacket meets the criteria of afilter, it is either passed or dis-
carded, according to the action defined. If apacket matchesmorethan
one filter, it will be processed by the first matching filter only.

Note The exception to this rule occurs when you have config-
ured both static and stateful filters. Static filters take priority
over stateful filters. The router searches the filter list and
compares packets first to static filters followed by stateful
filters. It is recommended that you place static filters before
stateful filters. See “Common practises and recommenda-
tions”, p. 178 for details.

The following diagram shows how the router processes packets by
the IP filters when a number of discard filters are defined. When con-
figuring filters, you must also select a default action (action per-
formed on packets not specified by filters).
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Logging filtered packets

DMZ solution using the
second LAN port

170

Incoming packet

> Pass

Discard (Action for packets not specified
by a filter - default action)

17102

With the default filter action for alink set to pass, all incoming (for
Rx filters) or outgoing (for Tx filters) |P packets on the link will be
allowed to pass unless otherwise discarded by afilter.

The router can be set up to log filtered packets. Thisis auseful tool
for troubleshooting the filters to ensure that they are operating as ex-
pected, and for detecting hits on the filters in case of an attack from
an unauthorized source.

Note Logging reduces the performance of the router slightly. You
should only enable it when required, such as for trouble-
shooting or when an attack is suspected.

Packets arerecorded in the system log, which you can view from Intel
Device View or Local Management.

On an Express Router that hastwo LAN ports, you can set upaDMZ
(demilitarized zone) on the LAN2 port to protect your private net-
work from the public network (Internet). A DMZ is anetwork added
between a protected network and apublic (external) network that pro-
vides an additional layer of security. Use the DMZ to give access to
services required from the Internet and your private network on
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Port-to-application
Mapping

LANL. These services aretypically Web servers, FTP servers, News
servers, or SMTP servers. IPfilters on the LAN1 prevent access to
your private network from the Internet.

192.168.151.0
_ Demilitarized Zone ~ ~

Http/FTF’ HUp/FTP_ News N
(Web) proxy . proxy \\
= Server ) 192.168.152.0
, 168.152.
SMTP _- ManLAN
sz ~

\ server / ,
Internet users are aIIowed . / , N
to access your Web l PR E i \
- !
, []

and FTP servers .

N

A

Intel Express

router \
Internet N

IP filters on the router : R
block unwanted traffic S~ -7
destined to the main LAN

Y ou can set up aDMZ using static and stateful filters. For an example
using stateful filters, see “Setting Up a DMZ Firewall Using Two
LAN Ports”, p. 187. For a detailed explanation using static filters
search for a DMZ Application Note on the Intel Customer Support
Web site at http://support.intel.com.

Features of Stateful Filters

Port-to-application Mapping

Port-to-application mapping is available for the TCP protocols HTTP
and FTP. This allows you to use non-standard port numbers for these
services when using stateful pass filters. For example, the typical port
number for FTP is 21. In some cases, you may want to assign a dif-
ferent port number to this service on your network. By design, a fire-
wall using stateful pass filters identifies FTP by port 21.Therefore in
order for the stateful pass filter to work correctly, you must direct, or
map, the FTP application to this port. To configure port-to-applica-
tion mapping, see “To configure IP filtering on the LAN and WAN
links”, p. 174.
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SYN Flood Protection

SY N Flood Protection is a method to combat against SYN Flood at-
tacks on your network. SY N flood attacks can be extremely damag-
ing to TCP services such as WWW, FTP, and e-mail.

What is a TCP Syn Flood Attack

A TCP connection isinitiated when a source host, identified by itsIP
address, issues a SY N request to a destination, such asaWeb server.
Under normal circumstances, the destination will send aSYN ACK
back to the source host and await ACK back from the source. While
the destination waits for the response, it holds the connection in a
connection queue along with other pending connections. When the
destination receivesthe ACK from the source the connection is estab-
lished.

InaTCP SY N flood attack, the source host generates anumber of re-
guests to a destination using spoofed or random | P addresses. When
the destination sendsa SY N ACK back to the random | P address, the
source is unreachable and the destination never receivesan ACK in
return. The connection remains in the queue until it times out, which
is about one minute. The connection queueis of finite size. If the
source sends requests at arapid rate, it is possible to fill the connec-
tion queue. This can result in TCP services, such as WWW and e-
mail, being denied to |egitimate users.

How TCP SYN Flood Protection Works

Protection against SY N flood attacksis done with the help of thefire-
wall and stateful filters. Acting on behalf of the destination, the fire-
wall intercepts a SY N request from a source. The firewall returns a
SYN ACK to the source host. If the firewall receives an ACK from
the source, it forwards a SY N request to the destination host. When
thefirewall receivesaSY N ACK back from the destination, it returns
an ACK and the connection is established.At any time during the pro-
cess, if the firewall does not receive an ACK from the source or des-
tination within a certain amount of time, it terminates the connection.
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To configure SYN Flood
Protection

SY N Flood Protection is active only when afirewall is present using
stateful filters. Y ou configure SY N Flood Protection on a connection
or link basis for either packets received on the link (inbound to the

router) or packets transmitted on the link (outbound from the router).
The typical set up ison receive packets, which is the default setting.
To configure SYN Flood Protection:

1 Accessthel P Li nk screen for thelink.

Thisis done from the Advanced Setup main display by select-
ing Pr ot ocol s >l P>select| i nk > Set up.

1 IP Link

Link Mame : Internet
Routing Protocol HER
Triggered RIP =
Multicast Routing

Filtering 8

SYN Flood Protection:

Numbe red 8

IP Address 8

Network Mask A

Dynamic IP Address : HEE

2 Setthe SYN Fl ood Protecti on parameter on the IP Link
screen.

Set it to On Receive to protect from SYN attacks inbound

to the router.

This setting would be typical when configuring a WAN

connection to the Internet.

Set it to On Transmit to protect from SYN attacks outbound

from the router.

This setting is typical when configuring a LAN connection
for protection against SYN attacks from the Internet.

173



C HA P TE R 7 Configuring IP Routing

To Configure Firewall Protection and
IP Filters and on LAN and WAN Links

To configure IP filtering on Follow this procedureto configure I P filtering onthe LAN and WAN
the LAN and WAN links links:

Note Before you begin adding filters, see “Common practises and
recommendations”, p. 178 for help in setting up a firewall.

1 Accessthe P Li nk setup screen for the IP link you want to
configure.

This is done from the Advanced Setup main display by select-
ing Pr ot ocol s >l P > select i nk > Set up.

1 IP Link

Link Mame : Internet
Routing Protocol 8
Triggered RIP
Multicast Routing

Filtering 8
SYN Flood Protection:
Numbe red 8
IP Address g Rx Filters...
Network Mask A

P L TR N

2 SettheFil teri ng parameter t&nabl ed.

3 To configure receive filters, seleékk Fi | t er s. Receive fil-
ters pass or discard incoming traffic from the link.

1 Rx Filters — LAN 1

For packets that do not match any filtews:

Default Action =
Logging H

* SettheDefault Acti on to Discard to discard all data
from the link which is not allowed to pass by specific fil-
ters. Set this parameterPass to pass all packets except
packets discarded by specific filters.
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» Theloggi ng parameter should normally be sebics-
abl ed to minimize router processing overheads. How-
ever, set this parameteriEnabl ed to troubleshoot the
filters. When enabled, the details of all packets discarded
by the default action for the filters will be logged in the
System Log for the router.

4  UseAdd to add a new filter after the selected fillemsert to
add a new filter before the selected filterSet up to edit the

selected filter.

1 Rx Filter — Internet

Action
Logging

Protocol
Protocol Value
TGP Flags
ICHMP Type

Src. Address Type
Erc. Address
Src. Mas

Src. Port
Src. Port Ualue

Src. Port Operator :

CRLES S
: Dest. Address Type : AN
g Dest. Address B
g Dest. Mas g
Dest. Port

Dest. Port Ualue B
Dest. Port Operator :
fApplication H

Note  Packets will be filtered using the first filter in the list
which matches the packet.

Define the filter criteria as required. See “Filter criteria” that

follows.

5 Set the action for the filter.

Setting Description

Di scard Defines a static filter to block packets that
match the filter criteria from continuing to
the destination. This setting is typical if the
action for traffic not filtered is set to pass.

Pass Defines a static filter that allows packets
that match the criteria to pass to the desti-
nation. This setting is typical if the action
for traffic not filtered is set to discard.

St at ef ul Defines a stateful filter that allows all

Pass packets which meet the criteria to pass

through the firewall.
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6 Define the filter criteria as required. See “Filter criteria” that
follows.

7 SelectTx Filters fromtheAdvanced screen for the IP link
to define transmit filters. Transmit filters pass or discard outgo-
ing traffic on the link.
The procedure for Setting up receive (Rx) and transmit (Tx) fil-
ters is the same.

Filter criteria Each filter in the Express Router can be set up to discard, pass or
stateful pass IP packets based on the following criteria:

IP Protocol

You can filter on all IP protocols. Static filters (Discard or Pass) can
be set up for all IP Protocols. Stateful pass filtering is available for
TCP, ICMP, and UDP protocols. Depending on the protocol chosen,
a filter can process packets based on:

Parameter Description

Pr ot ocol Selects the IP protocol on which to filter. You
can filter on all protocols by selecting All or a
single protocol. The most common protocols,
such as TCP, UDP and ICMP are listed. To
select another protocol, set the parameter to
Other and enter the appropriate number in the
Protocol Value field.

Pr ot ocol This is the standard protocol port number as
Val ue listed by RFC 1700.
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Parameter Description

TCP Fl ags TCP flags distinguish between requests to
establish a TCP connection (ACK not set) and
subsequent communications on an established
TCP connection (ACK set). Since TCP flags
are typically not set for the first session
reguest and set in all following session com-
munications, filtering of the TCP flag can pre-
vent sessions being established on internal
devices from remote devices, and vice versa.
To allow TCP connection requests and subse-
guent communications, set the parameter to
TCPflagto Al | . To prevent external TCP
connections from being established, set the
TCP flag to ACK.

| CMP type You can filter ICMP messages based on the !

|CMP header types available. ICMP delivers

| P status and control messages, which is used
in functions such as ping. ICMP messages are
useful when troubleshooting. Each ICMP mes-
sage is defined by message type header. Select
the type from the list.

Source (Src. ) Address

To filter packets entering the router viathe link from a specific host
or network.

Source (Src.) Port

Tofilter packetsoriginating from asingle port (for example FTP data,
Telnet, SMTP), or from arange of ports or al ports.

Port
Operator

== Only packets from the specified TCP/UDP Sr c.
default |Port or Src. Port Val ue arefiltered

Function

I= All TCP/UDP ports except the specified Src. Port
orSrc. Port Val ue arefiltered. (Not available for
stateful passfilters.)
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Port

Function
Operator

> All TCP/UDP port numbers above (but not including)
the specifiedrc. Port orSrc. Port Val ue are
filtered. (Not available for stateful pass filters.)

< All TCP/UDP port numbers below (but not including)
the specifie®rc. Port orSrc. Port Val ue are
filtered. (Not available for stateful pass filters.)

Destination (Dest . ) Address

A filter can process packets addressed to a host address or a network
address.

Destination (Dest . ) Port

A filter can process packets addressed to a single port (for example
FTP control, TFTP, SNMP), or arange of ports or all ports. See
“Source &r c. ) Port” above.

Port to Application Mapping (Appl i cati on)

This parameter directs TCP services FTP or HTTP to non-standard
port numbers. See “Port-to-application Mapping”, p. 171 for details.
Only stateful pass filters have this option. Choose FTP or HTTP as
required. If you are using standard port numbers, set this parameter to
Use Port.

Here are some common practices and recommendations you should
follow when configuring a firewall using IP filters in the Express
Router. These will help increase the integrity of your firewall and
make it easier to troubleshoot any problems that might occur.

Default filter action on all links

Set the default action for traffic not specified by a filter to discard on
all links. Then for each specific link, add the necessary filters for out-
bound and inbound services, such as HTTP and FTP.

Receive and Transmit filters on private LAN

When you are setting up a DMZ on the second LAN port of the router,
you want to create filters on your private LAN to pass only inbound
and outbound traffic to and from the DMZ.
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« Configure receive (RXx) filters to pass traffic to servers on the DMZ.

« Configure transmit (Tx) filters to pass traffic from servers on the
DMZ.

Receive and Transmit filters on Internet connection

Configure receive (RXx) filters to pass public services (typically
SMTP, HTTP, and FTP) to servers on the DMZ. Configure transmit
(Tx) filters to pass all traffic or, to restrict access, configure pass fil-
ters for traffic you want to allow and discard all other traffic. Keep in
mind that security is increased by using both Rx and Tx filters. How-
ever, with stateful filters, you only need to configure Tx filters for
outgoing services and Rx filters for incoming services. An example
of this is to configure Tx filters to allow outgoing DNS, HTTP FTP
and SMTP services and only a single Rx filters to allow incoming
SMTP.

Receive and Transmit filters on the DMZ (LAN2) interface

Since filtering is set on the Internet connection and private LAN,
can disable filtering on the DMZ interface. You can, however, in-
crease security using receive and transmit filters on your DMZ. To
get this additional security, add pass (static) and stateful filters for
services to and from the DMZ (typically DNS, SMTP, HTTP, and
FTP) as required.

Order of static and stateful filters

Static filters take priority over stateful pass filters. This means that the
router acts on all static filters (pass or discard) before stateful pass fil-
ters no matter the order in the filter list for a link. For example, you
have configured two filters in the following order: 1) a stateful filter

to pass UDP packets from a specific source and 2) a static filter to dis-
card all UDP packets. Because static filters have priority, all UDP
packets will be discarded and filter 1 is ignored.

To avoid this situation and help the organization of your filters, place
all static filters ahead of stateful pass filters in the filter list.

Logging filters

Under normal circumstances, you should only activate logging for
discard filters on your Internet connection (see “Logging filtered
packets”, p. 170). If troubleshooting is necessary, enable logging for
receive and transmit filters on all links.
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Static IP Filter Examples

Filtering Telnet

Filter requirement

Host 1 on LAN 1 must have Telnet access to remote Host 2 on LAN

2 (but Host 2 must not be able to establish a Telnet session onto Host

1).

Host 1

LAN 1

p——
BT

IP traffic
2is:

\é

Router 1

LAN 2

Host 2

Router 2

L

Telnet Server

1617

The TCP/IP traffic to establish a Telnet session from Host 1 to Host

Direction

Source

Flags Add.

Source
Port

Dest.

Dest. Port

Comments

1>2

ACK

Host 1

Host 2 23

Telnetrequest
from Host 1
to Host 2.

2>1

ACK | Host2

23

Host 1 X

Telnet
response
from Host 2
to Host 1—
connect to
Port X (where
X >1023).

1>2

ACK

Host 1

Host 2 23

Telnet com-
mand.
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Filters required

Filters are required in Express Router 1 to protect LAN 1 from unau-
thorized accessand so that only Host 1isallowed to establishaTelnet
session onto Host 2.

Thefilters required are as follows:

Rx Filter on the WAN Link of Express Router 1

This filter only allows TCP access from the WAN link from Host 2
toHost 1, with the ACK flag set (session established), aTelnet server
source port and a destination port of greater than 1023 (unassigned
ports used by the Telnet client).

Parameter Setting

Default Filter Action Discard
(on Advanced screen)

Action (Filter action) Pass

Protocol TCP

TCP Flags ACK

Src. Address Type Host

Src. Address Host 2's IP address
Src. Port Telnet

Src. Port Operator ==

Dest. Address Type Host

Dest. Address Host 1's IP address
Dest. Port Other

Dest. Port Value 1023

Dest. Port Operator >
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Tx Filter on the WAN link of Express Router 2

Thisfilter only allows TCP access to the WAN link from Host 1 to
Host 2, with asource port of greater than 1023 (unassigned ports used
by Telnet client) and a Telnet server destination port.

Parameter Setting
Default Action Discard
(on Advanced screen)

Action (Filter action) Pass
Protocol TCP
TCP Flags All

Src. Address Type Host

Src. Address Host 1's IP address
Src. Port All

Src Port Value 1023
Src. Port Operator >
Dest. Address Type Host

Dest. Address

Host 2's IP address

Dest. Port

Telnet

Dest. Port Operator

Note RIP updatesare aso filtered out by thesefilters, so dynamic
routing (using RIP) cannot function. This can be overcome
by defining additional filters to allow RIP updates to pass.
RIP uses UDP (port 520) for both source and destination.
Alternatively, a static routeto LAN 2 can be established in
Router 1 and a static route to LAN 1 can be established in

Router 2.

A brief description of the filters required to allow Internet access

from devices on your LAN is given in “IP filters required for basic

WWW access and services”, p. 142.
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Stateful Filter Examples

Protecting Your Private Network From the Internet
With a Single LAN Port

Filtering requirements This scenario uses stateful pass filters to create afirewall to protect
your private network from the Internet while still giving users access
to Internet services WWW (HTTP), FTP, e-mail (SNMP and POP3)
and News (NNTP). The private network containsa\Web proxy server
and amail server.

ISP

News

LAN

DNS SMTP/POP3 212.54.64.100
«———1 Bl <----, l
'O L
Intemet +

T
1
1
1
Intel Express !
1
1
1
1
1
t
1
|

I
I
I
I
I
I
1
Drop-mail 1
1
1
1
|
I
I
|

L L]
Web proxy Mail server
192.168.1.1 192.168.1.2

The mail server in this exampleis configured to use drop-mail for a
domain.

Static route setup Define adefault static route on your connection to the Internet. The
default static route setting has a network address of 0.0.0.0 and asub-
net mask of 0.0.0.0. See “Static routes”, p. 200 for details.
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Filters required Thisexample setsthe firewall on the connection to the Internet on the
WAN interface. Filters are not required on the LAN connection, so
you can disable filtering on the LAN port.

Receive Filters on Connection to the Internet

Set the Default Action for traffic not filtered to Discard. Thisprevents
any access from the Internet to your private network.

Transmit Filters on the Connection to the Internet

Configure these transmit filters on the connection to the Internet.

Filter and Function Parameter Setting
Discard all traffic not allowedto  Default Action Discard
pass by specific filters.
1 Allows DNS requests and Action Stateful pass
{ﬁgl II_ ? ;‘\:.om the Web proxy on Protocol UDP
Src. Address Type Host
Src. Address 192.168.1.1
Src. Port All
Dest. Address Type All
Dest. Port DNS
Dest.Port Value 53
Dest. Port Operator ==
2 Allows DNS requests and Action Stateful Pass
{ke]glll_eir\lrf)m the Mail server on Protocol UDP
Src. Address Type Host
Src. Address 192.168.1.2
Src. Port All
Dest. Address Type All
Dest. Port DNS
Dest. Port Value 53
Dest. Port Operator ==
3 Allows ICMP messages Action Stateful Pass
P e i en e ool
Src. Address Type Host
Thisfilter is optional - see Src. Address 192.168.1.1

notel)
Dest. Address Type All
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Filter and Function Parameter Setting
2 AllOWS ICMP messages Action Staterul pass
e " roiool
Src. Address Type Host
Thisfilter is optional - see Src. Address 102.168.1.2
notel Dest. Address Type All
5 AllowsHTTP requests and Action Stateful pass
{ﬁgl II_ ei ;‘\lr.om the Web proxy on Protocol TCP
Src. Address Type Host
Src. Address 192.168.1.1
Src. Port All
Dest. Address Type All
Dest. Port HTTP
Dest. Port Value 80
Dest. Port Operator ==
6 Allows FTP requests and Action Stateful pass
{ﬁgl II_ ei Hf)m the Web proxy on Protocol TCP
Src. Address Type Host
Src. Address 192.168.1.1
Src. Port All
Dest. Address Type All
Dest. Port FTP control
Dest. Port Value 21
Dest. Port Operator ==
7 AllowsNewsfromtheLANto Action Stateful pass
aspecific News server onthe  ~proiocol TCP
Internet.
Src. Address Type All
Src. Port All
Dest. Address Type Host
Dest. Address 212.54.64.100
Dest. Port NNTP
Dest. Port Value 119

Dest. Port Operator
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Filter and Function Parameter Setting
8 AIlOWS SMTP requests and Action Staterul pass
replies from the LAN to the Protocol TCP
Internet.
Src. Address Type Host
Src. Address 192.168.1.2
Src. Port All
Dest. Address Type All
Dest. Port SMTP
Dest. Port Value 25
Dest. Port Operator ==
9 Allows POP3 requests and Action Stateful pass
{re]gl II_ ei H-om the Web server on Protocol TCP
Src. Address Type Host
Src. Address 192.168.1.2
Src. Port All
Dest. Address Type Host
Dest. Port POP3
Dest. Port Value 110

Dest. Port Operator ==

Notel Thisfilterisoptional. ICMP s used for IP status and control mes-
sages, such as with ping, which may useful in troubleshooting.
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Filtering requirements

Static route setup

Filters required

Setting Up a DMZ Firewall Using Two LAN Ports

This scenario illustrates the use of two LAN portsto set up firewall

protection using stateful pass filters to protect your private network

from the Internet. The private network is set up onthe LAN1 port. A
DMZ is set up on LANZ that gives access to services required from

the private network and the Internet. Y ou configure IPfiltersto direct
al traffic from LAN1 destined for the Internet through the services

on LAN2. Any traffic from the Internet isfiltered out or directed to

serviceson LAN2.

Internet

DMZ
Intel Express WAN

LAN1 E
_____ JE
||

g
|
SMTP Web Server (HTTP/FTP) | web Proxy
194.192.246.226 194.192.246.227 1194.192.246.228

Internet
access

= <« - Internet mail connector

[ |

Exchange server 4008
192.168.1.1

Define adefault static route on your connection to the Internet. The
default static route setting has a network address of 0.0.0.0 and a sub-
net mask of 0.0.0.0. See “Static routes”, p. 200 for details.

This example sets the firewall filtering on the connection to the Inter-
net on WAN interface and the LAN1 connection. Filtering on the
LANZ2 connection is disabled.
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Receive Filters on LAN1

Thesefilters control the traffic from the LAN1 to the LANZ2 services.

Filter and Function Parameter Setting
Discard all traffic not allowedto  Default Action Discard
pass by specific filters
1 Allowsoutgoing mail (SMTP) Action Stateful pass
DM, Thefilta /seettollow P00 TCP
traffic from only the Exchange ~ Src. Address Type Host
Server. Src. Port All
Src. Address 192.168.1.1
Dest. Address Type Host
Dest. Address 194.192.246.226
Dest. Port SMTP
Dest. Port Value 25
Dest. Port Operator ==
2 AllowsHTTPtrafficfromal  Action Stateful Pass
glrl ()eQ;So%nLLAA\I\II\Izl. to the Web Protocol TCP
Src. Address Type All
Src. Port All
Dest. Address Type Host
Dest. Address 194.192.246.228
Dest. Port Other
Dest. Port Value 8080 (see note 2)
Dest. Port Operator ==
3 AllowsICMP messagesfrom  Action Stateful Pass
e iy _PI000
the DMZ. Src. Address Type Host
Src. Address 192.168.1.1
Dest. Address Type Host
Dest. Address 194.192.246.226
Note2 Itiscommon for Web proxiesto use port 8080. However some servers,

for example Microsoft Proxy8 Server, use port 80.
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Transmit Filters on LAN1 Connection

Thesefilters prevent unwanted traffic to the private network while al-
lowing mail services through to the private network.

Filter and Function Parameter Setting
Discard all traffic not allowedto  Default Action Discard
pass by specific filters.
1 Allowsincoming mail Action Stateful pass
(SUTAEIICSNTE | Moo
set to allow traffic to the Src. Address Type Host
Eﬁﬁ/ﬁaﬂge server on LAN1 Src. Address 194.192.246.226
Src. Port All
Dest. Address Type Host
Dest. Address 192.168,1,1
Dest. Port SMTP
Dest. Port Value 25

Dest. Port Operator

Receive Filters on the Connection to the Internet

Configure these receive filters on the connection to the Internet.
These filters direct traffic to the serviceson LAN2 (DMZ).

Filter and Function Parameter Setting
Discard all traffic not allowedto  Default Action Discard
pass by specific filters
1 Allowsincoming mail Action Stateful pass
(ST ot nerretle, oo

Src. Address Type All

Src. Port All

Dest. Address Type Host

Dest. Address 194.192.246.226

Dest. Port SMTP

Dest. Port Value 25

Dest. Port Operator
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Filter and Function Parameter Setting
2 Allowsincoming WWW Action Staterul pass
(e ienelnenate oo
Src. Address Type All
Src. Port All
Dest. Address Type Host
Dest. Address 194.192.246.227
Dest. Port HTTP
Dest. Port Value 80
Dest. Port Operator ==
3 Allowsincoming FTPaccess  Action Stateful pass
fom e TS OV Protool
Src. Address Type All
Src. Port All
Dest. Address Type Host
Dest. Address 194.192.246.227
Dest. Port FTP control
Dest. Port Value 21

Dest. Port Operator

Transmit Filters on the Connection to the Internet

Configure these transmit filters on the connection to the Internet.

Filter and Function Parameter Setting
Discard all traffic not allowedto  Default Action Discard
pass by specific filters
1 Allowsoutgoing mail fromthe Action Stateful pass
AT
net. Src. Address Type Host
Src. Port All
Src. Address 194.192.246.226
Dest. Address Type All
Dest. Port SMTP
Dest. Port Value 25

Dest. Port Operator
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Filter and Function Parameter Setting
2 Allows outgoing WWW Action Staterul pass

(HTTRTom e Wb oy rotoco
server on the Internet. Src. Address Type Host

Src. Address 194.192.246.228

Src. Port All

Dest. Address Type All

Dest. Port HTTP

Dest. Port Value 80

Dest. Port Operator ==
Allowsoutgoing FTPaccess  Action Stateful pass
s e e _PIc0CD
Internet. Src. Address Type Host

Src. Address 194.192.246.228

Src. Port All

Dest. Address Type All

Dest. Port FTP control

Dest. Port Value 21

Dest. Port Operator ==
AllowsDNSrequestsfromthe Action Stateful pass
e ey, Prtocd

Src. Address Type All

Src. Port All

Dest. Address Type All

Dest. Port DNS

Dest. Port Value 53

Dest. Port Operator ==
AllowssecureHTTP(HTTPS) Action Stateful pass
e e Ao sy, _Pr0I0
the Internet. Src. Address Type Host

Src. Address 194.192.246.228

Src. Port All

Dest. Address Type All

Dest. Port Other

Dest. Port Value 443

Dest. Port Operator
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Translation (NAT)

NAT table

Internal and external
addresses
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Network Address Translation
(NAT)

Network Address Translations can be used when connecting net-
works that are using private | P network addresses to the Internet,
which requires public addresses. NAT can aso be used to connect
networks which are using the same network address.

Public I P addresses used on the Internet must be unique and are usu-
aly assigned by Internet Service Providers (1 SPs). Private | P address-
es used within aLAN can be unassigned, but must never be allowed
onthepublic Internet. NAT allowsyou to transl ate between these two
address types, even when the networks are of adifferent size or only
asingle public IP addressis supplied by your 1SP.

NAT uses aNetwork Address Translation table which contains inter-
na and corresponding external 1P addresses. Each entry in the table
can be either anetwork address, a subnet address or asingle I P ad-
dress.

For packetsfrom therouter, addresses matching entriesin theinternal
list with the defined internal port are translated to the associated ex-
ternal addresses and port. For packets from the remote router, ad-
dresses matching entriesin the external list with the defined external
port are translated to the associated internal addresses and port.

When an | P packet is translated by NAT, both the source and desti-
nation | P addresses and ports can be translated by different entriesin
the table, as shown in the following diagram:

IP packet from internal net External

Address

Internal

Source Destination Address

Destination Source

L c [ A Pl A B < D | *s p
.74"0 D
Col =T/ Co o]

IP packet from remote network

1351

For packets from theinternal network, address A for either the source
or destination |P address is translated to address B, and address C is
translated to address D.
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For packetsfrom the external network, address B for either the source
or destination addressis translated to address A, and IP addressD is
translated to address C.

Mapping methods NAT can use one of the following mapping methods:

Static Mapping

Static Mapping can be used to trandate an internal network to an
equal sized external network (for example aclass C network to aclass
C network). Static Mapping, can aso be used to trandate individual
internal | P addresses to external | P addresses.

When using Static Mapping, addresses are simply converted by trans-
lating the network part of the | P address between the internal and ex-
ternal address. The host part of the address remains the same. For
example, aninterna class C network address 10.10.2.8 (where
10.10.2 isthe network part of the address) could be translated to the
external class C network address 177.4.23.8 (where 177.4.23. isthe
network part of the address).

Router 1
using NAT
with Static
Mapping

Class C [T ]

network
10.10.2.0

Internal External
IP Address | IP Address

10.10.2.3 |177.4.23.3
10.10.2.8 |177.4.23.8
10.10.2.9 |177.4.23.9
10.10.2.14 |177.4.23.14
10.10.2.49 |177.4.23.49
10.10.2.156|177.4.23.156
10.10.2.33 |177.4.23.33

Router 1
using NAT
with Static Router 2

Mapping
Class C _I [ ]

network
177.4.23.0 1616
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Dynamic Mapping

Dynamic Mapping can be used to translate between |P networks of
different sizes, that is, alarge internal network can be translated to
smaller externa network or vice versa. For example, aclass B inter-
na network could betranslated to class C external network addresses.
In this case, the entire internal address (network and host part) must
be trandlated to an assigned external address. External addresses are
therefore assigned sequentially as they are required.

Up to 65,536
addresses

Router 1
using NAT
with Dynamic
apping
I
Class B [ ]
network
10.2.0.0
Internal External
IP Address | IP Address
1| 10247 | 177451
2| 10231 | 177.452
3| 10282 | 177.453
4| 10245 | 177.454
5| 10.2.1.3 | 177.455
6| 10242 | 177.456
Up to 256 7| 10241 | 177457
addresses
Router 1
using NAT
with Dynamic
Mapping Router 2
\ﬁ Iﬁ
network
177.4.5.0 1618

The diagram gives an example using Dynamic Mapping between an
internal class B network (address 10.2.0.0) and an external class C
network address (address 177.4.5.0).
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Internally initiated
communications only

Single IP Address Mapping

Single IP address translation is available to allow asingle | P address
to be used by afull IP network. Thisistypically used when connect-
ing to the Internet where only a single unique | P address is obtained

from the Internet Service Provider (ISP).

Single IP address translation uses port mapping to assign the avail-
able port numbers of asingle |P address to different |P addresses.
This allows multiple simultaneous TCP/IP sessions viathe single ad-
dress.

Single External
IP Address
L] L]
_ 1028 _

————\ 1027 ————\

1026

1025

1024
———— —a

Internal LAN External device
IP Addresses IP Addresses 1w

If accessto devicesfor specificinternal servicesarerequired from ex-
ternal sources, astatic translation must be set up to allow accessto the
TCP port on theinterna network device. A typical example of thisis
an e-mail server on theinternal network which receives mail from an
external server. A static NAT table entry must be defined to allow ac-
cess to the SMTP port (port 25) on the internal e-mail server. Other-
wise, the external e-mail server will not be able to send mail to the
internal server.

Note When using dynamic mapping and single IP addressing
NAT, only internal networks can initiate communications
with external devices. An external device does not know the
address of the internal device until it has been informed of it
by a packet from the device. For this reason, static links
must be established to internal network devices and ports
that you wish to make accessible to the external network.

195



C HA P TE R 7 Configuring IP Routing

Using an internal proxy If NAT is used together with an interna proxy for Internet access,

with NAT single network | P address mapping should be used to map the proxy
host to the | P address supplied by the Internet Service Provider (1SP).
Inthiscase, the proxy will take care of address-port mapping between
theinternal I1P addresses and the ports of the external 1P address.

Setting Up Network Address
Translations on the LAN and WAN

Links
To configure IP Network Follow this procedure to configure IP NAT onaLAN or WAN link
Address Translation (NAT) of the router.

on a link 1  Enter the Advanced screen for the IP link and select NAT.

From the Advanced Setup main display, select
Prot ocol s >1 P>select thel i nk > Set up > Advanced
>NAT.

NAT

2 Add or edit an exiting entry according to the following:
» UseAdd to add a new NAT entry after the selected entry.

» Usel nsert to add a new NAT entry before the selected
entry.

» UseSet up to edit a selected entry.
Note  The order that NAT entries are defined may be rele-
vant. The address of IP packets will be translated

using the first entry in the list which matches an
address (source or destination) of the packet.
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3

4

Configure the NAT entry as required by your installation.

Edit Network Address Translation
Link Name : LAN 89.20.6.44
c Static 8

.0.0.0

Happing

Internal Address
Internal Mask
Internal Port H
External Address =
External Mask =
External Port

» For static mapping, the External subnet mask is taken from
thel nt ernal Mask as the network sizes must be the
same.

« To translate your network IP address to a single external IP
address, séthppi ng toNetwork to Single IP.If
the external IP address is dynamically assigned by your
Internet Service Provider (ISP), set the er nal
Addr ess to0. 0. 0. 0 with theExt er nal Mask of
255. 255. 255. 255. Otherwise set the External Address
and Mask to the static external IP address or address range.

» To give access to internal network devices (for example e-
mail servers) when using a single external IP address, set
Mapping toStati ¢ Port (Single |IP) and specify
thel nt ernal Address and thd nternal and the
Ext ernal Port required for the service. For example,
set thd nt ernal Addr ess to the address of your e-mail
server and thént er nal andExt ernal Port to 25 to
allow communications between an internal and external
access e-mail servers using SMTP (which uses port 25).

Repeat these steps to configure Network Address Translations
on the other LAN and WAN links as required.
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translation
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5 Select NAT onthel P> Advanced screen and set the advanced
NAT parameters for the router if required.

NAT

Max. Dynamic Entries = 7
TCEAUDP Timeout [s1 =
ICHP Timeout [=1] 8
FTP Timeout [s] H

These parameters are only relevant for single | P address NAT
and can be used to limit the number of dynamic port reassign-
ments and for timing out dynamic assignments.

Examples of Use

A common application of NAT issimple address translation between
private internal network addresses and public external network ad-
dresses. This can be done to connect your network using private | P
addresses (which are not allowed on the Internet) to the public Inter-
net, which requires the use of officially assigned IP addresses, to
avoid renumbering an entire network which uses unreserved | P ad-
dresses.

NAT isoften used where only asingle | P addressis supplied by your
Internet Service Provider (ISP) for use by a number of devices on
your LAN. By using single |P addressNAT, internal |P addressesare
mapped to different port numbers of the external 1P address, allowing
many devices to use the single | P address simultaneously.

NAT also offers some simple security by not displaying your internal
LAN IP addresses to external networks.
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NAT between networks When using NAT, it is possible to have a number of networks which
with the same network use the same network number. In this case, an artificial network num-
number ber is created to which packets are addressed. Two NAT entries are

made to convert the source and destination |P addresses of packets
transmitted between the two networks (see the following example).

10.0.0.0 10.0.0.0

| Router | NAT Router I

1 2

Source Destination Source  Destination

10001 Taipos I | mend | e |~ Tiig01] 10g0sp

——10.0.01 | 11.0014—

. L —» 11.9.0.5 10.9.0.5 +
Q10.0.0.1 [ 11.005] | | 11001 [10.005 |

Destination Source Destination Source

Each network will useanon-existent | P network address (11.0.0.0) to
communicate with the remote network. The NAT table will translate
addresses in packets transferred between the networks to the actua
network addresses 10.0.0.0. in the above example.

Translation table entries For the above example, the entries required in the NAT table are:
e Entry1l
- Mapping: Static

- Internal Address: 10.0.0.0
- Internal Mask: 255.0.0.0
- External Address: 11.0.0.0
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e Entry 2
- Mapping: Static
- Internal Address: 11.0.0.0
- Internal Mask: 255.0.0.0
- External Address: 10.0.0.0

Configuring IP Static Routes

Y ou should establish static routes if you want to route datato a few
destinations without using the Routing Information Protocol (RIP).
RIP updates, which are transmitted between routing devices, can take
valuable link bandwidth particularly over slow WAN links. By dis-
abling RIP and establishing static routes to the required destinations,
RIP updates are eliminated from the link, thereby reserving all the
available bandwidth for datacommunications. RIP can beaparticul ar
prablem over on-demand links, such as X.25 SV Cs, where RIP up-
dates can prevent the link from being timecut.

Static routes are only practical for small networks. For larger net-
works, RIP must be used to keep track of network topology changes.
In this case, consider using triggered RIP instead. Triggered RIP al-
leviates the problems over on demand links, where RIP updates pre-
vent the link from being timecut.

Static routes must also be established if therouter cannot dynamically
build aroute to the destination.

Static routes are announced to other routing devices using RIP. If oth-
er routes with lower metrics to the destination network are available,
the route with the lowest metricsis used.
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To configure IP static Follow this procedure to configure | P static routes for the router.

routes for the router 1 SelectStatic Routes onthel P screen.

From the Advanced Setup main display, select Pr ot ocol s>
| P.

2 Addand configure the static routes required for you instal lation.

Use Add to add new static routes or Set up to edit existing
static routes.

Static Route

Network Address : THGMNG
Network Mask B

Link H

Forward Address :

Metric

e TheNet wor k Addr ess, Net wor k Mask and the router
Li nk on which the network can be reached must be
defined. For static routes via the LAN link, ther war d
Addr ess of the next router to the destination network
must also be defined.

» For host routes, used to connect directly to a single host
over a link, the IP address of the host is entered for the
Net wor k Addr ess and theNet wor k Mask is set to
255. 255. 255. 255 to specify a single IP address.

Note  When using IP RIP routing over an Internet Tunnel a
static host route to the IP address of the remote router
must be established on the link in the router to the
ISP. The tunnel will not be stable otherwise.
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Domain Name System (DNS)

If aDomain Name System (DNS) server is available on your net-
work, you can configure the DNSinto the Express Router.

A DNS server allows the router to use domain names, for example
www.intel com, instead of 1P addresses to identify devices. The rout-
er Log System can use this feature when sending messagesto a Sys-
log server. See “Configuring the Log System”, p. 253.

Follow this procedure to configure the router for a Domain Name
Server (DNS).

1 From the advanced Setup main display, séteot ocol s>
| P>DNS.

| DNS
Domain Name : I

DNS Server 1 : _
DNS Server 2 :
b0 L

2 Configure the DNS parameters.

Parameter Description
Domai n Enter the domain name, for example,
Nane abc.xyz.com.

DNS Server IP address of the primary DNS server.
1

DNS Server |IP address of the secondary DNS server.
2




IPX Routing

Configuring Novell
| PX Routing

Introduction to Novell IPX
Routing in the Express Router

IPX routing in the Express Router is used to forward IPX traffic ad-
dressed to devices on the networks accessible to the router through
LAN and WAN links.

Dynamic Routing using RIP and SAP

Routing Information Protocols (RIP) and Service Access Protocol
(SAP) are used to transmit network topology information and service
access information between routing devices. This enables routersto
automatically determine which networks and services are accessible
and the best routes between them.

Routing using RIP and SAP is known as dynamic routing. The net-
work will automatically establish itself and dynamically adaptsitself
to changes.

Static routing

Static routes are routes to remote networks which must be manually
configured in the router. That is, the route is defined and is not dis-
covered dynamically by the router using the Routing Information
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Protocol. By disabling RIP and establishing static routes to the re-
mote networks over the WAN links, routing traffic can be eliminated
from the WAN links.

Thisisuseful for slow WAN linksin order to maximize the available
bandwidth for data traffic. Routing using static routesis only really
practical for small internetworks. For larger internetworks, the router
needs to dynamically keep track of network topology changes, and
the use of dynamic routing (RIP and SAP) is recommended.

IPX WAN Protocol Select the IPX WAN Protocol if it issupported by the router over the
WAN link.

The IPX WAN Protocol ensures consistency for operation with the
router over the WAN link if the router over the link uses the IPX
WAN Protocol. The IPX WAN Protocol must be either enabled or
disabled in both the routers over the WAN link.

IPX Watchdog Packets over X.25

SVCs
Use of IPX Watchdog The use of IPX watchdog spoofing is highly recommended over on-
spoofing demand (switched) X.25 SV Cs, otherwise the operating costs could
become excessive.
Watchdog packets When a NetWares client has not communicated with a server within

apredefined time interval, the server sends out awatchdog packet to
theclient to ask if it is still connected. If aclient failsto respond to a
predefined number of watchdog packets, the session isterminated at
the server.

Problems with IPX watchdog packets occur when communication
between NetWare clients and a server is over on-demand (switched)

X.25 SVCs. If anumber of clientsare operating over thelink, thelink

may never get the chance to become inactive so the operating costs

can be high. In addition, if the link is brought down for some reason,

the client sessions may beterminated prematurely. Thisproblem aso
occurs with IPX/SPX keep-alive packets See “SPX Keep-alive Pack-
ets over X.25 SVCs”, p. 205.
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IPX watchdog spoofing

Use of SPX spoofing

SPX Keep-alive packets

To counteract the problem of sending watchdog packets over on-de-

mand links, IPX watchdog spoofing can be set up in therouter before

the link (on the server’s side). When IPX watchdog spoofing is en-
abled, the router answers IPX watchdog packets on behalf of clients.
The link is therefore not activated to send IPX watchdog packets to
clients.

#1 #.

N

I

|
i
i

di
- ErT—

Novell
Server Watchdog

responses

Watchdog
packets

8 [

— - A WAN
with an on-demand
timecut connection

Clients

Router 1
with watchdog
spoofing

Router 2

SPX Keep-alive Packets over X.25
SVCs

The use of SPX spoofing is highly recommended over on-demand
(switched) X.25 SVCs. Otherwise, the operating cost of these type
links could be excessive.

When using the IPX/SPX protocol, the keep-alive function is taken
care of by the SPX transport protocol, rather than by IPX watchdog
packets. As with IPX, SPX uses keep-alive packets to keep sessions
alive—when an established session has not communicated within a
predefined time interval, SPX keep-alive packets are used to deter-
mine if the session is still established. If an established session fails
to respond to a predefined number of SPX keep-alive packets, the ses-
sion is terminated.
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Aswith IPX watchdog packets, SPX keep-alive packets cause

problems when operating over on-demand link. See “IPX Watchdog
Packets over X.25 SVCs”, p. 204. Unlike IPX watchdog packets,
SPX keep-alive packets can be sent by all the NetWare devices in the
session.

To counteract the problem of sending SPX keep-alive packets over
X.25 SVCs, SPX spoofing can be set up in the routers over the link.

Note SPX spoofing must be enabled in both routers over the link
for it to be effective.

When the X.25 SVC is timecut and SPX spoofing is enabled, the rout-
er answers SPX keep-alive packets on behalf of devices over the link.
The link is not activated just to send SPX keep-alive packets.

#

Session 1

Session 2

Network
devices

Network
devices

Session 3

SPX keep-alive
responses

SPX keep-alive
responses

WAN
with an on-demand
timecut connection

SPX keep-alive

X keep-ali
packets packets

Router 1 with
SPX Spoofing

Router 2 with
SPX Spoofing
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Configuring IPX Routing on
the LAN and WAN Links

To configure IPX routing Follow this procedure to configure IPX routing:

on the LAN and WAN links Note All the configuration parametersin Advanced Set up are

described in on-line help. To access help for a parameter,
click on the parameter and pressthe F1 Hel p key.

1 Enter thePr ot ocol s option of Advanced Setup.

2 ToenableIPX routing services, click onthel PX Routi ng
check box on the Pr ot ocol s screen. IPX routing isenabled if
the check box is marked with an asterisk [*] and disabled if the
check box isempty [ ].

Protocols

IPK... Ew [#]1 IPX Routing

_ [ 1 WAN Bridging .

3 Select| PX ontheProt ocol s screen.

Protocols
1P%

5[5 o TaIsTa]5 5]

M, T NS
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4 UseAdd to add IPX routing to aLAN or WAN link or Set up
to edit the IPX routing configuration for an existing link.

* The IPX setup screen for the LAN link:

IPX LAM Link

Link Name = LAN 41
Routing Protocol: [}

IPX Net
Frame Type

Thel PX Net number andFr ane Type in use on your
LAN must be defined for the LAN link.

» The IPX setup screen for WAN links:

IPR Link

Link Name 2 WAN Link 3 — Multilink
Routing Protocol: [j

Numbered =

IPX Het

If dynamic routing is to be used over the link, Roait i ng

Pr ot ocol must be set tBl P/ SAP. Set theRout i ng

Prot ocol toNone/ St ati c to disable dynamic routing
and establish static routes and services via the link. See
“Configuring IPX Static Routes and Services”, p. 220.

A numbered link (where an IPX network number is
assigned to the WAN link) is normally only used when
required by the remote router over the link.

5 SelectAdvanced on the link screen and set up any advanced
link parameters and features required.

TheAdvanced screen for the LAN link:

Advanced

RIP Update Interval [s] = 7
SAP Update Interval [s1 :
Type 28 Broadcast H
Automatic Delay B
i Disabled ¥

Delay [tics]
Data Filters

|I |I |‘ |i |‘ |I
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The Advanced screen for WAN links:

Advanced

IPX WAN MNegotiation H
RIP Update Interval [s] :
RIP Iriggered Updates R
SAP Update Interval [s1 :
SAF Triggered Updates
SPX Spoofing

SPX Session Timeout

Type 28 Broadcast
Watchdog spoofing
Automatic Delay

Delay [tics]

Data Filters

If NetBIOS requires forwarding by the router, enablee
20 Broadcast s on the link.

For on-demand X.25 SVCs links enable SPX Spoofing and
IPX Watchdog Spoofing if required. See “IPX Watchdog
Packets over X.25 SVCs”, p. 204 and “SPX Keep-alive
Packets over X.25 SVCs”, p. 205.

An SPX spoofing session timeout interval can also be
defined when SPX spoofing will be disabled allowing SP,
clients to answer their SPX keep-alive packets as usual.
IPX Watchdog spoofing is not normally required on per
nent WAN links such as PPP leased lines, Frame Relay
links, and X.25 Permanent Virtual Circuits (PVCs).

Enable Filtering if IPX filtering is required on the link. Set-
ting up IPX data filters (accessed by selecaga Rx
Filters andData Tx Filters)is described in “Con-
figuring IPX Data Filtering on the LAN and WAN Links”,
p. 216.

Setting up IPX RIP and SAP filters is described in “RIP
and SAP Filters”, p. 210.

209



CHAPTERS

Configuring Novell IPX Routing

RIP and SAP filtering

Implementation

210

RIP and SAP Filters

Routing and service access information entering and leaving the Ex-
press Router can be filtered to remove unwanted routing and service
access information. For example, this may be done to:

e restrict access to networks and services

+ reduce the amount of routing and service information traffic

RIP and SAP filters are implemented for both WAN and LAN links,
and are implemented for both received (Rx) and transmitted (Tx)
routing information.

RIP Rx filters

Use RIP Rx filtersto remove selected incoming routing information
beforeit is entered into the routing table for the router. Routing des-
tinationsremoved inthisway are not accessible viatherouter, and the
routing information is not passed on to other routers.

RIP Tx filters

Use RIP Tx filtersto remove sel ected routing information beforeitis
passed on to other routers. Routing destinations removed in this way
are accessible viathe router but the routing information is not passed
on to other routers.

SAP Rx Filters

Use SAP Rx Filters to remove selected incoming service accessin-
formation beforeit isentered into the serviceinformation tablefor the
router. Servicesremoved inthisway are not accessible viathe router,
and the service information is not passed on to other routers.

SAP Tx Filters

Use SAP Tx Filters can be used to remove selected service accessin-
formation beforeit is passed on to other routers. Servicesremovedin
thisway are accessible viathe router but the service informationis
not passed on to other routers.
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filtering on the LAN and
WAN links

Configuring RIP and SAP Filtering on the LAN and
WAN Links

Follow this procedure to configure IPX filtering on the LAN and
WAN links for the router (from the Advanced screen for the link).
1 Enter the Advanced screen for the IPX link.
From the Advanced Setup main display, select Pr ot ocol s >
| PX > select thelink > Set up > Advanced.
2 Select SAP Rx Filters onthe Advanced screen for the IPX
link to define SAP receivefilters.

SAP receive filters pass or discard service access information
before it enters the services table for the router.

SAP Rx Filters — LAN

Default Action : EXTEEEE
Action Met Node Type Mame

P, T

Set the Def aul t Act i on according to the following:

» SettoDi scar d to discard all service access information
coming from the link which is not allowed to pass by spe-
cific filters.

e SettoPass to pass all service information unless discarded
by specific filters.

3 Add and configure the SAP RXx filters as required for your
installation.

UseAdd to add a new filter after the selected fillemsert to
add a new filter before the selected filterSet up to edit the
selected filter.

Filter

Netuwork Address = I[C[
Netuwork Mask =

Node Address
Service Type
Server Mame

fction : DESEEEANE
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Define thefilter criteriaas required, see “SAP Rx and Tx filter
criteria”, p. 213.

4  SelectSAP Tx Filters from theAdvanced screen for the
IPX link to define SAP transmit filters.

SAP transmit filters pass or discard outgoing service access
information on the link.

Set theDef aul t Acti on according to the following:

e SettoDi scar d to discard all service access information

for transmission on the link which is not allowed to pass by
specific filters

» Set toPass to pass all service access information unless
discarded by specific filters.

The procedure for setting up receive (Rx) and transmit (Tx)
SAP filters is the same, see step 3.

5 SelectRI P Rx Filters ontheAdvanced screen for the IPX
link to define RIP receive filters.

RIP receive filters pass or discard network access information
before it enters the services table for the router.

RIP Rx Filters — LAN

Default Action - EXCEEEE
Action HMet Mask

Set theDef aul t Acti on according to the following:

» SettoDi scard to discard all network access information
from the link which is not allowed to pass by specific fil-
ters.

e SettoPass to pass all network access information unless
discarded by specific filters.
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SAP Rx and Tx filter
criteria

6 Addand configure the RIP Rx filters required for your installa-
tion.

Use Add to add a new filter after the selected filter, | nsert to
add a new filter before the selected filter, or Set up to edit the
selected filter.

Filter
Network Address = T[E[E[ElaloTolc]
Netuwork Mask H

Action : DISEEFANE

Define thefilter criteriaas required, see “RIP Rx and Tx filter
criteria”, p. 214.

7 SelectRIP Tx Filters fromtheAdvanced screen for the
IPX link to define RIP transmit filters.

RIP transmit filters pass or discard outgoing network access

information on the link.

Set theDef aul t Acti on according to the following:

» SettoDi scard to discard all network access information
for transmission on the link which is not allowed to pass
specific filters.

» Set toPass to pass all network access information unless
discarded by specific filters.

The procedure for setting up receive (Rx) and transmit (Tx)

RIP filters is the same. See step 5.

Each SAP filter in the Express Router can be set up to pass or discard
service information which is received (Rx filters) or transmitted (Tx
filters) using the Service Access Protocol (SAP), based on the follow-
ing criteria:

Network Addresses

Service access information can filter a single network address, or
range of network addresses specified byNBgvork Address and
Network Mask parameters.

When theNetwork Mask parameter is set to FFFFFFFF, service ac-
cess will be filtered to a singhketwork Address. For other values of
theNetwork Mask, a range of network addresses will be filtered. For
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example, with aNetwork Address of ABC00000 and a Network Mask:
FFF00000, serviceinformation will be filtered from/to all serverson
the networks beginning with ABC.

Node Address

Service access information can be filtered from/to a single device
(Node) address instead of network addresses.

Service type

To filter specific service types from any network or Node Addresses
specified. The Reference Manual onthelntel Device View CD-ROM
lists the Novell service type codes. To access the Reference Manual
from Intel Device View, select Reference Manual from the Help
menu.

Server Name

Service access information can be filtered from/to a single device
identified by its unique server name.

Each RIPfilter in the Express Router can be set up to pass or discard
network accessinformation whichisreceived (Rx filters) or transmit-
ted (Tx filters) using the Routing Information Protocol (IPX RIP),
based on a single network address, or range of network addresses
specified by the Net wor k Addr ess and Net wor k Mask parame-
ters.

WhentheNet wor k Mask parameter is set to FFFFFFFF, service ac-
cesswill befiltered from/to asingle Net wor k Addr ess. For other
values of the Net wor k Mask, arange of network addresses will be
filtered. For example, with aNet wor k Addr ess of 00000000 and
aNet wor k Mask of FFFFFFOO, routing information will be filtered
from/to al network numbers below 00000100 (between 00000001
and 0O00000FF).
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IPX Data Filters

IPX data filters IPX datafilters are defined on alink basisin the Express Router, and
separate filters are implemented for transmit (for restricting 1PX
packets leaving the router on alink), and receive (for restricting IPX
packets entering the router from alink).

'_I:

Receive)
(Rx)
Filters

Incoming packets|
to router

'_I:

lransmit
(Tx)
Filters

Outgoing packets
from router

— 1232

Note A good understanding of IPX isrequired before effective
filtering can be set up on the router. Filters must be defined
as strictly as possible to eliminate unauthorized access to
services, hosts and networks.

Packet processing by If the default filter action for alink is set to discard, all incoming (for

filters Rx filters) or outgoing (for Tx filters) IPX data packets on the link
will be discarded unless otherwise allowed to passby afilter. Thefol-
lowing shows how data packets are processed by the IPX filters.

Incoming packet

—————> Pass

@ Discard (Default action)
1710
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Packets are compared with filtersin the order they are defined in the
list. If apacket matches more than onefilter, it will be processed by
the first matching filter only.

If the default filter action for alink is pass, al incoming (for Rx fil-
ters) or outgoing (for Tx filters) IPX data packets on the link will be
alowed to pass unless otherwise discarded by afilter.

Configuring IPX Data Filtering on the LAN and
WAN Links

Follow this procedure to configure IPX filtering on the LAN and
WAN links for the router to filter packets as they are received from
the link or before they are transmitted on the link.

1 Enter the Advanced screen for the IPX link.

From the Advanced Setup main display, select Protocols > IPX
> select link > Set up > Advanced.

2 SettheData Filters parameter to Enabl ed onthe
Advanced screen for the IPX link.

3 SelectData Rx Filters ontheAdvanced screento define
receive filters. Receive filters pass or discard incoming traffic
from the link.

| Data Rx Filters — LAN
Default Action - ECTEEEE

Action — Type — Dest MNet Socket — Src Met Socket

Set the Def aul t Act i on according to the following:

» SettoDi scar d to discard all data from the link which is
not allowed to pass by specific filters.

» SettoPass to pass all packets except packets discarded by
specific filters.
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IPX data filter criteria

4  Add and configure the IPX datafilters required for your instal-
lation.

Use Add to add a new filter after the selected filter, | nsert to

add a new filter before the selected filter, or Set up to edit the
selected filter.

Note  Packets will be filtered using the first filter in the list
which matches the packet, therefore the order can be
relevant.

Filter

Destination Metwork Address :

Destination Network Mask

Destination NHode Address :

Destination Socket H Value : BBBA
Source Network Address g ‘

Source Network Mask g

Source Node Address B

Source Socket : Ualue : @A@BA
Packet Type : s Value =
Action : DiSEEFANE

b0

Define the filter criteria as required, see “IPX data filter crite
ria” following.

5 SelectData Tx Filters fromtheAdvanced screen for the
IPX link, to define transmit filters. Transmit filters pass or dis-
card outgoing traffic on the link.

The procedure for setting up receive (Rx) and transmit (Tx) fil-
ters is the same. See step 3.

Each filter in the Express Router can be set up to pass or discard IPX
packets based on the following criteria:

Note All the filter criteria defined are used.

Destination Network Addresses

IPX data traffic addressed to a single destination network address, or
range of network addresses specified bylibgination Network Ad-
dress andDestination Network Mask parameters can be filtered.

When theDestination Network Mask parameter is set to FFFFFFFF,
packets addressed to the singkstination

Network Address specified will be filtered. For other values of the
Destination Network Mask, data packets addressed to a range of net-
work addresses will be filtered. For example, witietwork Address
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of ABC00000 and a Network Mask: FFFO0000, service information
will be filtered from/to all servers on the networks beginning with
ABC.

Destination Node Address

IPX packets addressed to a single device (node) can befiltered. A
Destination Node Address of 000000000000 disables filtering on the
destination node address.

Destination Socket

IPX packets addressed to specific sockets can be discarded. The most
common IPX sockets (NCP, Net Bl GS, NLSPand | PX Pi ng) canbe
selected from alist. Other sockets can be filtered by selecting Ot her
fortheDest i nati on Socket and then entering the socket number
Val ue.

Source Network Addresses

IPX datatraffic from asingle source network address, or range of net-
work addresses specified by the Sour ce Net wor k Addr ess and
Sour ce Networ k Mask parameters can be filtered.

When the Sour ce Net wor k Mask parameter is set to FFFFFFFF,
packetsfromthesingle Sour ce Net wor k Addr ess specified will

be filtered. For other values of the Sour ce Net wor k Mask, data

packets from arange of network addresseswill befiltered. For exam-
ple, withaNet wor k Addr ess of 00000000 and aNet wor k Mask

of FFFFFFOO, routing information will befiltered from/to all network
numbers below 00000100 (between 00000001 and 000000FF).

Source Node Address

IPX packets from asingle device (node) can befiltered. A Sour ce
Node Addr ess of 000000000000 disables filtering on the source
node address.

Source Socket

IPX packets from aspecific source socket can be discarded. The most
common IPX sockets (NCP, Net Bl GS, NLSPand | PX Pi ng) canbe
selected from alist. Other sockets can be filtered by selecting Ot her

for the Sour ce Socket and then entering the socket number Val -
ue.
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Packet Type

Specific IPX packet types can be filtered. NCP and SPX packets can
be selected from alist. Other packet types can be filtered by selecting
O her forthePacket Type and then entering the socket number
Val ue.

IPX Filters Example

Filter requirement NetWare devices use Diagnostic Request Packets to get information
about other reachable devices. These packets can be used for testing
if adeviceisreachableand gathering configurationinformation about
devices. Diagnostic Request Packets can be broadcast to all devices
and require each device to respond and can cause WAN links to be-
come saturated. It is therefore sometimes desirable to eliminate these
diagnostics from WAN links. Thisis done using the IPX datafilters
implemented in the Express Router.

o 2z B

links
IPX diagnostic packets
- (socket 0456)

Express Router

Discarded by
IPX filters

Note IPX ping may be affected by these filters, depending on
whether the implementation of ping in the device which is
testing for connectivity uses the diagnostics responder.

Filter Required To discard diagnostic packets from the LAN so that they are not
transmitted on WAN links, set up afilter on the LAN link:

» Set thedefault Act i on for the IPX Rx (receive) LAN filtersto
Pass to adlow al datatraffic to enter the router unless discarded
by afilter.

« Setup an IPX Rx Filter for the IPX LAN link with the following
criteria:

- Setthefilter Acti ontoDi scard

219



C HA P T E R 8 Configuring Novell IPX Routing

- SettheDestination Socket toQ her andtheDesti -
nati on Socket Val ue to 0456 (the NetWare socket num-
ber for diagnostic packets)

Filter

Destination Network Address :
Destination Network Mask A
Destination Hode Address &
Destination Socket B Ualue : IEHF
Source Network Address H
Source Network Mask A
Source Node Address &
Source Socket z Ualue : BOB8

Packet Type : Value :
fction : DiSEEFANS

Configuring IPX Static Routes
and Services

IPX Static routes Y ou should establish static routes and services if you want to route
datato afew destinations without using the Routing Information Pro-
tocoal (RIP) and Service Access Protocol (SAP). RIPand SAPupdates
which are transmitted between IPX devices can take valuable link
bandwidth, particularly over slow WAN link. By disabling RIP and
SAP and establishing static routes to the required networks and ser-
vices, RIP and SAP updates are eliminated from the link, thereby re-
serving al the avail able bandwidth for datacommunications. RIPand
SAP can be a particular problem over on-demand (switched) X.25
SVCslinks, where RIP and SAP updates can prevent the link from
being timecut.

Static routes are only practical for small networks, for larger net-
works, RIP and SAP must be used to keep track of network topology
changesand the availability of services. Inthiscase, consider increas-
ing the RIP and SAP update interval over X.25 SVC links instead.

Static services must also be established if the router cannot dynami-
cally build aroute to the destination.

Static routes and services are announced to other routing devices us-
ing RIP and SAP. Static routes can be prioritized to always use the
static route or to use the best route (static backup route).
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To configure Static Routes and

Services
To configure IPX static Follow this procedure to configure IPX static routes and services for
routes and services for the the router.

router 1 SelectStatic Routes onthel PX screen.

From the Advanced Setup main display, select
Protocol s >1 PX>Stati c Routes.

| Protocols
| IPX

| Static Routes

2 Add and configure static routes as required by your installation.

Use Add to add new static routes or Set up to edit an existing
selected static routes.

Static Route

Link ELAN [S[aTa A e s 5] 3
Remote Metwork =

Forvarding Node =

ops H

Delay

Priority

« TheRenot e Networ k and the routeri nk on which the
network can be reached must be defined.

» For primary static routes, which should always be used by
the router, theri ori t y should be sett6t ati ¢ Rout e
(Al ways use static entry). For backup static
routes, which should only be used if a better route is not
available, setthBriority toStati c Backup Route
(Use best route).
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* For static routes via the LAN link, thr war d Node
(address) of the next hop router to the destination network
must also be defined.

3 Return to the PX and selecSt ati ¢ Servi ces.

Protocols q
IP%

Static Services

4  Add and configure static services as required by your installa-
tion.

UseAdd to add new static services ®at up to edit selected
existing static services.

Static Service

Link ED
Hame 5

Type
Hetwork
ode
Socket
Hops

TheNet wor k, Node, Socket and the routeki nk on which
the service can be reached must be defined.
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Static Routes and Services Example

Example use of a Static A typical example of the use of static backup routesis shown in the

Backup Route following diagram of access and general backup access between net-
work 1 and 2. In addition, the PC on network 2 requires access and
backup access to the server on network 1:

#1 #2

Router 2

Primary
route

RIP
and SAP

Router 1

___________ Staticbackup_______________> =
route to #2 PC
Server )\ S
" Static backup
routeto#l Router 3
Static service
L B EREREERERE to server ﬁ_
Static backup """ Secondary
— route to server's route
-°" internal net no.
Internal
Net No. 1700
Example description The exampleis configured as follows:

e Theprimary link from network 1 to network 2 is the main route
between network 1 and 2. This link uses dynamic routing (RIP
and SAP).

« Thesecondary link between router 1 and router 3isused asa
static backup route between network 1 and 2, which is only used
if the primary route fails. To allow general access between net-
works 1 and 2 in case the primary link should fail:

- astatic backup route to network 1 is configured in router 3

- astatic backup route to network 2 is configured in router 1
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» To dlow the PC to access the server on network 1, an additional
static backup route to the internal network number of the server
and a static service to the server must be established in router 3.

Novdl IPX servers use an internal network number which must
be used when routing information to the server.

« For correct operation, the metrics for the backup routes must be
higher than those for the primary route. To establish the static
backup routes (in routers 1 and 3), dynamic routing over the
backup link must be disabled and the static backup routes should
be configuredto Use best rout e. These routes are then only
used if the primary route fails.
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Services

Introduction to Bridging in the
Express Router

WAN Bridging Bridging services are available in the Express Router for forwarding .
datawhichisnot routed by the routing protocols. Datais not forward-
ed by therouter if:

« therouting protocol is not supported (the router supports IP RIP
and IPX RIP/SAP)

« therouting protocol is not enabled in the router

« therouting protocol is not set up for use on the appropriate LAN
and WAN linksin the router.

Spanning Tree Algorithm The Spanning Tree Algorithm is implemented for bridging in the
router. The Spanning Tree Algorithm gives the possibility of having
redundant paths within a bridged environment; thisis not allowed in
anon-spanning tree environment as data could be forwarded between
networks segments via multiple paths without any coordination.

The Spanning Tree Algorithm allows stand-by bridges to be imple-
mented which are ready to start forwarding packetsif another bridge
isremoved from the network (powered off or fails during operation).
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Bridge Spoofing

226

Bridge Spoofing

Hello packets (Configuration BPDU packets) are used by the Span-

ning Tree Algorithm to track changesin the bridged network topolo-

gy. These packetstake up valuable bandwidth on WAN links, and are
aparticular problem when communicating over on-demand links,

such as X.25 SVCs. Configuration BPDU packets are sent from Des-
ignated Ports to Root Ports at intervals defined by the Hello Timein

the Root Bridge (2 seconds as the default). These configuration

BPDU packets can prevent on-demand from becoming timecut—the
operating costs are then excessive.

Hello Packets

Designated Port

Bridge

Root Port

Bridge

/

Root Port

Bridge

Designated Port

Hello

Packets SN

1061

To counteract the problem of Configuration BPDU packets taking up
excessive WAN link bandwidth, the Express Router implements
Bridge Spoofing. When Bridge Spoofing is set up in the bridges on
either side of a WAN link, the WAN link is not used to send config-
uration BPDU packets unless a network topology change is detected.

Hello packets

not sent from Hello Packets not
Designated Port received on Root Port
(Bridge Spoofing) (Bridge Spoofing)

Root Port

” |
Bridge
Hello packets

generated by router on
Designated Ports 1059

Hello
Packets
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Configuring Bridging Services
on the LAN and WAN Links

To configure bridging on Follow this procedure to configure bridging services:
the LAN and WAN links 1 Enter thePr ot ocol s option of Advanced Setup.
2 Enable WAN Bridging services by clicking on the WAN
Bri dgi ng check box on the Pr ot ocol s screen. Bridging ser-
vices are enabled if the check box is marked with an asterisk
[ *] and disabled if the check box isempty [ ] .

Protocols

W 1 1P Roucing
_ [ 1 IPX Routing
UGG [=] UAN Bridging

3 Select WAN BRon the Pr ot ocol s screen. .

| Protocols ]
| WAN BR

Links

Setup...

4  UseAdd to add bridging to a LAN or WAN link or Set up to
edit the bridging configuration for an existing link.

I Bridging Link
Link £ Multilink PPP
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5 Select Advanced ontheBri dge Li nk screen to change the
Spanning Tree parameters for the link.

The Advanced screen for the LAN link is as follows:

Advanced

Spanning Tree :
Path Cost B
Port Priority :

The Advanced screen for aWAN link is as follows;

Advanced

Spanning Tree :
Spoofing 8
Path Cost g
Port Priority :

e SettheSpanni ng Tr ee parameter t®i sabl e if span-
ning tree is not required on the link.

* For WAN links, if the router over the WAN link is NOT an
Intel router, set th8poof i ng parameter t@i sabl ed.

e ThePath Cost andPort Priority parameters are
used to set the priority for use of the link within the span-
ning tree and should generally be set to their default values.

6 Repeat steps 4 and 5 to configure bridging on any other LAN
and WAN links.

7 Return to the WAN BR screen and selédtvanced to set up
the spanning tree parameters for the bridge if necessary.

| Protocols
| WAN BR
| Advanced

Bridge Priority )
Bridge Max Age [s]1 =
Bridge Hello Time [s]1 =
Bridge Forward Delay [s] :

Bridge Ageing Time [=]1 :

These parameters are used by the Spanning Tree Algorithm
when determining the priority for use of the Express Router
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Forwarding tables

within the spanning tree and for becoming the root bridge of
the spanning tree.

In most cases, the default values of these parameters should be
used.

Configuring Static
Destinations, Sources and
Packet Types

Forwarding Tables are used when deciding where incoming packets
should be bridged to. Forwarding tables can be permanently defined
(static) or built by the router by learning the MA C addresses of devic-
eson the LAN and WAN links. The following forwarding tables are
implemented in the router:

Unicast Destination Forwarding Table—can contain both
learned and static (user-defined) destinations for Unicast
packets

This table contains Unicast destination MAC addresses on the asso-
ciated LAN and WAN links which can be both learned by the router
or defined during configuration of the router (static). Static Unicast
destination entries can be defined to only allow packets on certain
links or to discard packets to certain destinations.

The table can be set up to discard all packets to defined Unicast des-
tinations unless allowed to pass by specific table entries. Bridge
learning can be disabled so that only static (user-defined) Unicast
destination MAC addresses will be forwarded.

Multicast Destination Forwarding Tables—static destinations
for Multicast packets

Thistable can contain static Multicast destination MAC addresses
and the incoming and outgoing links on which packets with the Mul-
ticast destination MAC addresses are permitted. The Multicast desti-
nation entries can also be set up to discard packets with certain
Multicast destinations.

The table can be set up to discard al packets with Multicast destina-
tions unless allowed to pass by specific table entries.
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Source Forwarding Table—static destinations for source
addresses

Thistable can contain static source MAC addresses and the incoming
and outgoing links on which packets from the address are permitted.
The static source MAC address entries can also be set up to discard
packets from defined source MAC addresses.

Thetable can be set up to discard packets with Multicast destinations
from all source addresses which are not alowed to pass by specific
table entries.

Type Forwarding Table—static destinations for Ethernet
packet types

Thistable contains static Ethernet packet types and the incoming and
outgoing links on which the packet types are permitted. Static type
entries can also be set up to discard defined packet types.

The table can be set up to discard all packet types unless allowed to
pass by specific table entries.

The Reference Manual on the Intel Device View CD-ROM lists
known Ethernet packet types. To access the Reference Manual from
Intel Device View View, select Ref er ence Manual fromtheHelp
menul.

Packets are processed by al the forwarding tablesin the router. A
frame which is allowed to pass by one table may be discarded by an-
other.



CHAPTERD?

Configuring Bridging Services

Forwarding example 1

Static Forwarding Table Example

An incoming packet isreceived by the router for bridging on WAN

link 1. The packet has a destination MAC address of 000080000001,
a source MAC address of 000080000002 and a packet type code of

1234. It is processed as follows:

1

It is checked for loop-back. The packet has not been sent on the
link on which it has just been received so it passes the loop-back
test without being discarded.

. The packet has a Unicast destination MAC address so it is

checked against the entries in the Unicast Destination Forward-
ing Table. An entry isfound in the table for adestination MAC
address of 000080000001. All incoming links are always used by
the Unicast Destination Table. The entry defines the outgoing
link as WAN link 2.

The source MAC address of the packet is checked against the
entries in the Source Forwarding Table and is not found.

The packet type code (1234) is checked against the entriesin the
Type Forwarding Table. An entry isfound for packet type 1234
with an incoming link of WAN link 1. The entry defines the out-
going link asthe LAN links.

The packet is discarded as the Unicast Destination Forwarding
Table only allows the packet to be forwarded on link 2 and the
Type Forwarding Table only alows the packet on the LAN link.
The packet is therefore incompatible with both these conditions
at the same time.

Router

Packet Type Packetin

Allowed  4—[ ]

Packet Type ———— .

Allowed /:'WAN link 1
—
LAN —m—m—————————

links
__———-~‘\\\\‘-______:::::::::::::::::::::VVAN|iﬂk2
Packet Destination
? Allowed

Packet discarded

1331
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Anincoming packet isreceived by therouter for bridging onthe LAN
link. The packet has a destination MAC address of 010080111111, a
source MAC address of 000080222222 and a packet type code of
4321. It is processed as follows:

1. Itischecked for loop-back. The packet has not been transmitted
on the link on which it has just been received so it passes the
loop-back test without being discarded.

2. The packet has a Multicast destination MAC address and so is
checked against the entries in the Multicast Destination Forward-
ing Table. Two entries are found in the table for a destination
MAC address of 010080111111 and the incoming link as the
LAN link. One of the entries defines the outgoing link as WAN
link 1, the other defines the outgoing link as WAN link 2. The
packet is therefore labelled for forwarding on both the WAN
links.

3. The source MAC address of the packet is checked against the
entriesin the Source Forwarding Table. An entry isfound for a
source MAC address of 000080222222 with the incoming link as
the LAN link. The entry defines the outgoing link as WAN link 1.

Forwarding example 2

4. The packet type code (4321) is checked against the entriesin the
Type Forwarding Table and is not found. The Type Forwarding
Table default action is set to pass so the packet is not discarded.

5. Thepacket isforwarded on WAN link 1 because the source MAC
addressis not allowed to forward packets to WAN link 2 by an
entry in the Source Forwarding Table.

Router
Packet Source Packet out

232

Packetin Packet Source

> Allowed

LAN linke———on——o——
—_—

Multicast Destination

Allowed —
WAN link 1

Multicast Destination
Allowed

—WAN link 2
Ll

Allowed

Multicast Destination
Allowed
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Controlled bridging

Controlled Bridging

Conventional bridging forwards packets to destinations that the
bridge learns about with a number of packets being forwarded and
discarded by the static forwarding table.

Total packets forwarded

Packets discarded by static forwarding table entries

L

Packets forwarded by static forwarding table entries

]

Packets forwarded to known
(learned) destinations

Packets forwarded to unknown destinations by
default action (all interfaces except original)

1377

The diagram shows how much data gets forwarded (unshaded area)
out of the total number of packets received for bridging.

The Express Router can be configured to discard packets which are
not allowed to pass by entries in the forwarding tables. In addition,
the learning function can be disabled so that the bridge forwarding ta-
bles only contain the static (user-defined) entries. When set upin this
way, the bridge only forwards packets addressed to defined destina-
tions, from defined sources and with defined Ethernet packet types.
That is, al packets are discarded unless they are allowed to pass by
static forwarding table entries.
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Packets discarded by static forwarding tables

Packets forwarded by static forwarding tables

Packets discarded by default action

1379

The above diagram shows how much data gets forwarded (unshaded

area) out of the total number of packets received for bridging when

using controlled bridging—bridge learning is disabled and the default
action of the Destination, Source and Type Forwarding Tables is set
to discard.

This way of controlling bridged data traffic can be used for security
purposes and restrict the bridged data traffic over expensive WAN
links.
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Restricting Multicasts to Remote Networks

Discard Multicast packets The Express Router has a feature which prevents Multicast packets

from unknown sources from unknown source MAC addresses from being forwarded over
WAN links. Use this feature when a central site router is communi-
cating with a number of remote devices.

Multicasts

LAN

Central Site
Router

Necessary
multicasts
only
(for example
ARP requests)

Router 3

Router 1 Router 2

1553

The Default Action in the central site router isset to Di scar d

Mul ti cast , and the MAC addresses of the remote routers are al-
lowed to pass by filter entries. This allows necessary remote Multi-
cast packets (which use the MAC address of the router) to be
forwarded by the router while al local Multicasts are discarded with-
out being transmitted on the WAN links.

Typically, the default action of the Destination Forwarding Table is
set to Discard to prevent stations that the router does not know about
from being Multicast to all destinations.
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To configure static tables
and controlled bridging
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Configuring Static Tables and
Controlled Bridging

Follow this procedure to configure static forwarding tables (filters)
for the bridging services in the router.

1 Enter WAN BR screen and select Advanced.

From the Advanced Setup main display, select Pr ot ocol s >
WAN BR > Advanced.

| Protocols
| WAN BR
| Advanced

Bridge Priority :E
Bridge Max Age [s] =
Bridge Hello Time [s] =
Bridge Forward Delay [s] :
Bridge Ageing Time [=]1 :

2 Select Desti nation Tabl es onthe Advanced screen for
bridging to define both Unicast and M ulticast static destinations
for the bridge.

Protocols

UAN BR

Advanced
Destination Table

Default Action — Unicast
Default Action — Multicast

8 w Learning :
MAC Address Incoming Link Qutgoing Link
H1BEEHAAAAEE A1l Links

Certain Multicast addresses are discarded by default. The Ref-
erence Manual on the Intel Device View CD-ROM explains
this. To access the Reference Manual from Intel Device View
View, select Ref er ence Manual from the Help menu.

e SettheDefault Action Unicast toDi scard to dis-

card all Unicast packets unless allowed to pass by entries in

the table (static and learned destinations).
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 SettheDefault Action Multicast toDi scard to
discard all Multicast packets unless allowed to pass by
entries in the table (static only).

» SetthelLear ni ng parameter t@X f to disable bridge
learning. If theDef aul t Acti on parameters are set to
Di scar d, data packets are then only forwarded to static
(user-defined) destinations. This is known as controlled

bridging.

Add and configure the destination table entries (both Unicast

and Multicast) required for your installation.
UseAdd to add new entries @&et up to edit selected existing

entries.

Destination

MAC Address

Inconing Link
Qutgoing Link

H Eiﬁiﬁﬁiiiiﬁi

FELE NI

Configure theDest i nat i on parameters as required accord-
ing to the following:

Parameter Description

MAC To specify the MAC address of the static de

Addr ess tination. This address can be either a Unicast
or Multicast MAC address.

I ncomi ng Frames having the defined destination MAC

Li nk address arriving on the links defined here are
authorized for forwarding to the definedit©
going Link by the Destination Forwarding
Table. If a Unicast MAC address is defined
above, this parameter must be seiltb
Li nks.

Qut goi ng Frames having the defined destination MAC

Li nk

address arriving on the defined@oming
Links are authorized for forwarding to the
links defined here. For Multicast destina-
tions, if this parameter is sethbne, the

I nconmi ng Li nk must be set tal |

Li nks.
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Return to the Advanced screen and select Sour ce Tabl es
for bridging to define both static sources for the bridge.

Protocols
WAN BR
Advanced
Source Table

Default Action : FETTIINEEGG
MAC Address Incoming Link Qutgoing Link

Set the Def aul t Act i on according to the following:

» SettoDi scard Milticast to discard Multicast packets
from all source addresses unless allowed to pass by entries
in the table. See “Restricting Multicasts to Remote Net-
works”, p. 235

e SettoPass to pass packets from all source addresses
unless discarded by specific filters.

Add and configure the Source Table entries required for your
installation.

UseAdd to add new entries @&et up to edit existing entries.

Source

MAG Address = LT[l EE eI
Incoming Link R

OQutgoing Link H

Configure theSour ce parameters as required according to the
following:

Parameter Description

MAC Specifies the MAC address of the static
Addr ess source.
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Parameter Description

I ncomi ng Frames having the defined source MAC

Li nk address arriving on the links defined here are
authorized for forwarding to the defined
Qut goi ng Li nk by the Source Forwarding

Table.
Qut goi ng Frames having the defined destination MAC
Li nk address arriving on the defined | ncomi ng

Li nks are authorized for forwarding to the
links defined here. If None is selected, the
I nconi ng Li nk must besetto Al | Li nks.

6 Returntothe Advanced screen for bridging and select Type
Tabl es to define both static sources for the bridge.

Protocols 7
WAN BER
Advanced 1
Type Table

Default Action : FECEEEE

Type Incoming Link

4

Outgoing Link

SettheDef aul t Acti on toDi scard to discard all Ethernet
packet types unless allowed to pass by entriesin the table.

7  Add and configure the Type Table entries required for your
installation.
Use Add to add new entries or Set up to edit selected existing
entries.

Type

Type = A
Incoming Link 5
Outgoing Link

g O R
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Configure the static frame type parameter as required.

Parameter Description

Type Specifies the Ethernet Type Code for the
frames on the static path.

I ncom ng Frames having the defined Ethernet frame

Li nk type arriving on the links defined here are
authorized for forwarding to the defined
Qut goi ng Li nk(s) by the Type Forward-

ing Table.
Qut goi ng Frames having the defined Ethernet frame
Li nk type arriving on the defined | ncomi ng

Li nks are authorized for forwarding the
links defined here. Set thisto None to discard
the defined frame type from the | nconi ng
Li nk.
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Configuring the
DHCP Server

Overview

DHCP Server The DHCP (Dynamic Host Configuration Protocol) Server automates
the assignment of | P addresses and other network information to cli-
ent devices connected to your network, such as PC workstations or

servers.
The DHCP Server services both local and remote clients and can be .
configured to dynamically:

« assign an IP address including a subnet mask, and gateway
address (IP address of this router).

« assign adefined DNS (Domain Name System) address.
+ assign adefined WINS server (Windows Internet Name Service).

The DHCP server is configured with arange of |P addresses. During
initial startup, and periodically thereafter, clients request and receive

this information from the DHCP Server (see “DHCP Lease Time”, p.
242).

The DHCP provides an efficient way to assign and manage your IP
Address allocation, eliminating the need to manually configure ad-
dresses for each device on your network.
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DCHP IP Addresses

DHCP Lease Time

To configure the DHCP
Server

242

The DHCP Server can be configured with arange of 1P addresses:

+ Public addresses assigned by an Internet Service Provider for use
on the public Internet.

+ Private IP addresses for use within your network only.

Y ou can configure the DHCP server to assign | P addresses on alease
time basis. That is, the clients use an |P address for a defined period

of time and then it must check in with the DHCP server. This gives

the DHCP server the opportunity to update the client with any config-
uration changes. The DHCP server can then renew the client’s ad-
dress lease or assign a new IP address as required.

Configuring the DHCP Server

Follow this procedure to configure the DHCP Server.

1 From the Advanced Setup main display, seleait ocol s >
| P> DHCP.

I DHCP

DHCP Server Enabled
Max Entries

Limit Lease Time g
IP Address Lease Time (sec.) =

DNS Enabled
Domain Name
Primary DNS Server Address A
Secondary DNS Server Address =

WINS Enahled

Prinary WINS Server Address B
Secondary WINS Server Address :
WINS Mode Tuype :

PR, VI ML

Lk
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2  Configure the DHCP server parameters.

* To enable the DHCP server, set BHCP Ser ver
Enabl ed parameter t&¥es and configure the following:

Parameter

Description

MBx.
Entries

Defines the maximum number of IP
addresses that can be allowed in the
DHCP IP address table.

Limt
Lease Ti ne

Enables or disables the IP address lease
time function.

| P Addr ess
Lease Ti ne

Defines the amount of time (in seconds) a
client can use an assigned IP address
before checking in with the DHCP server.
Range: 60-31,622,400 (60 seconds to 366
days)

» To enable the DHCP server to assign a DNS address to cli-
ents, seDNS Enabl ed to Yes and configure the follow-

ing:

Parameter

Description

Primary
DNS Server

The IP address or your DNS server.

Donai n
Name

Your domain name, e.g., Www.Xyz.com
(optional). Maximum 26 characters.

Secondary
DNS Server

The IP address of your secondary DNS
server, if in use.
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» To enable the DHCP server to assign a WINS address cli-
ent, set th& NS Enabl ed to YES and configure the fol-
lowing:

Parameter Description

Primary The IP address or your WINS Server.
W NS

Server

Addr ess

Secondary  The IP address of your secondary WINS

W NS server, if in use.
Server
Addr ess

W NS Node  WINS server node type (H, B, P, or M).
Type The default is B, and is suitable for most
installations.

3 Selectl P Ranges to configure the range of IP addresses avail-
able for assignment by the DHCP.

DHCP Range
First Address Last Address Mask
89.20.6.08 89.20.6.200 255_255.255.08

Add. .. B

The screen lists the current IP ranges configured for the DHCP
server.

» To add a new range, seldad.

« To edit an existing range, highlight the range and select
Set up.
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DHCP server
considerations

4 Configure the IP address range parameters.

1 IP Address Range

First IP Address HEY.20.6.8
Last IP Address H
IP Mask g

FELIEE NS VLI P

The required parameters are:

Parameter Description

First IP Thefirst IP address in the range that can be
Addr ess assigned by the DHCP server.

Last IP The last IP address in the range that can be
Addr ess assigned by the DHCP server.

| P Mask The subnet mask that is assigned to the client

along with the | P address.

These are some considerations and recommendationsfor configuring
the DHCP server.

Reconfiguration

If you reconfigure the DHCP server, clients already assigned | P ad-
dresses are updated to the modification automatically, if the lease
time option is enabled. The modification takes place when the clients
lease on the | P address expires.

Disabling the DHCP server

If you disable the DHCP server, devices assigned | P addresses on a
|ease time basis may become inaccessible at the end of the lease pe-
riod.

Remote Clients

In order to serve clients on remote LANS, you must define arange of
| P addresses that matches the network address of the remote LAN.
Ensure that DHCP server forwarding is enabled in the remote router.

Network Address Translation (NAT)

Disable NAT for links using the DHCP server.to avoid possible con-
flicts.
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M anagement Access
and Services

Management access and This chapter describes how to configure the following management
services access rights and servicesin the Express Router:

+ SNMP/TFTP and Telnet access rights to the router
+ Local Management passwords and access

+  SNMP Trap destinations

« Management of the L og system messages

» Value added services - licensed software

Configuring Management .
Access Rights

Management access to Monitoring and configuration of the router is normally done from In-

the router tel Device View. Intel Device View uses Simple Network Manage-
ment Protocol (SNMP) to manage and monitor the router. The router
can also be managed from other SNM P applications. To configurethe
router, upgrade the software and upload reports and logs from the
router, Trivia File Transfer Protocol (TFTP) services are used.

By default, there is unlimited access to the router for SNMP and
TFTP. Advanced Setup alows you to configure restrictions on
SNMP and TFTP access including:
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« assigning a TFTP password.
« defining the network addresses having SNMP/TFTP access.

Configuring SNMP/TFTP and Telnet
Access Rights

Management protocol For any group of network addresses, you can configure access rights
considerations to the router for the following protocols:

*  SNMP - used for general monitoring of the router. SNMPis
required to open arouter from Intel Device View.

« TFTP - required to upload/download files to the router. TFTPis
therefore required when configuring the router, for example,
from Intel Device View using the Connection Setup.

« Telnet - required to accesslocal management on the router viathe
LAN interface.

For full management and configuration capabilities, all three proto-
cols must be configured.

To configure SNMP/TFTP To set up SNMP/TFTP management services and accessrightsin the
access rights and router:

passwords 1  Fromthe Advanced Setup main display, select Managenent >

Aut henti cati ons.

SNHP/TFIP Authentications
TFTP Password: [N
Send SNMP Trap on Authentication Violation : ERSBISENNE

Communit

Protocol Source Access
9.20.6. Read Urite

Note If there are no entries under the SNMP/TFTP Authen-
tications, then no access restrictions exist. Once one
or more entries are added, then only those entries
apply. Separate entries must be made for each proto-
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col (SNMP, TFTR, Telnet).
2 Toassign apassword for TFTP access to the router, enter the
password in TFTP Passwor d field.

This password will be requested before any configurations can
be saved in the router, whether from Intel Device View or any
other TFTP application.

3 Tosend an SNMP trap to the management station when an
unsuccessful or illegal attempt to access the router occurs, set
theSend SNMP Trap on Aut henti cati on parameterto
Enabl e.

4 To define the network addresses authorized to access the router
for management using SNMP, TFTP, or Telnet select:

* Add to add a new address(es).
* Set up to edit existing addresses.

SHMP-TFTF Authentications

Protocol R
Source IP g
Access a
SNMP Community :

P,

Use the following table to configure tiS&IMP/ TFTP
Aut hent i cati on parameters:

Parameter Description

Pr ot ocol Defines the protocol for which the entry has
access rights. See “Management protocol
considerations”, p. 248. For full manageme
access to the router, both SNMP and TFTP
are required. You must configure a separate
entry for each.

Source | P  Thisis the IP address of the host from which
SNMP, TFTP or Telnet requests are accepted.
An IP address of 0.0.0.0 means all IP
addresses are accepted.
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Local Management
passwords and Telnet
access

To assign Local
Management passwords

250

Parameter Description

Access Defines the access rights for authentication
entry. SelectingNone blocks all access to
management.

SNMP Com  The name of the SNMP community for the

nuni ty entry. This must be defined. If no name is
entered then all community names are
accepted.

Configuring Local Management
Passwords and Access

Y ou access L ocal Management by establishing aTelnet sessionto the
router or via the console port of the router. Y ou can configure these
access restrictions:

« Passwords having different restrictions for a normal user and
administrator.

» Disable Telnet access from all devices on the network.

Note To deny Telnet access for specific devices or network
addresses, see “Configuring SNMP/TFTP and Telnet
Access Rights”, p. 248.

To configure passwords for access to Local Management:

1 From the Advanced Setup main display, seli&ctagenent >
Managenent .

1 Local management

Administrator Password :
User Password :
Telnet Access :
Timeout [minl :
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2  Enter the passwords for Local Management access as required.
Passwords can be up to 8 characters.

e Admini strator Password defines the password
required to log in as an Administrator. An Administrator
has access to monitoring and configuration.

* User Passwor d defines the password required to log in
as a User. A User has access to monitoring but not to con-
figuration.

To configure Telnet access ~ To configure Telnet access to the router:

1 Selectvanagenent from theManagenment options screen.

| Telnet

Administrator Password :
User Password =
Telnet Access H
Timeout [minl H

2 To enable or disable Telnet access, seTt#iemet Access
parameter to the desired setting.

3 Enter the desiredi neout value (in minutes).

TheTi meout parameter defines the length of time before a
Telnet session is automatically closed due to lack of input from
the user.

Note  We recommend not to enter “0”. If set to “0”, the Tel-
net session will never timeout. This could presen
problem if you lose the Telnet session. You will
be able to start a new session until the router is res
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To set the console port for
terminal use (Console
mode)

SNMP Traps

252

Setting the Console Port for Terminal
Use - Console Mode

To use the console port for Local Management access from aVV T100-
compatible terminal, the console port must be set to the console
mode.

Note If the console port is currently configured for modem use,
dial-up connections are disabled once you configure the
console port to the console mode.

1 Fromthe Advanced Setup main display, select Managenent >
Consol e port.

1 Console port

Console Port Mode:

2  Set Console Port Mode to Console Mode.

Configuring SNMP Traps

SNMP traps are generated by the router for normal router events, for
example, links going up and down, and for operating problems. By
default, Intel Device View will automatically set up therouter to send
SNMP traps to the PC on which it is running. Y ou can configure ad-
ditional destinations to send SNMP from Intel Device View or Ad-
vanced Setup.
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To define SNMP Trap To define the destinations for SNMP traps generated by the router:

Destinations 1 Fromthe Managenent screen, select Tr aps.

| SHNMP Traps

Destination SHMP Communit

Add. .. B

ii

2 UseAdd to add a new trap destination and Set up to edit an
existing destination.

| SNMP Traps
ENMP Community =

Enter theDest i nati on | P addr ess and the SNMP Com
muni t y string of the management station to receive the trap.

Configuring the Log System

Overview

Log System Configuration The Log System of the router isarecord of all system messages gen-
erated by the router. The Express Router offers these configuration
features for managing the messagesin Log System:

» Define messages to include in the log based on a defined criteria.

« Individually disable specific messages from appearing in the log
(Discard Filter).

» Send log messages to aremote Syslog server.

Remote Storage to a If aWindows or UNIXE host on the network is running the Syslog
Syslog daemon, you can configure the router to write the log messagesto an
ASCII file on that host.
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Log System Messages

Log message fields A log message consists of these fields:

Field Description

Source Protocol or feature affected by the error, such as
PPP, Firewall.

Category High-level classification of the message, such as
security, accounting connectivity.

Level Severity of the message.

ID A number, which is used together with the
source, that identifies a message (for example,
PPP-3).

Date Date and time of occurrence

Repeat Count  Number of occurrences for a particular message.

Description An brief explanation of the event.
Log message levels A log message can have these levels, listed in order of decreasing se-
verity.
Level Description
Fatal Software or hardware failure; router is not opera-
tional.
Error Operational error often caused by configuration

mismatches or cabling. The router is operational
but a specific function may not work correctly.

Note A performancerelated problem. Thisindicatesto
the user that afunction (local or remote) is not
running optimally, for example.

Info Informational type messages such as accounting,
and linksin time cut. No corrective action is
required.

Debug Very low-level message for debug purposes.
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Configuring the Messages Included in
the Log System

Log message inclusion By default all messages having alevel of severity of Not e and high-

criteria er, regardless of Source or Category, are automatically stored in the
Log. Y ou can define which messages to include based on the follow-
ing message fields: Sour ce, Cat egory, and Level .

To configure the To configure the messages to include in the router Log System and
messages included in the send to a Syslog:

Log System and Syslog 1 From the Advanced Setup main display, select Managenent >

Log System

| Log System Messages

Source Gategor Level Hostname

Add. .. «

The screen lists al the log inclusion entries currently config-
ured.

2  Select Add to configure anew entry. To edit an existing entry,
highlight the entry and select Set up.

1 Include Messages =

Source = 0
Category H
Level g
Level Operator 8
Send to zyslog 8
Server Hostname/IP-addr :
Syslog Facility 8
Syslog UDP port 8

3 To select the messages to include, define the criteriain the
Sour ce, Cat egory, Level ,andLevel QOper at or fields.
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4 To send the messagesto a Syslog, set the Send to Sysl og
parameter to Yes and configure the following:

Parameter Description

Server The host name or | P address of the Syslog

Host nane/ server to receive the messages. If you are

| P address ysing ahost name, the router must be config-
ured for DNS. See “Domain Name System
(DNS)”, p. 202.

Sysl og Defines the facility that is to receive the mes-
Facility sage on the Syslog server.

Sysl og UDP Defines the UDP (User Datagram Protocol)
Por t port to which to forward messages received
by the Syslog.

To filter out individual Y ou can filter specific messages from appearing in the Log System
messages from the Log based on their Source and ID. Thisiscalled aDiscard Filter. To de-
System (Discard Filter) fine Discard Filters:

1 Fromthe Advanced Setup main display, select Managenent >
Log System

2 SelectLog Filter.

Discard Filter

The screen displays al the current individual messages
excluded from the log based on Source and ID.
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Value-added Services

To activate a value-added
service or licensed
software

3  Select Add to create anew exclusion entry. To edit an existing
entry, highlight the entry and select Set up.

1 Filter_
Source : a
Id :
L L

4 Select the Sour ce from the drop-down list and enter the appro-
priate | D for the message.

Value-added Services

There are anumber of services and software features, such as OSPF,
that you can purchase separately to enhance the functionality of the

router. To activate these features, you must enter alicense key which
you receive upon purchase. In Advanced Setup, thisisdone using the
Value-added Services option. Y ou can also use this option to disable
alicense.

To activate a value-added service or licensed software, follow this
procedure:

1 Fromthe Advanced Setup main display, select Managenent >
VAS.

1 Value added services

1
0SPF Disabled T _
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The screen lists the features available for the router along with
status information.

Field Description

St at us The status of service. Enabled means
the feature activated and disables
meansit is deactivated.

Li censes Thisidentifiesthe type of license that
you have. 1 indicates asingle device
license. 10 indicates a ten device
license.

Note: The software cannot be acti-
vated on more devices than the num-
ber of licenses you have for the
feature. See your software license
agreement for details.

Serial # The serial number assigned to the
license by Intel.

2  Select the feature you want to activate, then select Add.

I License Key

License Key : I

3  Typethelicense key and press Ok.

The license key can be found on your software license agree-
ment. Type the license as it appears.
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Gas Pump and
Command Line
Configuration

Introduction A command lineinterface is available from Local Management that
provides limited configuration from a command prompt. The com-
mand line provides the ability to use TFTP to configure a number of
routers based on the configuration of single template router (called
Gas Pump configuration).

Gas pump and command line configuration of the router are intended
for usersthat are experienced with the Express Router and those con-
figuring anumber Express Routers.
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Introduction to gas pump
configuration of the router

To access the router for
gas pump configuration

260

Gas Pump Configuration of
the Router

Gas pump configuration is atype of batch configuration providing a
quick way to setup a number of Intel Express Routers based on apre-
defined template configuration.

Edit gas pump command file
config.txt to specific
router requirement

Upload gas pump

command file config. txt Download router-specific

ommand files config.txt

Upload results file
conf.res.txt to ensure
that the configuration
was successful

Standard
configuration template
config.p

Template router
The configuration of this
router will be used as a
basis for all other routers 1748

A router isfirst fully configured to the general requirements of the
customer or remote user. The standard configuration is modified to
installation-specific requirements using a file containing configura-
tion commands (text file).

Note The commands that can be used in the configuration com-
mand file are limited to those required to set up an Internet
link via aleased line or Frame Relay link.

The standard template configuration isfirst downloaded to the router
being gas pump configured, followed by the configuration command
file which modifies the standard configuration.

Gas pump configuration of the router requires that you have TFTP
(Trivial File Transport Protocol) access to the router to upload and
download the gas pump configuration files. TFT P accessto therouter
can be from any TFTP client.
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Files used for gas pump
configuration

The following files are used to gas pump configure arouter:
Config.p

The config.p fileis the configuration file of the router that will be
used as the template configuration. When the template router has
been configured, the Config.p file is obtained from it using TFTP.
Thisfile, containing the standard template configuration, is down-
loaded using TFTP to al routers being gas pump configured.

The Config.p fileisabinary file and cannot be edited when it has
been retrieved from the template router. The Config.p file must be
transferred in binary mode.

Config.txt

Thisisatext file that contains configuration commands used to mod-
ify the standard configuration (config.p).

When theinitial template router has been set up to work correctly, the
Config.txt file is obtained from it using TFTP. Configuration param-
eters specific to each individual router are then changed in thisfile

(using any standard text editor) beforeit is downloaded to the router

being configured. Alternatively, it is possible to automatically gener-

ate the Config.txt configuration file (from a customer database for ex-
ample) using scripts.

Note The Config.txt file must be downloaded to the router after
the Config.p. The config.p does not take effect until the
config.txt is downloaded.

Parameters typically configured for each router using the Config.txt
fileinclude:

« the external |P address of the router (as seen from the Internet)
+ CHAPuser ID and password

« themain (LAN) IP address of the router

+ FrameRelay DLCIs.

Conf-res.txt

Thisisatext filethat is retrieved from the router to report any errors
that occurred during configuration of the router using the Config.txt
file. Thisfile should be retrieved from the first gas pump configured
router to ensure that the gas pump configuration process is working
correctly. Any errors reported in the Conf-res.txt file should be cor-
rected and the process repeated until no errors are reported.
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Thefile contains:

« theline number in the config.txt file of each command processed
« theresult; OK, | NFOor ERROR

» thecommand itself

« asummary of the results.

Viewing and editing the Thefiles used for gas pump configuration of the router are viewed
gas pump configuration and edited using a standard text editor or using the Report Manager
text files in Intel Device View.

To gas pump configure Thisisthe general procedure for gas pump configuring routers:
routers

1 Fully configure aninitial template router to the general require-
ments of the remote installations.

Note It is important that this first router is fully and cor-
rectly configured as al further router configurations
will be based on this one.

2 From aterminal having TFTP access to the router, upload the
Config.p and Config.txt filesfrom the router using the TFTP get
command.

For example:
TFTP -i 97.20.6.52 get config.p

This TFTP command uploads the template configuration (Con-
fig.p) in binary mode from the template router with IP address
97.20.6.52.

TFTP 97.20.6.52 get config.txt

Gets the gas pump configuration file from the template router.

3 Edit (or generate) the Config.txt file as necessary for the routers
you want to configure.

The commands in the Config.txt file are described in “Com-
mand Line and Gas Pump Configuration File Commands”, p.
265.

For example, the main LAN IP address of the router being gas
pump configured is changed to 41.20.7.53 using the following
commands in the Config.txt file:

lan. 1
i p address 41.20.7.52 255.255.255.0
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Example Config.txt files are given in “Example Config.txt
Files”, p. 276.

4  Download the Config.p file to the router being gas pump con-
figured using TFTP.
For example, the following command puts the template config-
uration file in a router being gas pump configured which has
the factory default IP address (192.0.2.1):

TFTP-i 192.0.2.1 put config.p
Note  The Express Router is assigned a default IP address

when delivered (192.0.2.1 with a Network Mask of
255.255.255.0).

Note  Only one Express Router with the default IP address
must be connected the LAN used for gas pump con-
figuring routers at any time, unless using a BootP
server on the network. This is to avoid IP address
conflicts.

5 Download the Config.txt file to the router being gas pump con-
figured using TFTP.

For example, the following command puts the gas pump con-
figuration file in the router being configured which has the fac-
tory default IP address (192.0.2.1):

TFTP 192.0.2.1 put config.txt

6 Upload the Conf-res.txt file from the router being gas pump
configured using TFTP.

7 Check for any error messages in Conf-res.txt.
If there are any errors reported in the Conf-res.txt file, correct
them and repeat step 5 to 7 until no errors are reported. .
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Command Line Configuration

Command line The Express Router has a command line interface facility allowing

configuration you to edit the configuration of the router from a command prompt.
Command line configuration does not provide complete configura-
tion of therouter, but just the basic parameters required to configure
an Internet link. From the command line, you can reconfigure:

+ basic LAN parameters, such as | P address
+ aCSU/DSU port for T1 service

« Frame Relay services and links

+ aPPPleased line.

Note You cannot configure the WAN service type on a port or
add new links with command line. You must configure
these parameters from Intel Device View or Advanced
Setup.

For a complete list of commands and their descriptions, see “Com-
mand Line and Gas Pump Configuration File Commands”, p. 265.

To access command line Command line configuration of the router requires that you have a
configuration link to Local Management on the router. To access command line in-
terface of Local Management:

« Start any Telnet session to the router.

« Connect aPC or VT100 compatible terminal to the console port
of the router. See“Connecting the Console Port to a VT100-com-
patible Terminal or PC”, p. 30 of Chapter 2.

89.20.6.80 | 08A0C9D20702 | Hew Diag-Err______| 82:50:22 ]

Login

{c) Intel Corporation, Intel Express Router
Uersion 4.1au

IE Lab

Configuration and monitoring
Honitoring
conmand line interface
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Note  For details on accessing Local Management, see Chap-
ter 4, “Introduction to Local Management”, p. 81.

« To enter command line configuration, select the Command
| i ne option.

Command prompt Upon entering command line configuration, the command prompt is
displayed. The command prompt is indicated by the router product
code followed by a location indicator in parentheses, thentthe “
symbol.

Example: ER9535( confi g) #

Command line structure The command line is structured in a tree-like hierarchy having a root
with different sublevels, depending on the router. The commands
available at a given prompt depend on your location in the tree.

Command Line and Gas Pump
Configuration File Commands

Notes on command The following syntax is used for gas pump file (Config.txt) and com-
syntax and structure mand line configuration of the router:

+ An. x extension to indicate the port or link index number must be
entered. The index number assigned to the port or link can be
obtained by viewing the cont ext . t xt file.

« A parameter within [ ] indicates that it is an option. .

« A parameter within < > indicates a user-defined valued must be
entered.

» Parameters separated by| indicate a set of choices.

+ Commands are hot case sensitive (passwords and user names
are).

» The space between commands and parameters may contain any
number of spaces and tab characters.

« Empty lines areignored.
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« Lines starting with the character “#"will be ignored and can be
used to make comments in the Config.txt file.

+ Commands must not exceed 100 characters.
The Gas Pump Configuration file (config.txt) must not exceed

4 kilobytes.

Global commands The following table lists al globa commands that can be used any-
wherein agas pump configuration file (Config.txt) or from command
line access to the router:

Command Description

exit or To go back one level of the tree or quit the com-

qui t mand lineif at the Root level.

r oot Switch to the root directory.

I an. x Switch to the LAN configuration tree for LAN
port indicated.

CSuU. X Switch to the CSU/DSU configuration tree for
the port.

ppp. X Switch to the port configuration tree for a PPP
leased ling, where x is the index number of the
port. (This command can only be used if the
router is configured for leased line operation.)

frport.x Switch to the port configuration tree for Frame

Relay services. (This command can only be used
if the router is configured for Frame Relay opera-
tion.)

frlink.x Switch to a Frame Relay link configuration tree.
(This command can only be used if the router is
configured for Frame Relay operation.)

save to Save the new configuration to flash memory in

flash the router as the permanent configuration.
This command must be included to ensure that
the new configuration is available following a
reset of the router.

r eset Reboot the router.
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Root commands The following commands can be used from the root of the command
line configuration, indicated by ( conf i g) inthecommand prompt,
or agas pump configuration file (Config.txt).

Command Description

r oot Switch to the root directory. Must be done before
the following commands are valid.

name <router name>

Assign aname to the router for management pur-
poses.

no name No name is assigned to the router.

| ocati on <router location>

Describe the location of the router.

no | oca- No location described.
tion

adm n password <password>

Administrator password required for configura-
tion and management access to the router.

no adnin password

No administrator password required for configu-
ration, management and command line access.

user password <password>

User password required for management access
to the router.

no user password

No user password required for management
access.

i cense key <alias> <license key>

Activates a multiple software license. <license
key> is the key code you receive upon purchase
of the feature.
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Command Description

no license key <license key> <all >

Deactivates a software license. <license key> is
the key code you receive upon purchase of the
feature. <all> deactivates al software licensesin
the router.

t el net Enables Telnet access to Loca Management in
the router.

no tel net Disables telnet access to Local Management in
the router.

aut h. x [ <protocol > <access> <| P address>
[ communi ty]]

To definealist of 1P addresses that are allowed to
accesstherouter using TFTP, Tel net and SNVP
and the access privileges (r ead-wri t e, r ead-
onl y or none). Read-only accessisnot valid for
the Telnet protocol. Community is only valid if
the protocol is SNMP.

For example, Auth. 1 TFTP read-write
21. 33. 4. 7 dlowsfull read-write TFTP access
to the router from device 21.33.4.7. Aut h. 2
SNWP read-only 21.33.4.7 private
allows read-only SNM P management access to
the router using the private SNMP community.
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LAN commands To configurethe LAN in agas pump configuration file (config.txt) or
from command line access to the router, use these commands. In the
config.txt file, these commands can only be entered under the LAN
tree. For command line use, LAN configuration must be accessed, as
indicated by the presence of ( conf i g- LAN. x) in the command

prompt.
Command Description
[ an. x Switch to the LAN configuration, indicated by

(confi g- LAN. x) inthe command prompt.
Must be done before the following command is
valid.

i p address <I P address> <network nmask>

Sets the main I1P address and network mask for
the router (factory default IP addressis
192.0.2.1). The network mask can either bein the
format 255.255.0.0 or alternatively / 16

For example, 21. 23. 42. 7 255. 255. 0.0 or
21.23.42.7 /16.

i p managenent access

Enables access to the router for management via
the LAN.

no i p managenent access

Management of the router viathe LAN is not
allowed (disabled).
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CSU/DSU port commands

270

Use the following commands to configure a CSU/DSU port in agas
pump configuration file (config.txt) or from command line accessto
the router.

Command Description

CSuU. X Switch to the CSU/DSU configuration tree indi-
cated by (config-CSU.x) in the command prompt.
This must be done before other CSU/DSU com-
mands are available.

fram ng ESF| D4

To set the coding of the frames. ESF is most com-
mon and should betried first if the framing can-
not be determined from your subscription. Both
ends of the WAN link must be configured with
the same framing format.

| i necode B8ZS| AM

To set how the signal is coded on theline. If AM
is selected, the channel s speed should be set to 56
Kbps.

speed 56K| 64K

To set the channel speed. 64K is most common
and recommended. Use 56K if AMI line coding
isused or if directed by your service subscription.

channel <channel no.> on]|off

To define the use of each channel. The channel
number must be between 1 and 24.
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PPP leased line
commands

Use the following commands to configure a PPP leased linein agas
pump configuration file (Config.txt) or from command line accessto
therouter. Inthe Config.txt file, the commands must be entered under
the PPPtree. For usein command line, PPP configuration must be ac-
cessed, as indicated by the presence of (config-PPP.x) in the com-
mand prompt.

Command Description

ppp. X Switch to the PPP leased line configuration tree,
indicated by ( conf i g- PPP. x) inthecommand
prompt. Must be done before the following com-
mands are valid.

name <l|ink nanme>

Assigns anameto the leased linein the router for
management purposes.

no name No name is assigned to the leased line link.

ppp conpression

Enables data compression over the leased line.
Compression will be used if it is supported by the
router over the leased line.

no ppp conpression

Data compression is disabled on the leased line.

i p managenent access

Enables accessto the router for management over
the leased line.

no i p managenent access

Management of the router over the leased lineis
not allowed (disabled).

i p nunbered <I P address> <network nask>

Assigns an | P address to the leased line (num-
bered leased line).

no numnber No IP addressis assigned to the leased line (the
leased line is unnumbered).
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Description

<I nt er nal
[ Ext er nal

i p nat.x <NAT type> <Internal |P address>
Net wor k Mask> <External |P address>
Net wor k Mask]

Used to define Network Address Trandlation
(NAT) entriesfor the router, for example, to con-
vert between public and private IP addresses,
multiple and single IP addresses and/or different
network sizes. This command can also be used to
edit existing NAT entries.

The Nat Type can be:

st at i ¢ aone-to-one trandation between an
internal and external |P address or network. An
internal |P address and Network Mask and an
external 1P address must be defined. For exam-
ple.ip nat.1 static 29.30.6.0

255. 255. 255. 0 92.33.5.0.

dynam c translation between I P networks of dif-
ferent sizes. An IP address and Network Mask
must be defined for both the internal and external
networks. For example: i p nat. 2 dynanic
59.33.0.0 255.255.0.0 12.133.4.0
255. 255. 255. 0.

si ngl ei p to trandate a network |P address to a
single | P address using port mapping on the sin-
gle IP address. Thisis commonly used on the
Internet. An I P address and Network Mask for
the internal network and the single external 1P
address must be defined. For example: i p
nat.3 single 219.130.66.0

255. 255, 255. 0 213. 133. 45. 46.

si ngl eport to map aport on asingle internal
I P address to a specific port number on asingle
external |P address. This can be used together
with Single IP NAT to give access to internal
mail servers through the single | P address. For
example:i p nat. 4 singl eport
43.45.27.23 25 13.33.75.61 25.
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Command Description

no ip nat[.x] [entry]

To delete an |P NAT entry from the table.

For example, use noip nat.3 to delete entry 3 from
the nat table. Alternatively useno i p nat
static 29.30.6.0 255.255.255.0

92. 33. 5. 0 to delete the net entry matching
static 29.30.6.0 255.255.255.0 92.33.5.0.

Frame Relay Services Use the following commands to configure the Frame Relay services
commands for port (general Frame Relay parameters) on aWAN or CSU/DSU portina
configuration gas pump configuration file (Config.txt) or from command line ac-
cess to the router.
Command Description

frport.x Switch to the Frame Relay port configuration
tree, indicated by (config-FRPORT.x) in the com-
mand prompt. Must be done before the following
commands are valid.

I m type <type>

Setsthe correct Frame Relay LM (also known as
DLCMI) type being connected to. This can be:

Aut o the router will try to automatically detect
the correct Frame Relay switch type and links
(DLCIs) in your subscription and default routing
will applied—see “Router Factory Default
Setup”, p. 21.

annex- A ITU-T Q.933

annex- DANSI T1.617

| m Cisc@ compatible

none for connecting the router back-to-back for
test purposes.
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Frame Relay link Usethefollowing commandsto configureaFrameRelay link inagas
commands pump configuration file (Config.txt) or from command line accessto
the router:
Command Description

frlink.x Switch to a Frame Relay link configuration tree,
indicated by (config-FRLINK.x) in the command
prompt. Must be done before the following com-
mands are valid.

name <l|ink nanme>

Assigns a name to the Frame Relay link in the
router for management purposes.

no name No name assigned to the link.

dl ci <nunber>

Set the Frame Relay DL CI number for this link
from your subscription Must be between 16-991.
For example: dl ci 44 to set the DLCI number
for the link to 44.

fr compression

Enables data compression over the Frame Relay
link. Compression will be used if it is supported
by the device over the link.

no fr conpression

Data compression is disabled on the link.

i p managenent access

Enables access to the router for management over
the Frame Relay link.

no i p managenent access

Management of the router over the Frame Relay
link is not allowed (disabled).

i p nunbered <I P address> <network nask>

Assigns an |P addressto the link.

no numnber No IP addressis assigned to the Frame Relay link
(the link is unnumbered).
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Command Description

ip nat[.x] <NAT type> <Internal |P address>
<I nternal Network Mask> <External |P address>
[ Ext ernal Network Mask]

Used to define Network Address Translation
(NAT) entriesfor the router, for example, to con-
vert between public and private IP addresses,
multiple and single IP addresses and/or different
network sizes.This command can a so be used to
edit existing NAT entries.

The Nat Type can be:

st at i ¢ for one-to-one trandlation between an
internal and external |P address or network. An
internal |P address and Network Mask and an
external 1P address must be defined. For exam-
ple.ip nat.1 static 29.30.6.0

255. 255. 255. 0 92.33.5.0.

dynam c for translation between IP networks of
different sizes. An IP address and Network Mask
must be defined for both the internal and external
networks. For example: i p nat. 2 dynanic
59.33.0.0 255.255.0.0 12.133.4.0
255. 255. 255. 0.

si ngl ei p to trandate a network |P address to a
single | P address using port mapping on the sin-
gle IP address. Thisis commonly used on the
Internet. An I P address and Network Mask for
the internal network and the single external 1P
address must be defined. For example: i p
nat.3 single 219.130.66.0

255. 255, 255. 0 213. 133. 45. 46.

si ngl eport to map aport on asingle internal
I P address to a specific port number on asingle
external |P address. This can be used together
with Single IP NAT to give access to internal
mail servers through the single | P address. For
example:i p nat. 4 singl eport
43.45.27.23 25 13.33.75.61 25.
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Introduction

Router name

Router location

Administrator password
required

Passwords for User and
TFTP access not required

Allow Telnet access
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Command Description

no ip nat[.x] [entry]

To delete an IP NAT entry from the table.

For example, noip nat.3 to delete entry 3 from the
NAT table. Alternatively useno i p nat
static 29.30.6.0 255.255.255.0

92. 33. 5. 0 to delete the net entry matching
static 29.30.6.0 255.255.255.0 92.33.5.0.

Example Config.txt Files

Thefollowing are examples of config.txt files used for gas pump con-
figuration of the router. The information provided along the left side
of the pageisfor explanatory purposes. The center of the page shows
how the information appears in the config.txt file.

Example Config.txt File for a PPP
Leased Line Link to the Internet from
a CSU/DSU Port

# Root commands:
name Internet Router
location Room 302

admin password  elephant

no user password
no tftp password

telnet

# LAN commands
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Switch to the LAN
configuration tree

Set the main router IP
address and subnet mask

Allow management
access from the LAN

Switch to the CSU/DSU
configuration tree

Set the line coding

Set the channel speed

Set the framing

Switch to the leased line
configuration tree

Assign a name to the link

Setup CHAP to
authenticate this router to
the ISP

Authentication is not
required for access to this
router over the link

Allow PPP compression if
supported (negotiated)

Do not allow access to the
router for management via
the ISDN link

lan.1
ip address 89.20.6.33 255.255.0.0

ip management access

csu.l

linecoding B8ZS
speed 64K
framing ESF

# Setup leased line parameters.

ppp.1
name Internet
ppp auth local chap/pap tpl76397 IN67IXNK

no ppp auth remote

ppp compression

no ip management access
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An IP address is not
assigned to the link

Network Address
Translation between the
LAN and a single external
IP address 194.73.23.26

Save the new
configuration to flash
memory
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no ip numbered

ip nat.1 singleip 0.0.0.0 0.0.0.0 194.73.23.26

# Save the configuration to flash memory

save to flash
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Router name

Router location

Administrator password
required

Passwords for User and
TFTP access not required

Allow Telnet access

Switch to the LAN
configuration tree

Set the main router IP
address and subnet mask

Allow management
access from the LAN

Switch to the Frame Relay
port configuration tree

Select the Frame Relay
Switch (LMI) type

Example Config.txt File for a Frame
Relay Link to the Internet from a WAN
Port

# Root commands
name Internet Router
location Room 302

admin password  elephant

no user password
no tftp password

telnet
#LAN commands
lan.1
ip address 89.20.6.33 255.255.0.0

ip management access

# Setup general Frame Relay parameters

frport.1
annex-d

Imi type

# Setup Frame Relay link parameters.
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Switch to the Frame Relay
link configuration tree

Assign a name to the
Frame Relay link

Set the DLCI for the link

Setup CHAP to
authenticate this router to
the ISP

Authentication is not
required for access to this
router over the link

Allow Frame Relay
compression if supported
(negotiated)

Do not allow access to the
router for management via
the ISDN link

An IP address is assigned
to the Frame Relay link

Network Address
Translation between the
LAN and a range or
external (Internet) IP
addresses

Switch to the root of the
configuration tree

Save the new
configuration to flash
memory
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frlink.1

name Internet

dici 57

ppp auth local  chap/pap tpl76397 IN67IXnK

no ppp auth remote

fr compression

no ip management access

ip numbered 124.35.13.1 255.255.255.0

ip nat.1

# Save the configuration to flash memory

root

saveto flash

static 89.20.6.52 255.255.255.255 124.35.13.2
ipnat.2 dynamic 89.20.0.0 255.255.0.0 124.35.13.0 255.255.255.0



Introduction

Tools available

Troubleshooting

This chapter provides guidance in the event the Express Router isnot
operating satisfactory. It describesthetroubleshooting tools available
and how to use them to isolate and correct problemsin the router.

The chapter addresses some typical problems that can occur in the
router, providing possible causes and recommended corrective ac-
tions. The mgjority of the troubleshooting procedures are based on
the use of Intel Device View, however there are diagnostic features
available from Local Management as well.

Troubleshooting Tools

The tools available for troubleshoaoting on the router are:
The LED indicators

The LEDsgive ageneral status of the router and specific router ports.
The LEDs are described in “LED Descriptions”, p. 5.

Intel Device View

Intel Device View offers extensive information about the perfor-
mance and the status of the router and is considered the main tool for
troubleshooting.
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To isolate the problem
using Intel Device View
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Intel Device View provides these useful features:

Diagnostics

Diagnostics automatically display potential problems and pro-
vide possible causes and solutions.

Autofix

The Diagnostics has an extensive autofix feature which automat-
ically corrects errors when you select the option.

Full SNMP monitoring of the router, including alist of the
SNMP traps generated when the router detects a potential prob-
lem.

Router configuration to your installation requirements.
Logs system events—both normal and abnormal events.

Recovery Mode Manager to gain control of the router if it isren-
dered inoperable.

TFTP Server to download firmware to the router.

Local Management

Local Management has an extensive diagnostic system that provides
adescription of current problems and suggests corrective actions.

Troubleshooting Procedure

Isolating the Problem

If the router fails to forward data for any reason, use the following
procedure to isolate the problem:

1

Check the LEDs.

The LEDs provide immediate information about the status of

the router and the status of the LAN and WAN ports on the
router.

Check the LEDs on the router itself or in Intel Device View.

The functions of the LEDs are described in “LED Descrip-
tions”, p. 5. See the on-line help for a key to the LEDs dis-
played in Intel Device View.



C H A P T E R 13 Troubleshooting

2 InIntel Device View, check for messagesinthe Di agnosti ¢

window.
Level | Sowce | Cornection / Pert | Description
Errar Conne..  Multiink PPP - Slave 2 Link iz dawn. Call retry limit reached.
Enrar WAN L WA Mo WaAN cable.
Mote IF Lk RIF packet from unknown IP subnet received f
Mote I1S0M .. bdultilink. FFP - Slave 2 Outgaing call failed [<no number> > <no numb...
4 | »

Diagnostics | Trap I Sustem I

The diagnostic tool automatically detects potential problems
with the router and provides possible causes and solutions.

Double-click on the diagnostic message to get a description of
the problem and possible corrective actionsin priority order.

Diagnostic details - 89.20.121.70 [ ]

Type: IEnnr
Saource: IIF'

Link / Port: [Fiemate Site

Deszciiption: [RIP-1 packet received an RIP-2 link from
17.2.3.4.

Solution: [Check RIF configuration in both routers.

Last nccurer’vca‘lTue bfar 24 15:25:56 1998
I Ao Fie I Locate | Close | Help |

Select Aut o Fi x to automatically correct the problem. This
function is not available for all problems.

Select Locat e to display the counter or the layer in Intel
Device View Explorer relevant to the problem as appropriate.

= IP Link Details - Remote Site - Express §100 Router
File Tools Options Help

= c| Zelo 2

Counters Setup | HAT Table | Fiers |

—Generat
Link Mame: Remote Site

Routing Pratacol RIP-2
1

RIP Metrc:
BOOTP Forwarding: Disabled
Fion ARF: Disabled
Management Aceess, Enabled
Filtering: Disabled

—IP Multicast

Multicast Routing:  Disabled
DWMRP Metric: N
TTL Thieshald N
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3

In Explore View select Det ai | s to display the counters and
setup relevant to the problem.

To check the SNMP traps select the Tr ap tab.

Time [ Tiap | jl

123139 Authentication failure

12:31:39 Authentication failure, Device: 172.28170.180, Pratocol snmp, Time: Tus Jan ...

12:31:39 Authentication failure

12:31:39 Buthentication failure. Device: 17228170180, Pratocal: snmp, Time: Tue Jan

12:31:39 Authentication falure

12:31:39 Authentication failure, Device: 172.28170.180, Pratocol snmp, Time: Tus Jan ...

129199 Lithentic ation Ll LI
Diagnostics Trap [ System |

SNMP traps provide current status information about the router
and are generated for all major router events. For historical
information, check the log from the router (step 5 in this proce-
dure). The PC running Intel Device View for Windows must be
set up as an SNMP Traps destination for the router before traps
are displayed.

Use Intel Device View Explorer to try to locate the problem.

= a
E| E_EPS;HUME[ 9500 = £| = &l ’l‘ |
¥ IF protocol Prctonot FPF Muliink B
: ; ISDN 5T State: Down
B. B-channel 1 Connect State:  Diown
B— B-channel 2 Received Transmitted
D D-charne! Enors: 0 1]
& WAN Link 3 - Muliink Discards 0 0
; [1] Group - 1ISON Bytes: 1} 0
i & (1) Group - ISDN Packets: 1] 0
¥ IP protocal Il Queus Length: 0
SE=:= __ X Eandwidth On Demand (EOD)
B Cornestions Slaves In Lse: Dof2
" Networks ~ ||l Connection Up Thieshal70 % [Tx)
| o B Utilization Fix: 0.0% =l
Device View Explorer

If alink is operational (up), itisdisplayedin green. If alink or
port is not operational (down), itisdisplayedinred. An X.25
link in timecut is displayed in yellow.

Thiswill help you find the source of the problem whether itisa
port, alink on the port or a network protocol problem.
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5 Check for any relevant messages in the System Log.
On the Intel Device View select the Syst emtab.

Level | Time £ | Fep | Source | Category | Diescription

Enrar EAS/S9EITETPM 1 WAN Port Other MNoWaM cable. Insert a'Wal..

Mote BM5/M9 63151 PM 1 ISDM Connectivity  Outgoing call faled [<na numb.

Mote EMB/M9EIZT0PM 1 IF Other RIF packet from unknown P 5.

Errar BAB/A9E3Z44PM 1 Connection  Connectivity  Link is dow. Call retry limit rea...

4 |+l
Djagnostics I Trap System

The log records al events that occur in the router and provides
valuable information. The log records a variety of events such
as when WAN links are brought up or down, failed calls, span-
ning tree bridging topology changes, system changes, unex-
pected events (for example, WAN links failing to establish,
routing protocol problems), configuration errors and so on.

6 If the problem can still not be resolved satisfactorily, use the
Monitoring menu and the Explorer within Intel Device View to
access information on the problem area (link or protocol). The
Monitoring menu and the Explorer offer extensive information
on the performance and the status of the LAN and WAN ports
on the router, the routing protocols (IP and IPX) and bridging
service.

Use the on-line hel p within the monitoring screens for informa:

tion contained in the monitoring screens, such as counters and
statistics.
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Using Local Management To troubleshoot a problem using Local Management:

diagnostics 1 Access Loca Management on the router.

2 From the Local Management main display, select Tr oubl e-
shoot i ng.

028 677 | | _ DiagErr x| 17:47:86

r Diagnostics

Level  Link/Port Source  Age Description

Error AN WaH Po B88:80 Ho WAN cable.

Hote LAN IP 668:88 RIP packet from unknown IP subnet re

Ho WAN cable.
Insert a WAN cable.

Last occurrence: Sep 28 17:47:86

| Select, Hold o- Quit: |

The router diagnosticsis displayed.
3 Toview adescription and suggested corrective action for an
event, select the event and press <Ent er >.

sv.28.6.77 | | Diag_Err____=x | 17:53:31

Diagnostics Details

Level: Error
Source: WAN Port
Link/Port: WAN

Description
Ho WAN cable.

Solution
Insert a WAN cable.

Last occurrence: Sep 28 17:53:30
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Typical Problems and Causes

Typical Problems that This section gives some examples of typical problems encountered

could be encountered during the installation and configuration of the Express Router, and
there possible cause. Configuration problems, defective cables and
problems communicating with Public Data Network switches are of -
ten the cause of router malfunctions. Corrective actions are listed in
priority order.

General Problems

After making configuration changes, the router is
restarting with the old configuration

Possible cause If you make changes to the configuration and save them from Device
Setup, the changes are active but are only saved to RAM intherouter.
To save anew configuration as the permanent configuration (the con-
figuration used whenever the router is started up), it must be saved to
the flash memory.

Corrective action If you make changes to the router’s configuration and are satisfied
with the new configuration, remember to save the changes to the flash
memory in the router by selecti@nfi gur ati on >Save to
Fl ash Menory in Intel Device View—this menu option is only
available if the configuration is different from the permanent config-
uration stored in flash memory.

The status of the configuration is given in the Information Panel of

the Intel Device View.
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Possible causes

Corrective action
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Console Port and Modem Problems

Modem is not detected on the console port

Thefollowing are possibl e causesfor the router failing to detect amo-
dem connected to the Consol e port.

The console port is not in the Modemmode.
The wrong cable typeis being used.
The console port is configured incorrectly for the modem.

The default modem initialization string can not be used with your
modem.

The modem is incompatible with the Express Router.

The router was placed in the Recovery mode and not reset to the
previous configuration.

To correct problems with a modem connected to the console port:

1

Check that the console port isin the Modemmaode.

* From Intel Device View, use Connection Setup on the con-
sole port.

* From Advanced Setup (Local Management) main display,
selectvanagenment > Consol e Port.

Check that the proper modem cable is being used and that phys-
ical links are secure.

Check that the console port configuration is correct for the
modem being used.

If you are not using a predefined modem profile, verify that the
initialization strings are in accordance with the manufacturer’s
data. When using a custom modem profile, it is recommended
that you base the profile on a predefined profile.

Run a modem check using a VT100-compatible terminal to ver-
ify the router can communicate with the modem.

» Connect a VT100-compatible terminal or PC (running ter-
minal emulation software) to the modem using the modem
cable and any necessary adapters.
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Possible causes

Corrective action

» At the screen command prompt, enter the command AT
then press Enter.

An OK message sent from the modem should appear on screen.
If not, this may indicate an error or improper modem configu-
ration (for example, incorrect DIP switch settings). Refer to the
modem manufacturer documentation for details.

Cannot communicate with the router from a
terminal connected to the console port

The following are possible causes of communication problems be-
tween a VT100-compatible terminal and the router.

The console port isnot in Consol e mode.
An improper cableis being used.
Theterminal isnot VT100-compatible.

The communication settings of the VT100-compatible terminal
areincorrect.

To correct problems associated with a V T100-compatible terminal
connected to the console port:

1

Check the physical link and ensure the proper cableisbeing
used.
Check that the console port isin the Modemmode.

* From Intel Device View, use Connection Setup on the con-
sole port.

* From Advanced Setup (Local Management) main display,
selectvanagenent > Consol e Port.
Check that the communication parameters are set correctly.

See “Connecting the Console Port to a VT100-compatible
minal or PC”, p. 30 for details.

Check terminal manufacturer data that the terminal is VT100-
compatible.
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Possible causes

Corrective Action
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WAN Link Problems

CSU/DSU related errors

Thefollowing are possible causes for improper operation of alink(s)
onaCSU/DSU port.

« Thecableis not connected properly
+ TheCSU/DSU is configured incorrectly.

The following troubleshooting steps are recommended in case of
problems related to the CSU/DSU.

1 Check for any relevant messagesin the Di agnosti cs and
Syst em Log and for relevant SNMP Tr aps.
Use the Autofix feature of Intel Device View Diagnostics when
available to correct any problems.

2  Check that the cables are properly connected.

3  Veify that the CSU/DSU configuration parameters are correct
for your T1 service. Use the LEDs to help identify incorrect
configuration.

LED Color Possible cause...

CSU Status red Incorrect framing format
intermittent Incorrect line coding
orange flashes

CSU Network orange Incorrect channel speed
(CSU Status | ¢ datai .
LED is green) ncorrect datainversion

Incorrect channel selection
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Possible causes

Corrective action

Leased line link will not start up

Thefollowing are possible causesfor aleased linefailure on either of
the routers over the leased line:

The wrong cable type is being used.
The cableis not properly connected.
The PPP protocol is not used in the remote router.

Device authentication over the link using the Challenge Hand-
shake Authentication Protocol (CHAP) or the Password Authen-
tication Protocol (PAP) isincorrectly configured.

PPP protocol conflict.
The modem configuration isincorrect.

The link configuration in the remote router is incorrect.

To correct aPPP leased line failure:

1

Check for any relevant messages in the Di agnost i cs and
Syst em Log and for relevant SNMP Tr aps.

Check the cables are connected correctly.

Check you are using the correct cable type.

The connect cables available for the Express Router are listed
in Chapter 2 “Optional product parts”, p. 24.

Check the WAN protocol in the routers over the leased line is
PPP. Use Connection Setup in Intel Device View. See “Config-
uring a WAN Port (WAN, CSU/DSU, HDSL2, and Console
port)”, p. 60.

If CHAP or PAP is in use over the link, check the Local IDs, the
Remote IDs (CHAP only) and the associated passwords as nec-
essary. Use Connection Setup in Intel Device View. See “A
ing and Editing Remote Connections”, p. 61.

Check that the modem connecting the router to the Public
Network (PDN) is setup correctly. Refer to the modem manu-
facturer documentation.

2|
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Possible cause

Corrective action

Possible cause

Corrective action
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Data compression is configured but does not work
Data compression is not enabled or supported in the remote router.

To correct data compression failure:

1 Check for any relevant messagesin the Di agnosti cs and
Syst em Log and for relevant SNMP Tr aps.
2  Check the state of the data compression.

» From Intel Device View Explorer, select the link and click
theDet ai | s icon 2.

* Open theConpr essi on folder.

Abnormal X.25 SVC behavior

The dial-up parameters are different between the routers on either
side of the X.25 SVC.

To correct problems with the dial-up (switched) behavior of an X.25
SVC:

1 Check for any relevant messages inbhagnosti cs and
Syst em Log and for any relevant SNMRAT aps. Some dial-
up link problems can be fixed automatically. From Intel Device
View, click Auto Fix on the Diagnostic details screen.

2 Check that the configuration matches on both routers over the
X.25 SVC.
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TCP/IP Related Problems

IP routing will not forward data traffic

Possible causes The following are possible causes for | P routing services failure to
forward data traffic:

* |Pisnot enabled on the link.
* RIPisnot enabled on the link.

« Thewrong version of RIP is enabled on the link (RIP-1 and RIP-
2 are not compatible).

« Triggered RIP is enabled in one router but not in the other.
« A numbered link is defined on one router but not on the other.

« A static route is configured at one end of thelink, but is not con-
figured at the other end.

« Anincorrect subnet mask is configured.

« |Pfilters have been established in one or both routers which dis-
card the datatraffic or essential network servicesto route the data
traffic (for example, RIP).

Corrective action To correct | P routing services failure to forward data traffic:

1 Check for any relevant messagesin the Di agnosti cs and
Syst em Log and for relevant SNMP Tr aps.

2  Check the correct version of RIPis enabled on the link(s) and
that the | P subnet masksis correct in both routers over the WAN
link.

» From Intel Device View Explorer view, select the IP proto-
col for the link and click thﬁl icon.

» To check the routing protocol configuration, Open the
Set up folder.

3 Check if a route to the network is known in the network table,
and if the metric to the network is correct.
From Intel Device View, seledtonitoring > IP > Networks.

4 Check that no IP filters are defined which discard the data traf-

fic or essential network services to route the data traffic (for
example, RIP).
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Possible causes

Corrective action
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* From Intel Device View Explorer view, select the IP proto-

col for the link and click th'£| icon.

» To check the filters configured for the link, open the

Fi |l t er s folder.

Note A packet logging feature to captures the information
of filtered packets. IP packets matching the filter cri-
teria are recorded in the log for the router.

Equipment will not boot over a WAN link

The following are possible causes for boot failure over a WAN link:

BootP forwarding is not enabled.

The RIP metric for the route from the TFTP server to the equip-
ment istoo high.

Max BootP Request Hops in the router is exceeded.

IP filters are established in one or both routers which discard the
BootP or TFTP datatraffic or essential network services to route
the traffic (for example, RIP).

To correct boot failure over aWAN link:

1

If the Express Router is operating as a remote boot provider,
ensure that a static link to the network of the device being
booted has been established.

* From Intel Device View, selettP > St ati ¢ Rout e from
theConfi gur ati on menu and check the static route.

* From Advanced setup, seldatot ocol s >I P>Static
Rout es and check the static route.

Check ifBoot P/ DHCP Request For war di ng is enabled on
the router link via which the remote router is attempting to boot
(via the static route) in Device Setup.

From Advanced Setup, seldatot ocol s > 1 P> select | i nk
> Set up > Advanced and check iBoot P/ DHCP Request
For war di ng is enabled.
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3 Check the RIP metrics for the route involved.

From Intel Device View, select Moni toring >1 P>
Net wor ks and determine the metrics for the route. If the sum
of the RIP metrics exceeds 15, boot is not possible.

4  Check that the Max Hops Al | owed parameter is equal to or
greater than the number of hops traversed from the router to the
boot server.

In Intel Device View, select Moni t ori ng >1 P>Count ers
and open the BOOTP folder to check the Max Hops Al | owed
parameter.

5  Check that no P filters have been defined which are discarding
BootP or TFTP traffic (in both routers) or essential network ser-
vices required for routing the traffic (for example, RIP).

* From Intel Device View, select the IP protocol for the link
and click the 2| icon.

* OpentheFi | ters folder to check the filters configured
for the link.

Note A packet logging function is also available to capture
the information of filtered packets. IP packets match-
ing the filter criteria are recorded in the log for the
router.

IPX Related Problems

IPX WAN link will not initialize

Possible causes The following are possible causes for an IPX WAN link failure to ini-
tialize:
« IPX isnot enabled on the link.
« ThelPX WAN protocol isincorrectly configured. .
. I'I_'hlt(ere isan incorrect configuration of numbered/unnumbered
ink.
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Corrective action

Possible causes

Corrective action
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To correct IPX WAN initialization failure:

1 Check for any relevant messages in the Di agnosti cs and
Syst em Log and for relevant SNMP Tr aps.

2 Check that both routers use the same numbered or unnumbered
links configuration.

* From Intel Device View, select thé®X pr ot ocol for the
link in Intel Device View Explorer. Click th£| and then
click the link.

* Open theSet up folder to check if &et Number is
assigned to the link.
3 Check that the IPX WAN protocol is enabled or disabled in
both the routers over the Wan link.

From Advanced Setup, seldatot ocol s > 1 PX> select
I'i nk >Advanced and check if the IPX WAN protocol is
enabled.

IPX routing will not forward data traffic

The following are possible causes for an IPX routing services failure:

« The Frame Type configured on the LAN port does not match the
Frame Typein use on the LAN.

« SAPand RIPfilters are incorrectly defined.

To correct |PX routing services failure:

1 Check for any relevant messagesin the Di agnosti cs and
Syst em Log and for relevant SNMP Tr aps.

2 If the Novell Server ison the same LAN as the router, check
that the frame type configured for the router isthe same asis
used by the Novell server.

* From Intel Device View Explorer, select the IPX protocol
for the link and select tr@| icon.

» Open theSet up folder to check that the correct Frame
Type is configured for the link.
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3  Check RIP and SAP filters defined do not filter out essential
information to the router.

From Advanced Setup, select Pr ot ocol s > 1 PX > select
| i nk >Advanced. From this screen, access the RIP and SAP
Tx and Rx filters.

WAN Bridging Related Problems

Duplicated frames are seen on a network segment
Possible cause The Spanning Tree Algorithm is not enabled on all links.

Corrective action Check that the Spanning Tree Algorithm is enabled on all links.

For each link, select the Bri dge pr ot ocol inlintel Device View

Explorer. Select the £| and then open the Set up folder to check if
Spanning Tree is enabled on the link.

Unable to bridge IPX data traffic

Possible causes The following are possible causes for IPX datatraffic not being
bridged:

« IPX routing is not disabled—IPX routing must be completely
disabled before IPX data will be bridged. In the Express Router,
IPX routing services must be configured for a particular Ethernet
frame type (SNAP, TYPE, 802.2 or 802.3). All other IPX Ether-
net frames types will be bridged if bridging services are enabled.

« Bridging is not enabled for the router or is not configured on all
the necessary links
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Corrective action

Possible causes

Corrective action

Possible causes

298

To correct Bridging services failure to forward I1PX datatraffic:

1

Check that IPX routing is disabled.

From Intel Device View Explorer, if thel PX pr ot ocol isnot
displayed on the network protocol layer then it is not enabled
for the router or configured on the link.

Check that Bridging is enabled on all the relevant links.

From Intel Device View Explorer, if theBri dge pr ot ocol
is not displayed on the network protocol layer then it is not
enabled for the router or configured on the link.

Unable to bridge IP data traffic

The following are possible causes for | P data traffic not being
bridged:

IP routing is not disabled—IP routing must be completely dis-
abled before IP data will be bridged.

Bridging is not enabled for the router or is not configured on all
the necessary links.

To correct Bridging services not forwarding | P data traffic:

1

Check that 1P routing is disabled.

From Intel Device View Explorer, if thel P pr ot ocol isnot
displayed on the network protocol layer for the LAN link then
it is not enabled for the router.

Check that Bridging is enabled on all the relevant links.

From Intel Device View Explorer, if theBri dge pr ot ocol
is not displayed on the network protocol layer (I P pr ot ocol
and | PX prot ocol will also be displayed if configured) then
it is not enabled for the router or configured on the link.

Long delays for bridged data traffic

Long delays in bridged traffic can be caused by topology changesin
the Spanning Tree bridged network. When atopology change is tak-
ing place, at least two For war di ng Del ays must elapse before a
link can start forwarding traffic. If the Spanning Treeis unstable, fre-
quent topology changes can cause long delays. Instabilitiesin the
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Spanning Tree are often caused by links going down and also by
timouts of the messages transmitted via Spanning Tree BPDU
frames. Such BPDU timeouts can be caused by:

« Thebridge which is assigned as Root Bridge of the spanning tree
istoo far from the center of the tree.

+ TheMax Age parameter for the Root Bridge istoo low.

«  Themaximum of 7 network segment hops (defined by the Span-
ning Tree Algorithm) is exceeded.

Corrective action To correct long delays with bridging services:

1 Check for any relevant messagesin the Di agnosti cs and
Syst em Log and for any relevant SNMP Tr aps.

2 Check if any of the WAN links which are part of the Spanning
Tree are going down frequently.
Refer to the “General Problems”, p. 287, for guidance on spe-
cific WAN link problems.
Refer to “Troubleshooting Procedure”, p. 282 for a more gen-
eral approach to isolating the problem.

3 Configure a bridge that is more central to the bridged network
as the Root Bridge.

4 Increase the value of the Max Age timer in the Root Bridge of
the Spanning Tree.

5 If the 7-hop limit is exceeded, divide the bridged network into
two separate Spanning Trees. Use a Non-Spanning Tree
between the two separated Spanning Trees.
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Recovery Mode

Overview

Recovery Mode The Recovery Mode feature allows you to regain control and restore
operation of therouter in the event it fails. This can be caused by, for
example, a mismatched router configuration or corrupted firmware.
The Recovery Maode provides away to get the router up and running
again without the need to reconfigure, in most cases.

Therouter isplaced in the Recovery Mode using the recovery button
onthe back of therouter. In the Recovery Mode, you can gain control
of the router from:

« Intel Device View using the Recovery Mode Manager, or

« aVT100-compatible terminal connected to the console port of
the router.

When to use the Recovery Use the Recovery Mode in these situations:

Mode « Therouter cannot be started using the firmware and configura-
tion stored in flash memory. The firmware is crashed or cor-
rupted.

« You cannot manage the device from Intel Device View.

« You forgot the |P address of the router.
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Automatic Recovery Mode

Boot firmware location

Network boot process
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* Thedeviceison anew network and the IP addressisinvalid.

+ You cannot gain access to Local Management from the console
port.

When in Recovery Mode the router is not operational, only simple
commands can be sent to the router from the Recovery Manager of
Intel Device View or from acommand lineinterface from the console
port.

Therouter isautomatically placed in Recovery Mode when the router
does not detect avalid firmware during start-up or the firmware is
corrupted during operation.

Network Boot Process using the
Recovery Mode

The firmware and configuration of the router is stored in router’s in-
ternal flash memory (FlashPROM). The router boots from the flash
memory.

You can use a network boot server and a TFTP server to automatical-
ly load firmware and boot the router if the router can not start up using
the firmware in the flash memory. To do this, the router must be in
Recovery Mode.

This describes a network boot process.

1. When in Recovery Mode, the router sends a BootP request over
the network.

Boot Server/
Router TFTP Server

The boot request contains the router’s MAC address.

Boot Request

1681
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Recovery Mode Manager

2. If aboot server recognizes the router from the BootP request, it
sends a BootP reply to the router.

Boot Server/
Router TFTP Server
E—T—

Boot P Reply

3087

3. Therouter receives the BootP reply and initiatesa TFTP file
transfer to download the firmware and | P address from the TFTP
server to the router.

Boot Server/
Router TFTP Server
E=—T—

T —

Firmware download

1682

Using Recovery Mode
Manager in Intel Device View

The Recovery Mode Manager in Intel Device View provides an easy
way to gain control of arouter on your LAN if you know its MAC
address.

Y ou need physical access to the router to enter into the Recovery
Mode.

Note If therouter hasan invalid |P address, select Manage form
the Devi ce menu or & and enter the MAC address for the
router. The MAC addressis printed on the label next to the
LAN port on the router.
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To use the Recovery
Mode Manager

1

3
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To use Intel Device View Recovery Mode Manager to gain control
and operation of arouter:

Enter Recovery Mode:

Use a pointed tool, such as the tip of a pen or paper clip, and
press the recovery button on the back of the router.

After afew seconds, the Status LED blinks orange which indi-
cates the router isin Recovery Mode.

From the Tool s menu Intel Device View, click Recovery
Manager .

Intel Recovery Mode Manager - Start [

Recovery

“Welcome to the Recoverny Mode Manager.

Thiz enables you ta regain control of your device if pou
have forgatten the IP Address or just lost contact with it

Thiz PC must be physically connected to the device in
order to uge the Recovery Mode Manager.

»

SWARNIMG: uzing Recovery Mode may require you to
reconfigure your device.

Press Mext to continug

< Back I Hext > I Cancel Help

Click Next to continue.

When the MAC address of the router appears on the screen,
select it and click Next .

Recovery Mode Manager - MAC address

1. Make sure your device iz connected ta the LAN.

2. Press and hold the: reset button, then power-up the
device. Keep the button preszed until the status LED
flashes slowly.

3. Make a note of the devices MAL address.

[12 digits fram the label on the device]

Select the MAC addiess of pour device when it is displaped
and click Next.

MAC address ‘ Metworls
¥ 009027BABED2 192.3.20.0
WP D0AOCAD2045C 89,2060

‘ Device lype
Express 8100 Router =
Express 95710 Router £

=1 = ml

< Back I
Follow the on-screen instructions to complete the recovery.

st s | Cancel | Help |
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Recovery Mode from the
console port

To recover the router from
the console port

Using the Recovery Mode
from the Console Port

Connect a VT100 compatible terminal to the console port when the
router isin the Recovery M odeto recover operation of therouter from
a command-line interface. The Recovery Mode command-line inter-
face allows you to:

run the router firmware from its flash memory.
download firmware from a BOOTP or TFTP server.
reboot the router, similar to a power up.

display hardware and firmware information.

Follow this procedure to use Recovery M ode from the consol e port of
router to regain its control and operation.

1

3

Connect a V T100-compatible terminal to the console port and
run the terminal emulation program.

See “Connecting the Console Port to a VT100-compatible Ter-
minal or PC”, p. 30 for details.

Enter the Recovery Mode as follows:

Use a pointed tool, such as the tip of a pen, and press the recov-
ery button on the back of the router. After a few seconds, the
Status LED blinks orange which indicates the router is in
Recovery Mode.

The router is now in Recovery Mode.

You have the following options:

1. Use the Recovery Mode Manager from Intel Device view (Tools menud.

2. Press any key to enter Recovery Mode command line using the console port.

3. grzssland hold the Recovery button to reset the configuration to factory
efault.

Press any key to enter the Recovery Mode command line inter-
face. This is indicated by tlRecover y> prompt.

305



C HA P T E R 14 RecoveryMode

Recovery Mode
commands
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4 Enter the necessary commands at the screen prompt. Type Help
for alist of available commands.

These commands are available from the command prompt in the Re-
covery Mode.

QT

Exit the Recovery mode and restart the router.

BOOTP [fil enane]

Initiates a BOOTP request from the LAN interface for afirmware
download using TFTP protocol.

[filename] is optional and is the path and name of the firmware file
onthe TFTP server.

DUMP <addr >
Displays the contents of the memory from the hex address <addr>.

HELP
Displays the commands.

I NFO
Displays the router hardware including the MAC address.

RESET [ col d]

Performs areboot of the router. The cold option startsthe router asiif
it was aturned on.

RUN [ DEFPARM

Runs the firmware and configuration in the FlashPROM. Enter
DEFPARMtO set the router to the factory default configuration.

UNPROTECT

Removes protection from the Boot sector to allow for the BootPROM
loading.

Warning Thisisfor internal use and not recommended.
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To set the router to the
factory default
configuration

SETMAC <nac- addr ess>

Defines anew MAC address for the router.

Warning Thisisfor internal use and not recommended.

TFTP <fil ename> <ownl P> <tftpl P> [gw P]

Loads the router’s firmware from a specified TFTP server via the
LAN interface, where:

<filename> is the name of file containing the firmware.
<ownlP> isthe IP address of the router.

<tftpl P> is the | P address of the TFTP server.

[gwlIP] isthe IP address of intermediate gateway, if any.

Resetting to Factory Default
Configuration Using the
Recovery Button

The Recovery button allows you to reset your Express Router to the
factory default configuration. To set the router to the factory default:

Note The current router configuration islost when it isreset to

the factory default setting.
Using a pointed tool, press the recovery button on the back of
the Express Router.
After afew seconds, the Status LED will blink orange. The
router is now in Recovery Mode.
Press and hold the Recovery button again until the LEDs begin
to blink in sequence.

When the Status LED blinks green, the router is set to the fac-
tory default configuration. .
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Limited Hardware
Warranty

Intel warrants to the original owner that the hardware product delivered in this package will be free from defects in material and
workmanship for one (1) year following the latter of: (i) the date of purchase only if you register by returning the registration card
asindicated thereon with proof of purchase; or (ii) the date of manufacture; or (iii) the registration date if by electronic means pro-
vided such registration occurs within 30 days from purchase. This warranty does not cover the product if it is damaged in the pro-
cess of being installed. Intel recommends that you have the company from whom you purchased this product install the product.

INTEL RESERVES THE RIGHT TO FILL YOUR ORDER WITH A PRODUCT CONTAINING NEW OR REMANUFAC-
TURED COMPONENTS. THE ABOVE WARRANTY ISIN LIEU OF ANY OTHER WARRANTY, WHETHER EXPRESS,
IMPLIED OR STATUTORY, INCLUDING, BUT NOT LIMITED TO, ANY WARRANTY OF MERCHANTABILITY, FIT-
NESSFOR A PARTICULAR PURPOSE, ORANY WARRANTY ARISING OUT OF ANY PROPOSAL, SPECIFICATION OR
SAMPLE.

Thiswarranty does not cover replacement of products damaged by abuse, accident, misuse, neglect, ateration, repair, disaster, im-

proper installation or improper testing. If the product is found to be otherwise defective, Intel, at its option, will replace or repair

the product at no charge except as set forth below, provided that you deliver the product along with a return material authorization

(RMA) number either to the company from whom you purchased it or to Intel (North Americaonly). If you ship the product, you

must assume the risk of damage or loss in transit. You must use the original container (or the equivalent) and pay the shipping

charge. Intel may replace or repair the product with either new or remanufactured product or parts, and the returned product be-

comes Intel's property. Intel warrants the repaired or replaced product to be free from defects in material and workmanship for
period of the greater of: (i) ninety (90) days from the return shipping date; or (ii) the period of time remaining omidleoorgi

(1) year warranty.

This warranty gives you specific legal rights and you may have other rights which vary from state to state. All parts ent®mpon
contained in this product are covered by Intel's limited warranty for this product; the product may contain fully tested] recyc
parts, warranted as if new. For warranty information call one of the numbers below.

Returning a Defective Product (RMA)

Before returning any product, contact an Intel Customer Support Group and obtain an RMA number by calling:

North America only: 1-916-377-7000
Europe Only: See RMA information under “Limited Hardware Warranty (Europe Only)”
Other locations: Return the product to the place of purchase for a refund or replacement.

If the Customer Support Group verifies that the product is defective, they will have the Return Material Authorization Biep|
issue you an RMA number to place on the outer package of the product. Intel cannot accept any product without an RM
on the package.
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LIMITATION OF LIABILITY AND REMEDIES

INTEL SHALL HAVE NO LIABILITY FOR ANY INDIRECT OR SPECULATIVE DAMAGES (INCLUDING, WITHOUT
LIMITING THE FOREGOING, CONSEQUENTIAL, INCIDENTAL AND SPECIAL DAMAGES) ARISING FROM THE USE
OF OR INABILITY TOUSE THIS PRODUCT, WHETHER ARISING OUT OF CONTRACT, NEGLIGENCE, TORT, OR UN-
DER ANY WARRANTY, IRRESPECTIVE OF WHETHER INTEL HAS ADVANCE NOTICE OF THE POSSIBILITY OF
ANY SUCH DAMAGES, INCLUDING, BUT NOT LIMITED TO LOSS OF USE, BUSINESS INTERRUPTIONS, AND LOSS
OF PROFITS, NOTWITHSTANDING THE FOREGOING, INTEL'S TOTAL LIABILITY FOR ALL CLAIMS UNDER THIS
AGREEMENT SHALL NOT EXCEED THE PRICE PAID FOR THE PRODUCT. THESE LIMITATIONS ON POTENTIAL
LIABILITIES WERE AN ESSENTIAL ELEMENT IN SETTING THE PRODUCT PRICE. INTEL NEITHER ASSUMES NOR
AUTHORIZES ANYONE TO ASSUME FOR IT ANY OTHER LIABILITIES.

Some states do not allow the exclusion or limitation of incidental or consequential damages, so the above limitatioriers exclus
may not apply to you.

Software provided with the hardware product is not covered under the hardware warranty described above. See the applicable soft
ware license agreement which shipped with the hardware product for details on any software warranty.

Limited Hardware Warranty (Europe only)

Intel Corporation (UK) Ltd. for customers within the UK and Intel International Ltd. (Intel Corporation (UK) Ltd. and Iatel Int
national Ltd. hereinafter referred to collectively as “Intel”) for customers within Europe outside of the UK warrantsigrtake or
owner that the hardware product delivered in this package will be free from defects in material and workmanship for ene (1) yea
following the latter of: (i) the date of purchase only if you register by returning the registration card as indicateavitrepzoaf

of purchase; or (ii) the date of manufacture; or (iii) the registration date if by electronic means provided such regéstuasion

within 30 days from purchase. This warranty does not cover the product if it is damaged in the process of being indtalled. Inte
recommends that you have the company from whom you purchased this product install the product.

INTEL RESERVES THE RIGHT TO FILL YOUR ORDER WITH A PRODUCT CONTAINING NEW OR REMANUFAC-
TURED COMPONENTS. THE ABOVE WARRANTY IS IN LIEU OF ANY OTHER WARRANTY, WHETHER EXPRESS,
IMPLIED OR STATUTORY, INCLUDING, BUT NOT LIMITED TO, ANY WARRANTY OF SATISFACTORY QUALITY,
FITNESS FOR A PARTICULAR PURPOSE, OR ANY WARRANTY ARISING OUT OF ANY PROPOSAL, SPECIFICATION
OR SAMPLE.

This warranty does not cover replacement of products damaged by abuse, accident, misuse, neglect, alteration, repair, disaster,
proper installation or improper testing. If the product is found to be otherwise defective, Intel, at its option, willorefgpeg

the product at no charge except as set forth below, provided that you deliver the product along with a return materaicauthoriz
(RMA) number either to the company from whom you purchased it or to Intel. If you ship the product, you must assume the risk
of damage or loss in transit. You must use the original container (or the equivalent) and pay the shipping charge. Ipl@tenay re

or repair the product with either new or remanufactured product or parts, and the returned product becomes Intel’s febperty. In
warrants the repaired or replaced product to be free from defects in material and workmanship for a period of the dyeater of: (
ninety (90) days from the return shipping date; or (ii) the period of time remaining on the original one (1) year warranty.

This warranty gives you specific legal rights and you may have other rights which vary from state to state. All parts ent®mpon
contained in this product are covered by Intel's limited warranty for this product; the product may contain fully teste] recyc
parts, warranted as if new.

Returning a Defective Product (RMA)
Before returning any product, contact an Intel Customer Support Group and obtain an RMA number by calling one of the following
numbers for the applicable language in which you require support:

France +33(0) 141918529
Germany +49 (0) 69 9509 6099
Italy +39 (0) 2 696 33276
United Kingdom (+44) (0) 870 607 2439

If the Customer Support Group verifies that the product is defective, they will have the Return Material Authorization Bepartme
issue you an RMA number to place on the outer package of the product. Intel cannot accept any product without an RMA number
on the package.
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LIMITATION OF LIABILITY AND REMEDIES

INTEL SHALL HAVE NO LIABILITY FOR ANY INDIRECT OR SPECULATIVE DAMAGES (INCLUDING, WITHOUT
LIMITING THE FOREGOING, CONSEQUENTIAL, INCIDENTAL AND SPECIAL DAMAGES) ARISING FROM THE USE
OF OR INABILITY TOUSE THISPRODUCT, WHETHER ARISING OUT OF CONTRACT, NEGLIGENCE, TORT, OR UN-
DER ANY WARRANTY, IRRESPECTIVE OF WHETHER INTEL HAS ADVANCE NOTICE OF THE POSSIBILITY OF
ANY SUCH DAMAGES, INCLUDING, BUT NOT LIMITED TO LOSS OF USE, BUSINESS INTERRUPTIONS, AND LOSS
OF PROFITS, NOTWITHSTANDING THE FOREGOING, INTEL'S TOTAL LIABILITY FOR ALL CLAIMS UNDER THIS
AGREEMENT SHALL NOT EXCEED THE PRICE PAID FOR THE PRODUCT. THESE LIMITATIONS ON POTENTIAL
LIABILITIES WERE AN ESSENTIAL ELEMENT IN SETTING THE PRODUCT PRICE. INTEL NEITHER ASSUMES NOR
AUTHORIZES ANYONE TO ASSUME FOR IT ANY OTHER LIABILITIES.

Some states do not allow the exclusion or limitation of incidental or consequential damages, so the above limitatioriers exclus
may not apply to you.

Software provided with the hardware product is not covered under the hardware warranty described above. See the applicable sc
ware license agreement which shipped with the hardware product for details on any software warranty.

This Agreement shall be governed by the laws of England and the courts of England shall have exclusive jurisdictionutany disp
arising hereunder.
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Federal Communications Commission (FCC) Statement

This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to Part 15 of the FCC
Rules. These limits are designed to provide reasonable protection against harmful interference when the equipment is operated in
acommercial environment. This equipment generates, uses, and can radiate radio frequency energy and, if not installed and used
in accordance with the instruction manual, may cause harmful interference to radio communications. Operation of this equipment
inaresidentia areaislikely to cause harmful interference in which case the user will be required to correct the interference at his
own expense.

The user is cautioned that changes and modifications made to the equipment without approval of the manufacturer could void the
user’s authority to operate this equipment.

Manufacturer Declaration

Intel declares that thExpre$ Router complies with the EU Directive 89/336/EEC, using the EMC standards EN55022 and
EN55024. These products also meet EU Directives 73/23/EEC and 93/68/ and are certified by DEMKO to be compliant with
EN60950/A1/A2/A3/A4 and by UL to be compliant with UL 1950. These products have been tested and verified to meet CISPR
22 Class A requirements and FCC Part 15 Class A.

WARNING

This is a Class A product. In a domestic environment this product may cause radio interference in which case the user may be re
quired to take adequate measW¥ARNING

LEEFERE
BRI ENER . EREIIRERERR
FREESmATIETE . ESEENHT  HREE
AR R LR B R -

The system is designed to operate in a typical office environment. Choose a site that is:
* Clean and free of airborne particles (other than normal room dust).

* WEell ventilated and away from sources of heat including direct sunlight.

*  Away from sources of vibration or physical shock.

* |solated from strong electromagnetic fields produced by electrical devices.

* Inregionsthat are susceptible to electrica storms, we recommend you plug your system into a surge suppressor and discon-
nect telecommunication lines to your modem during an electrical storm.

*  Provided with a properly grounded wall outlet.
Do not attempt to modify or use the supplied AC power cord if it is not the exact type required.

Ensure that the system is disconnected from its power source and from all telecommunications links, networks, or modems lines
whenever the chassis cover is to be removed. Do not operate the system with the cover removed.

AVERTISSEMENT

Le systéme a été congu pour fonctionner dans un cadre de travail normal. L’emplacement choisi doit tre:
*  Propre et dépourvu de poussiére en suspension (sauf la poussiére normale).

* Bienaére et loin des sources de chaleur, y compris du soleil direct.
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* Alabri des chocs et des sources de ibrations.
* |solé de forts champs magnétiques géenérés par des appareils électriques.

* Danslesrégions sujettes aux orages magnétiques il est recomandé de brancher votre systéeme a un supresseur de surtensiol
de débrancher toutes les lignes de télécommunications de votre modem durant un orage.

*  Muni d’'une prise murale correctement mise a la terre.
Ne pas utiliser ni modifier le cable d’alimentation C. A. fourni, s'il ne correspond pas exactement au type requis.

Assurez vous que le systéme soit débranché de son alimentation ainsi que de toutes les liaisons de télécomunication, des rése
et des lignes de modem avant d’enlever le capot. Ne pas utiliser le systeme quand le capot est enlevé.

WARNUNG

* Das System wurde fiir den Betrieb in einer normalen Biroumgebung entwickelt. Der entwickelt. Der Standort sollte:
*  sauber und staubfrei sein (Hausstaub ausgenommen);

* gut geliftet und keinen Heizquellen ausgesetzt sein (einschlie?lich direkter Sonneneinstrahlung);

* keinen Erschitterungen ausgesetzt sein;

* keine starken, von elektrischen Geraten erzeugten elektromagnetischen Felder aufweisen;

* in Regionen, in denen elektrische Stiirme auftreten, mit einem Uberspannungsschutzgerat verbunden sein; wahrend eines e
ktrischen Sturms sollte keine Verbindung der Telekommunikationsleitungen mit dem Modem bestehen;

* mit einer geerdeten Wechselstromsteckdose ausgeriistet sein.

Versuchen Sie nicht, das mitgelieferte Netzkabel zu &ndern oder zu verwenden, wenn es sich nicht um genau den erforderlich
Typ handelt.

Das System darf weder an eine Stromquelle angeschlossen sein noch eine Verbindung mit einer Telekommunikationseinrichtur
einem Netzwerk oder einer Modem-Leitung haben, wenn die Gehduseabdeckung entfernt wird. Nehmen Sie das System nicht ok
die Abdeckung in Betrieb.

AVVERTENZA

Il sistema € progettato per funzionare in un ambiente di lavoro tipico. Scegliere una postazione che sia:
*Pulita e libera da particelle in sospensione (a parte la normale polvere presente nell'ambiente).

* Benventilataelontanada fonti di calore, compresalaluce solare diretta.

* Al riparodaurti elontanadafonti divibrazione.

* Isolatadai forti campi magnetici prodotti da dispositivi elettrici.

* In aree soggette a temporali, & consigliabile collegare il sistema ad un limitatore di corrente. In caso di temporale scollega
le linee di comunicazione dal modem.

* Dotatadi una presaamuro correttamente installata.

Non modificare o utilizzareil cavo di alimentazionein c. a. fornito dal produttore, se non corrisponde esattamenteal tipo richiesto.

Prima di rimuovere il coperchio del telaio, assicurarsi che il sistema sia scollegato dall’alimentazione, da tutti i célldgamen
comunicazione, reti o linee di modem. Non avviare il sistema senza aver prima messo a posto il coperchio.

ADVERTENCIAS

El sistema esta disefiado para funcionar en un entorno de trabajo normal. Escoja un lugar:
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* Limpio y libre de particulas en suspension (salvo el polvo normal)

* Bienventilado y alejado de fuentes de calor, incluidalaluz solar directa.

* Alejado de fuentes de vibracion.

* Aislado de campos electromagnéticos fuertes producidos por dispositivos eléctricos.

* En regiones con frecuentes tormentas eléctricas, se recomienda conectar su sistema a un eliminador de sobrevoltage y
desconectar el médem de las lineas de telecomunicacion durante las tormentas.

* Previsto de unatomade tierra correctamente instalada.
No intente modificar ni usar el cable de alimentacién de corriente alterna, si no se corresponde exactamente con abpo requer

Asegurese de que cada vez que se quite la cubierta del chasis, el sistema haya sido desconectado de la red de alimentacién y de
todos lo enlaces de telecomunicaciones, de red y de lineas de médem. No ponga en funcionamiento el sistema mientras la cubierta
esté quitada.

314



A PPENDIXA Limited Hardware Warranty

Network Software License Agreement

BY USING THIS SOFTWARE, YOU ARE AGREEING TO BE BOUND BY THE TERMS OF THIS
AGREEMENT. DO NOT USE THIS SOFTWARE UNTIL YOU HAVE CAREFULLY READ AND
AGREED TO THE FOLLOWING TERMS AND CONDITIONS. IF YOU DO NOT AGREE TO THE
TERMS OF THISAGREEMENT, PROMPTLY RETURN THE SOFTWARE PACKAGE AND ANY
ACCOMPANYING ITEMS.

License: Intel Corporation (“Intel”) grants you the non-exclusive right to use the enclosed software pro-
gram (the “Software”). You will not use, copy, modify, rent, sell or transfer the Software or any portion
thereof except as provided in this Agreement.

You may:

1. Install/use the Software in a single computer or on a single local area network (“LAN”") server;

2. Copy the Software solely for backup or archival purposes, including copying the Software into
memory.

RESTRICTIONS

You Will Not:

1. Sublicense the Software;

2. Reverse engineer, decompile or disassemble the Software;

3. Copy the Software, in whole or in part, except as provided in this Agreement.

TRANSFER: You may transfer the Software to another party if the receiving party agrees to the terms
of this Agreement and you retain no copies of the Software and accompanying documentation. Transf
of the Software terminates your right to use the Software.

OWNERSHIP AND COPYRIGHT OF SOFTWARE: Title to the Software and all copies thereof re-
main with Intel or its vendors. The Software is copyrighted and is protected by United States and inter
national copyright laws. You will not remove the copyright notice from the Software. You agree to
prevent any unauthorized copying of the Software.

DUAL MEDIA SOFTWARE: If the Software package contains multiple media, you may only use the
disks appropriate for your single-user computer or LAN.

WARRANTY: The Software is provided “AS IS.” Intel warrants that the media on which the Software

is furnished will be free from defects in material and workmanship for a period of one (1) year from the
date of purchase. Upon return of such defective media, Intel’s entire liability and your exclusive remedy
shall be the replacement of the Software.
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THE ABOVE WARRANTY ISIN LIEU OF ANY OTHER WARRANTY, EXPRESS, IMPLIED
OR STATUTORY, INCLUDING WITHOUT LIMITATION, ANY WARRANTY OF MER-
CHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, NON-INFRINGEMENT OF
ANY INTELLECTUAL PROPERTY, OR ANY WARRANTY ARISING OUT OF ANY PRO-
POSAL, SPECIFICATION OR SAMPLE.

LIMITATION OF LIABILITY: NEITHER INTEL NOR ITSVENDORS SHALL BE LIABLE
FOR ANY LOSSOF PROFITS, LOSSOF USE, LOSSOF DATA, INTERRUPTIONS OF BUSI-
NESS, INFRINGEMENT OF INTELLECTUAL PROPERTY RIGHTS, NOR FOR INDIRECT,
SPECIAL, INCIDENTAL, OR CONSEQUENTIAL DAMAGES OF ANY KIND WHETHER
UNDER THISAGREEMENT OR OTHERWISE, EVEN IF ADVISED OF THE POSSIBILITY
OF SUCH DAMAGES.

AUDIT: Intel reservestheright to have audits conducted to verify your compliance with this Agreement.

TERMINATION OF THISLICENSE: Intel may terminatethislicense at any timeif you arein breach
of any of itsterms and conditions. Upon termination, you will immediately destroy the Software or return
all copies of the Software and documentation to Intel.

U.S. GOVERNMENT RESTRICTED RIGHTS: The Software and documentation were devel oped at

private expense and are provided with “RESTRICTED RIGHTS". Use, duplication or disclosure by the
Government is subject to restrictions as set forth in FAR 52.227-14 and DFAR 252.227-7018et seq.
its successor.

EXPORT LAWS: You agree that the distribution and export/re-export of the Software is in compliance
with the laws, regulations, orders or other restrictions of the U.S. Export Administration Regulations.

APPLICABLE LAW: Any claim arising under or relating to this Agreement shall be governed by the
internal substantive laws of the State of Delaware or federal courts located in Delaware, without regard
to principles of conflict of laws. Each party hereby agrees to jurisdiction and venue in the courts located
in the State of Delaware for all disputes and litigation arising under or relating to this Agreement. This
provision is meant to comply with 6 Del. C. Section 2708(a).
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Physical specifications

Power requirements

Technical

Specifications

General Specifications

The physical specifications for the Express Router are as follows:

Dimensions
(hxw xd)

2.4 %X 95 %X 9.8 inches
(60 x 24 X 25 cm)

Weight (approximate)

21b. 10 0z. (1.2 kg)

Recommended clearance

1.5 inches (40 mm) sides,
4 inches (100 mm) rear

The power regquirements for the Express Router are as follows:

Nominal power supply voltages

100 — 250 V AC (£10%)
50 — 60 Hz Class |

Current consumption

0.3AAC

Power consumption

14 W

Mains connection

External Power Supply Unit
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Environmental The environmental specifications and considerations for the Express
Router are:
Temperature Operating: +41 — 104°°F (+5 — +40°C)
Storage=13 —158°F (-2° —+70°C)
Humidity 5 — 95% non-condensing
Altitude Up to 10000 feet (3480 m)
Approvals The router complies with these approval requirements:
Safety UL 1950
CSA-C22.2 No. 950
IEC 950
EN 60950
Telecommunications CTR 1
CTR 2
FCC part 68
IC CS-03
Emission 47 CFR part 15 Class A

EN 55022 Class A
CISPR 22 Class A
CNS 13438 Class A

Susceptibility EN 55024
CISPR24
EN 50082-1
CE Mark Yes

Hardware Specifications

CPU The Express Router is equipped with the following RISC processors:
Product Code Processor
ER8210, ER8220, ER930, Intel iI960RJT processor 100
ER9535 MHz
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Technical Specifications

DRAM and flash memory

LED indicators

10/100 Mbps LAN ports

10 Mbps LAN ports

The Express Router is equipped with the following: !
Product Code DRAM Flash memory

ER8210, ER8220 16 MB 8 MB

ER9530, ER9535 32 MB 16 MB

The functions of the LED indicators on the front of the Express Rout-
er are described in “LED Descriptions”, p. 5.

LAN Ports

The 10/100Mbps LAN port supports a 10Base-T or 100Base-T con-
nection for transmission speeds of up to 10 Mbps or 100Mbps respec-
tively.

The LAN port is an RJ-45 socket to attach Unshielded Twisted Pair
(UTP) as a medium for Local Area Networks (LANs) conforming to
IEEE 802.3. Other Ethernet types must use an external adapter.

The 10 Mbps LAN port supports a 10Base-T connection for transmis-
sion speeds of up to 10 Mbps.

The LAN port is an RJ-45 socket to attach Unshielded Twisted Pair
(UTP) as a medium for Local Area Networks (LANs) conforming to
IEEE 802.3. Other Ethernet types must use an external adapter.
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Technical Specifications

WAN ports

Connector type and pin
designation

320

WAN Ports and Interface Cables

WAN ports on the Express Router terminate with a50-pin SCSI type
(female) connector to support the following interfaces by using the
appropriate adapter cable:

Interface Cable Associated Standards

V.24 ER0001CB V.24 defined by CCITT standard
V.28, V.24 SO 2110.

V.35 ER0002CB V.35 defined by CCITT standard
V.28, V.35, SO 2593.

V.36 ERO003CB V.36 defined by CCITT standard

V.10, V.11, V.36, | SO 4902.

X.2U/V.11  ERO004CB  X.21/V.11 defined by CCITT stan-
dard V.11, X.21, SO 4903.

V.24 Interface and Cable

The EROO01CB V.24 WAN connect cable isterminated with amale
50-pin SCSI type connector on the router end and a male 25-pin D-
sub connector (1S0O2110) providing the V.24 interface. The pin des-
ignations are:

Router CCITT
end Signal V.24 Directionl Ref.
1 SHIELD 1 - 101
GND (signal ground) 7 - 102
21 TxD (transmit data) 2 output 103
36 RxD (receive data) 3 input 104
18 RTS (reguest to send) 4 output 105
39 CTS (clear to send) 5 input 106
38 DSR (data set ready) 6 input 107

17 DTR (dataterminal ready) 20 output 108

40 DCD (datacarrier detect) 8 input 109
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Router CCITT !

end Signal V.24 Directionl Ref.
35 TXC (transmit clock) 15 input 114
37 RxC (receive clock) 17 input 115
14 Cl  (cal indicator) 22 input 125
19 RL (remoteloop) 21 output 140
20 LL (local loop) 18 output 141
15 Tl (testindicator) 25 input 142
16 — — —
750 (shorted) — — —
24 — — —
27 (shorted) — — —
31 — — —
5 J— - J—
26 (shorted) — — —
30 — — —

1 Direction is given with respect to the router

CCITT classification The V.24 WAN connector is classified as DTE according to the
CCITT recommendation, and uses synchronous full-duplex commu-
nication.

Transmission speed of a A WAN port configured as V.24 provides data transmission rates of

V.24 connection up to 128 kbps.

Intended use The V.24 interfaceisintended for use with awide-band (high-speed)
modem.
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V.35 Interface and Cable

Connector type and pin The ER0O002CB V.35 WAN connect cableisterminated with amale

designations 50-pin SCSI type connector on the router end and male 34-pin Win-
chester connector (1SO2593) providing the V.35 interface. The pin
designations are:

Router CCITT
end Signal V.35 Directionl Ref.
1 SHIELD A - 101
GND B - 102
49 TxDA P output 103
43 TxDB S output
3 RxDA R input 104
2 RxDB T input
18 RTS C output 105
39 CTS D input 106
38 DSR E input 107
17 DTR H output 108
40 DCD F input 109
11 TxCA Y input 114
10 TxCB AA  input
7 RxCA \% input 115
6 RxCB X input
14 Cl J input 125
19 SHIELD N output 140
20 LL L output 141
15 TI NN  input 142
16 — — —
750 (shorted) — — —
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Router CCITT !

end Signal V.35 Directionl Ref.

26 — — —
—— (shorted)

50 — — —

24 — — —
— (shorted)

27 — — —

1 Direction is given with respect to the router

CCITT classification TheV.35WAN portisclassified asDTE accordingtothe CCITT rec-
ommendation, and uses synchronous full-duplex communication.

Transmission speed of a A WAN port configured as V.35 provides data transmission of up to

V.35 connection 2 Mbps.

Intended use A V.35 interface isintended for use with awide-band (high-speed)
modem.

V.36 Interface and Cable

Connector type and pin The EROO03CB V.36 WAN connect cable terminates with male 50-
designations pin SCSI type connector on the router end and a male 37-pin D-sub
connector (1S04902) to provide the V.36 interface. The pin designa-
tions are:
Router CCITT
end Signal V.36 Directionl Ref.
1 SHIELD 1 — 101
GND 19 — 102
44 TxDA 4 output 103
43 TxDB 22 output
RxDA 6 input 104
RxDB 24 input 104
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Router CCITT

end Signal V.36 Directionl Ref.

46 RTSA 7 output 105

45 RTSB 25 output

29 CTSA 9 input 106

28 CTSB 27 input

27 DSRA 11 input 107

26 DSRB 29 input

42 DTRA 12 output 108

41 DTRB 30  output

31 DCDA 13 input 109

30 DCDB 31 input

11 TxCA 5 input 114

10 TxCB 23 input

7 RxCA 8 input 115

6 RxCB 26 input

33 Cl 15 input 125

47 RL 14 output 140

50 GND 37 — 102a

25 LL 10 output 141

32 TI 18 input 142

34 GND 20 — 102b

24 — — —
T (shorted) — — —

1 Direction is given with respect to the router

CCITT classification TheV.36 WAN portisclassified asDTE according to the CCITT rec-
ommendation, and uses synchronous full-duplex communication.
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Technical Specifications

Transmission speed of a
V.36 connection

Intended use

X.21/V.11 cable
connectors and pin
designations

CCITT classification

A WAN port configured as V.36 provides data transmission of up to
2 Mbps.

A V.36 interface isintended for use with awide-band (high-speed)
modem.

X.21/V.11 Interface and Cable

The ER0004CB X.21/V.11 WAN connect cableisterminated with a
male 50-pin SCSI type connector on the router end and amale 15-pin
D-sub connector (ISO 4903) providing the X.21/V .11 interface. The
pin designations are:

Router X.21/
end Signal Vil Direction?
1 SHIELD 1 -
44 TA  (transmit data: wire A) 2 output
46 CA  (control: wire A) 3 output
3 RA (receive data: wire A) 4 input
31 IA  (indication: wire A) 5 input
7 SA (signa eement timing: wire A) 6 input
1 GND (signa ground) 8 -
43 TB (transmit data: wire B) 9 output
45 CB (control: wire B) 10 output
2 RB (receive data: wire B) 1 input
30 IB  (indication: wire B) 12 input
6 SB  (signa element timing: wireB) 13 input
24 — —
739 (shorted) — —

1 Direction is given with respect to the router

The X.21/V.11 WAN connector isclassified as DTE according to the
CCITT recommendation, and uses synchronous full-duplex commu-
nication.
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Technical Specifications

Transmission speed of
X.21/V.11 connection

Intended use

CSU/DSU port

CSU/DSU Cables and pin
designations
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The X.21/V.11 WAN port can only be used for leased line connec-
tions, which provide data transmission rates of up to 2 Mbps.

An X.21/V.11 interface is intended for use with awide-band (high-
speed) modem.

CSU/DSU Ports and Cables

A CSU/DSU port on an Express Router supports direct connection to
aT1 interface providing transmissions speeds of up to 1.544 Mbps.
The CSU/DSU port terminates with a 15-pin D-sub male connector.

The Express Router that has CSU/DSU port is supplied withaDB15-
t0-RM8C cable and aDB15-t0-RJ48C adapter for connectiontoaT1
line. A DB15-to-DB15 T1 interface cable (product code ERO005CB)
isalso available for purchase. CSU/DSU cables are green in color.

DB15 to RJ48C Cable
Therouter end of the cableisterminated with a 15-pin D-sub female

connector. The T1 end of the cableis terminated with an RJ48C con-
nector. The pin designations are as follows.

Router end (DB15) Signal T1 (RJ48C) Directionl
3 R1 1 Input

11 T1 2 Input

1 R 4 Output

9 T 5 Output
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Console Port

DB15 to RJ48C Adapter

The router end of the adapter is terminated with a 15-pin D-sub fe-
male connector.The T1 end of the adapter has an RJ48C socket. The
pin designations are as follows.

Router end (DB15) Signal T1 (RJ48C) Directionl
3 R1 1 Input

11 T1 2 Input

1 R 4 Output

9 T 5 Output

DB15 to DB15 T1 Cable (ERO005CB)

The router end of the cable isterminated with a 15-pin D-sub female
connector. The T1 end of the cableisterminated with a 15-pin D-sub
male connector. The pin designations are as follows.

Router end Signal T1 (DB15) Directionl
3 R1 3 Input

11 T1 11 Input

1 R 1 Output

9 T 9 Output

2 GND 2 —

4 GND 4 —

1 Direction is given with respect to the router

Console Port and Supported Modems

The console port on the router isa DB9 male connector for asynchro-
nous serial RS-232 communication. The console port can be config-
ured for communication with aVV T100-compatible terminal or for
PPP via an asynchronous modem.
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Terminal communication When configured for terminal communication, the console port oper-
parameters ates on the following parameters:
* baud rate 9.6 kbps
e 8-bit data
e NO parity
« 1 start bit
« 1 stop hit
Console port terminal Theterminal cable suppled with the router is terminated with aDB9
cable and pin female connector on each end. The pin assignments are;
designations
DB9 female Signal DB9 female Directionl
1 DCD (datacarrier detect) 4 input
6 DSR (data set ready)
2 RX (receive data) 3 input
3 TX (transmit data) 2 output
4 DTR (dataterminal ready) 1 output
6 output
5 GND (signal ground) 5 —
7 RTS (request to send) 8 output
8 CTS (clear to send) 7 input
Shield CRI — —

1 Direction is given with respect to the router
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Supported Modems

The asynchronous modems supported for PPP dial-up connections
viathe console port are listed below, along with the initialization
strings required for their proper operation.

3Com (USRobotics) Courier V.Everything8 Corporate Modem

init. stringl | ATZ

initstring2 | AT& FOX4EO0V 1S0=0& D2& 10& K0& R2& B1

init. string2 | AT& FOX4EQV 1S0=0& D2& 10& KO& R2& B1& N8
(slow) &H1

AT command | &FO - Factory default template

description X4 - Result code set X4

EO - Command mode echo off

V1 - Return code in verbal mode

S0=0 - Disable auto answer

&D2 - Normal DTR operations

& CO - Carrier Detect operations. CD always on.
&10 - Disables XON/XOFF flow control

&KO - Data compression disabled

& R2 - Hardware flow control enabled

&B1 - Fixed serial speed (router UART speed)
& N8 - Sets speed to 14.4 Kbps

&H1 - Hardware flow control
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3Com (USRobotics) Sportster Flash§

init. stringl | ATZ3

init. string2 | AT& FOX4EQV 1S0=0& D2& 10& K0& R2& B1L 0&
H1

init. string2 | AT& FX4E0V 1S0=0& D2&10& K0& R2& B1L 0& H

(slow) 1&N8&H1

AT command | &F - Factory default template

description X4 - Result code set X4

EO - Command mode echo off

V1 - Return code in verbal mode

S0=0 - Disable auto answer

&D2 - Normal DTR operations

& 10 - Disables XON/XOFF flow control
& KO - Data compression disabled

& R2 - Hardware flow control enabled
&B1 - Fixed seria speed (router UART speed)
LO - Low speaker volume

& N8 - Sets speed to 14.4 Kbps

&H1 - Hardware flow control

GVC 56k Speakerphone8 (SF-1156V/R21)(

init. stringl | ATZ0

init. string 2 | ATX4EQV 1S0=0& D2& K3%CO0

init. string2 | ATX4EQV 1S0=0& D2& K 3%C0+M S=10,1,300,
(slow) 144

AT command | &FO - Factory default template settings
description X4 - Response, dial tone, busy signal detection

EO - Echo off

V1 - Word responses

S0=0 - Disable auto answer

& D2 - Modem hags up, returns to Command mode
after DTR toggle

&K3 - Enables RTS/CTS hardware flow control

%CO0 - Disable MNP Class 5 and V.42bis data
compression

+MS=10,1,300,144 - Sets speed to 14.4 Kbps
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Number of connections
supported

The listed models have been tested for use with the Express Router.
Other modems can be used, however their compatibility cannot be
guaranteed. Refer to your modem documentation for details.

Note The AT commands must be configured in order for the
modem to operate properly. If you are configuring a non-
supported modem, it is recommended that you use the
modems above as examples.

Supported Connections

Use this table to determine the number of connections supported in
the router based on connection types used.

Maximum connections per type Maximum
PPP Frame PPP connections
Router |leased line | Relay | X.25 | modem | Tunnel in router
8210 1 60 60 60 10 60
8220 1 60 60 60 10 60
9530 2 59 59 59 10 59
9535 2 59 59 59 10 59

Connections can be added until thelimit is reached for either the con-
nection type or the maximum number of connectionsin the router.

Example:

An Express 8210 Router with 10 tunnel connections can have up to
50 Frame Relay connections: 60 -10 = 50.
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Network and Bridging
Protocols

The following RFCs are supported by the Express Router:

RFC Description

768  User Datagram Protocol (UDP)

783  Trivial File Transfer Protocol (TFTP) revision 2

791  Internet Protocol (1P)

792  Internet Control Message Protocol (ICMP)

793  Transmission Control Protocol (TCP)

826  Ethernet Address Resolution Protocol (ARP)

877  Transmission of 1P Datagrams Over Public Data Networks

919 Broadcasting Internet Datagrams

922  Broadcasting Internet Datagrams in the Presence of Sub-
nets

950 Internet Standard Subnetting Procedure

951  Bootstrap Protocol

1027 Using ARP to Implement Transparent Subnet Gateways

1058 Routing Information Protocol (RIP)

1075 Distance Vector Multicast Routing Protocol (DCM RP)

1112 Internet Gateway Multicast Protocol (IGMP)

1155 Simple Network Management Protocol (SNMP)

1166 Internet Numbers

1212 Concise MIB Definitions

1213 Management Information Base for Network Management
of TCP/IP-Based Internets: MIB 11

1256 Internet Control Message Protocol (ICMP) Router Discov-
ery Messages
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RFC Description !

1315 Management Information Base (MIB) for Frame Relay
Data Terminal Equipment (DTE), 1992

1356 Multiprotocol Interconnect on X.25

1490 Multiprotocol Interconnect over Frame Relay Data Termi-
nal Equipment (DTE), 1993

1493 Definition of Managed Objects for Bridges
1631 Network Address Trandlation (NAT)

1700 Assigned Numbers

1723 Routing Information Protocol (RIP) Version 2

1812 Requirements for IP Version 4 Routers — regarding sub-
netting

2091 Triggered RIP
2205 ReSerVation Protocol (RSVP)

2206 Management Information Base (MIB) for ReSerVation
Protocol (RSVP)

2236 Internet Group Management Protocol, version 2.0

IP Multicast routing The Express Router supports |P Multicast routing using MROUT-D
version 3.8 which consists of the following protocols:

« Distance Vector Multicast Routing Protocol (DVMRP) version 3
* Internet Group Multicast Protocol (IGMP) version 2

Novell specifications IPX Router Specification, Novell part No. 107-000029-001.

Novell NetWare Link Services Protocol Specification Rev 1.0, Nov-
ell part No. 100-001708-002.

Bridging |[EEE/ANSI Standard 802.1D, and IEEE/ANS] 820.1G:
Spanning Tree Bridging
SO 10038: MAC Bridges.
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WAN Protocols

Leased line The Express Router supports leased line connections using the PPP
protocol. Leased line connection services are availablefor all the con-
nections supported off WAN ports and CSU/DSU ports.

PPP standards PPP in the Express Router support these RFCs:

RFC  Description

1332  Internet Protocol Control Protocol (IPCP) for the Point-
to-Point Protocol (PPP)

1334  Password Authentication Protocol (PAP)

1552  Internetwork Packet Exchange8 Protocol Control Proto-
col (IPXCP) for the Point-to-Point Protocol (PPP)

1638  Bridge Control Protocol (BCP) for the Point-to-Point
Protocol (PPP)

1661  Link Control Protocol (LCP) for the Point-to-Point Proto-
col (PPP)

1662  Point-to-Point Protocol (PPP) over High-level Data Link
Control (HDLC)

1962  Point-to-Point Protocol (PPP) Data Compression

1968  Point-to-Point Protocol (PPP) Encryption

1974  Point-to-Point Protocol (PPP) Stac Data Compression
1994  Chalenge Handshake Authentication Protocol (CHAP)

HDLC The Express Router supportsleased line connections and dial-up con-
nections over HDL C, conforming to the following:

High-level Data Link Control
ISO/IEC 3309
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Frame Relay protocol The Express Router supports the Frame Relay protocol, conforming !
to the following:

Standard Description

FRF.1 Frame Relay User-Network Interface, January 1992

FRF.3 Frame Relay Multiprotocol |nterconnect, December
1992

ANSI Frame Relaying Bearer Service Architectural Frame-

T1.606 work and Service Description 1990

Frame Relaying Bearer Service, Congestion Manage-
ment Principles, 1991 Addendum 1

ANSI DSS1 — Signalling Specification for Frame Relay
T1.617 Bearer Service, 1991

ANSI DSS1 — Core Aspects of Frame Protocol for use with
T1.618 Frame Relay Bearer Service, 1991

ITU-T Frame Relay Bearer Services, 1991

(CCITT)

1.233.1

ITU-T Congestion Management in Frame Relaying Net-
(CCITT)  works, 1991

1.370

ITU-T ISDN Data Link Layer Specification for Frame Mode
(CCITT) Bearer Services, 1992

Q.922
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X.25 protocol

IPX WAN services

Flash memory

BootP/TFTP

SNMP

336

The Express Router supports the X.25 protocol, conforming to the
following standards:

Standard Description

ITU-T International Numbering Plan for Public Data Net-

(CCITT) works

X.121

ITU-T Interface Between Data Terminal Equipment (DTE)
(CCITT) and Data Circuit-terminating Equipment (DTE) for
X.25 Terminals Operating in the Packet Mode and Con-

nected to Public Data Networks by Dedicated Circuits

ISO/IEC  Link Access Procedure, Balanced (LAPB)
7776

ISO/IEC  X.25 Packet Layer Protocol for Data Terminal Equip-
8208 ment (DTE)

The IPX WAN2 Protocol is supported via both Numbered and Un-
numbered WAN connections.

Boot Sources

Under normal circumstances, the router will always boot from the in-
ternal flash memory. No externa boot sourceis required.

Boot viaLAN and WAN using the BootP/TFTP protocol can only be
used as a backup against flash memory failure.

SNMP Management

An SNMP agent according to RFC 1213 (MIB-I11).



| ndex

Numerics

10 Mbps LAN port
connecting, 27
description, 4
specifications, 319

10/100 Mbps LAN port
connecting, 26
description, 4
specifications, 319

100Base-T, 319

10Base-T, 319

A

Abbreviationslist, Xxx
Access for
gas pump configuration, 260
Access restrictions
bridging forwarding tables, 229
call direction, 147
controlled bridging, 233
Daily Activity Limit, 149
for therouter, 248
IPfilters, 167
IPX datafilters, 215

IPX RIP and SAPfilters, 210
Timer Profiles, 150
Accounting, link, 149
Acrobat Reader, installing, 34
Acronymslist, Xx
Activity onthe LAN and WAN links, 76
Address
IPX network, Advanced Setup, 208
Advanced
link facilities and parameters, 146
Advanced Setup
access from Intel Device View, 92
access from Local Management, 92
accessviaaTelnet session, 92
finishing, 96
general description, 91
genera use, 91
on-linehelp, 96
overview, 94
to exit, 97
AMI linecoding, 100, 101
Approvals, 318
Atmospheric pressure specifications, 318
Authentication
RIP-2, 160
Authentications, 72
Auto Fix, Intel Device View Diagnostics, 49,
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B

B8ZSlinecoding, 100, 101
Backup
connection scenario, Connection Setup,
59
for another link or port, 147

Backward Explicit Congestion Notification, see

aso BECN, 110
Bandwidth weight
Frame Relay link, 110, 117
Bc
Frame Relay link, 116
BCIQ (Taiwan) declarations, xvii
Be
Frame Relay link, 116
BECN
configure for Frame Relay link, 117
description, 110
Boot process, 302
Boot sources, 336
BootP Request Forwarding, IP routing, 160
Branch systems (UK only), xvi
Bridging
addingtoalink, 227
Advanced screen, 228
configuration, 225
controlled, 233
duplicate frames seen, troubleshooting,
297
enabling/disabling, 227
Forwarding Table examples, 231
implementation, 225
long delays occurring, troubleshooting,
298
monitoring, 77
Multicast Forwarding Table, 229
restricting multicasts, 235
Source Forwarding Table, 230
Spanning Tree parameters, 228
specifications, 332, 333
spoofing, 226
support, 20
troubleshooting, 297

338

Type (packet type) Forwarding Table,
230
unableto forward | P data, troubleshooting,
298
unableto forward IPX data,
troubleshooting, 297
Unicast Forwarding Table, 229

C

Cablesfor WAN port, 24
Cdl

direction parameters, 147

Retry Limit exceeded, 49

setup parameters, 148

timing setup, 148
Call-back

PPP dial-up modem link, 127

X.25, see X.25 Reverse Charges
Caution

EMC, xi
CD ROM, 24
CE Mark, approval, xvii, 318
Channel dlocation (CSU/DSU), 100
Channel bandwidth

CSU/DSU parameter, 101
Channel speed (CSU/DSU, T1), 100
CIR

Frame Relay link, 116
Clock, router, 72
Command line configuration, 264

command prompt, 265

commands, 265

description, 10

exit, 266

syntax, 265
Committed Burst, seealso Be, 116
Committed Information Rate (CIR), 116
Community

SNMP router access, 249
Components check list, 23
Config.p file, gas pump configuration, 261
Config.txt file

examplefiles, 276

gas pump configuration, 261
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Configuration, 70 Connections, number supported, 331
Advanced Setup, 91 Console cable
BPDUs, bridging, 226 specifications, 328
command line configuration, 264 Console mode, 252
dynamic, 96 Console port
exit, 97 accessto Local Management, 84
gas pump configuration, 260 configuring for dial-up modem, 124
options for the router, 99 configuring from Intel Device View, 61
resetting to factory default, 307 connecting aterminal or PC, 30
restore backup, 71 connecting dial-up modem, 29
restore to factory default, 72 description, 4
router starting with old, troubleshooting, Local Management viadial-in modem
287 connection, 86
savenew, 97 port specifications, 327
saveto flash memory, 70 setting to console mode, 61, 252
saving permanently, 70 setting to modem mode, 127, 252
Configuration management, 70 terminal cable, 24
Configuring terminal parameters, 31
aleased line, 103 troubleshooting, 288
an Internet Tunnel, 131 Contact person
bridging services, 225 assigning, 96
CHAPonaPPPlink, 144 for router, 72
Frame Relay servicesand links, 109 Controlled bridging, 233
IPfilteringonalink, 174 CPU type, 318
IP Multicast Tunnels, 162 Csu/bsu, 99
IProuting, 153 channel allocation, 100
IPRSVP, 164 channel bandwidth, 101
IP static routes, 200 channel speed, 100
IPX datafilteringon alink, 216 configuring, 101
IPX RIP and SAPfilteringon alink, 211 datainversion, 101
IPX static routes and services, 220 fractional T1, 11,99
management of the router, 248 framing format parameter, 100, 101
Novell IPX routing, 203 full T1, 99
timer profileson alink, 150 line build out, 102
X.25 servicesand links, 118 line code parameter, 101
Conf-res.txt file, gas pump configuration, 261 linecoding, 100
Connection Setup, 58 line speed, 100
accessing, 59 T1lsupport, 11
adding connections, 61 timing mode, 102
backup connection scenario, 59 troubleshooting, 290
configuring the console port, 60 CSU/DSU cables, 24
configuring WAN ports, 60 specifications, 326
direct connection to remote site scenario, CSU/DSU port
58 configuring using Intel Device View, 60
Internet access scenario, 58 connecting, 29
scenarios, 58 description, 4
Wizards, using Advanced Setup after, 91 LEDs, 7
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port specifications, 326
Current consumption, 317
Custom Modem Profile, 128

D

D4, 100, 101
Daily Activity Limit
exceeded, 49
WAN link facility, 149
Data compression
Frame Relay, 11
Frame Relay link, 117
Internet Tunnel, 134
parameter, 105, 108
PPP, 15
PPP dial-up modem link, 126
X.25, 13
X.25link, 13,121
Datainversion parameter, CSU/DSU, 101
DataLink layer service, see Bridging
Date and timeintherouter, 72
Default Action
IPfilters, 174
Novell IPX RIPfilters, 212
Novell SAPfilters, 211
Default Packet Size
X.25port, 120
Default setup
FrameRelay, 12,111
Destinations for SNMP traps, 72
Detailsin Intel Device View, 77
Device and Hardware information, 76
Device Discovery, 43
See also Device Tree
setting options, 44
Device Setup
options for the router, 99
router starting with old configuration,
troubleshooting, 287
saving, 97
Device Tree, 43
adding adevice, 45
deleting adevice, 45
device discovery options, 44
icons, 44

340

DHCP Forwarding, IP routing, 160
DHCP Server
configuring DNS server, 64
configuring from Advanced Setup, 242
configuring from Intel Device View, 63
editing |P addressranges, 64
enabling, 64
IPaddresses, 242
leasetime, 242
overview, 20, 241
Diagnostics
autofix, 49
message level, 48
Dial-up modem
installation, 29
supported, 29
Dial-up modem connections
see PPP dial-up modem link, 123
support, 14
Direct connection to remote site, Connection
Setup scenario, 58
Disable connection, Intel Device View, 57
Discard filter, Log system, 256
Digtribution of link traffic, Intel Device View

Explorer, 56
DLCI
Frame Relay, 113,115
DLCMI
Frame Relay, 112,114
DMZ, 170
DNS server

configure router for use with, 202
configuring with DHCP server, 64, 243
Domain Name System (DNS) server, see DNS

server
DRAM, 319

DTE port cables, 24
DVMRP

Metric, IP Multicast routing, 160
Metric, IP Multicast Tunnel, 164

Dynamic
configuration, 96
IP Address, 159

IP address assignment, 18
IProuting (RIP), 153

IPX routing (RIP and SAP), 203
Mapping, NAT, 194
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Dynamic Host Protocol Configuration Protocol IPX, see Novell IPX filters
Server, see DHCP server Novell IPX RIPand SAP, 210
Firewall
description, 17
E DMz, 170

filter criteria, 176

. . filters, seeadso IPfilters
Earthing (groundmgz)? 30 Intel Device View, 68
requirements, ) o ;
EEC declarations, Xiv port to appllcatlon mapping, 17,171,178
EMC cadi . receivefilters, 169
lon,  Xi stateful filter, 17

Emission approvals, xvii, 318 Sateful filter ex
: : . ample, 183
Enable connection, Intel Device View, 57 saeful filters, 167, 175

Enabling icfi
ng ) static filter, 17
nggl ng services, 227 static filter example, 180
routing, SYN flood protection, 17, 172, 173

IPX routing, 207 P
Encapsulation Type, X.25, 122 transmit filters, 169

Equipotential bonding requirements, 27, 30 F”Tevégree backup. 74
ESF, 100, 101 Upgrade, 73
Example ' ;
bridge forwarding tables, 231 = a:r]pgr:{:zg%(rjetecggg, 60
Internet Tunnel and basic Internet access load confi{iuration from. 70
filters, 139 saving a new configurationto, 70
Internet Tunnel with Internet access, 135 FlashPROM . 302
Network Address Translations (NAT), Flow control,
198 P
Novell IPX datafiltering, 219 escription, 12
static backup route, Novell IPX, 223 X 25 Portay ' 119
gcl&&s Bursé,‘lsee dsoBe 116 Forcing connection
plorer, down, Intel Device View, 57

up, Intel Device View, 56
Forwarding tables (bridging)
F examples, 231
Multicast destination, 229

Factory default configuration, resetting to source-destination, 230
from Intel DeviceView, 72 Type (packet type), 230
using the recovery button, 307 Unicast destination, 229

Factory default setup, 21 Fractional T1, 99

FCC statements,  Xii Frame Relay

Filtering parameter configuration overview, 111
IP Multicast Tunnel, 163 configurealink, 114
IProuting, 158 data compression, 11

Filters default setup, 12, 111
bridge forwarding tables, 229 description, 11, 109
IP, see IPfilters DLCI, 113,115
IPX data, see Novell IPX filters, 215 DLCMI, 112,114
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flow control Intel Device View
description, 12 asPlug-in, 9
services and links configuration, 109 CD ROM, 24
specifications, 335 configuring ports, 60
Framing format Connection Setup, 57
Csu/bsu, 100, 101 accessing, 59
Full T2, 99 adding connections, 61

configuring connections, 61
configuring WAN ports, 60
G scenarios, 58

description, 37
Gas pump configuration, 260 details, 77
access, 260 device and hardware information, 76
commands, 265 Diagnostics
description, 10 Auto Fix, 49, 283
errorsfile, 261 corrective action, 49, 283
example Config.txt files, 276 locate problem, 283
exit, 266 disabling/enabling connection, 57
filesyntax, 265 Discovery
filesused, 261 using, 45
General problems, see troubleshooting Explorer, 54
Grounding (earth) distribution, 56
requirements, 27, 30 link not operational, 284
organization of information, 54
use of in troubleshooting, 284
H Firmware Upgrade, 73
Install Wizard, 38
Hardware installation, 32
information, 76 LAN and WAN link
specifications, 318 activity, 76
Hello packets, bridging, 226 overview, 77
Highest 2-way Channel, X.25 port, 119 LEDs, 42
Humidity specifications, 318 load configuration from flash memory, 70

management of the router, 37
Monitor preferences, 79

I monitoring
routing protocols and bridging, 77
icons, devicetree, 44 therouter, 76
IGMP, see IP Multicast routing On-linehelp, 40
Industry Canadanotice,  Xiii opening router for management, 39
Installation pl otting, 78
of Intel Device View, 32 polling parameters, 79
procedure, 25 requirements, 32
warnings, 23 resetting to factory gefault configuration,
7

restore backup configuration, 71
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router firmware management, 73 criteria, 176
router management setup, 72, 247 default action, 175
Router Setup access, 57 direction, 169
save configuration DMz, 170
permanently, 70 enabling, 158
to flash memory, 70 example, 180
starting Logging, 175
for Web, 38 logging, 170
for Windows, 38 packet processing, 169
System Window, 51 port to application mapping, 171,178
Trap Window, 50 receive, 169
troubleshooting with, 284 stateful, 167
troubleshooting with, 281 stateful f! lter example, 183
Web stateful filters, 175
client requirements, 33 stateful passfilters, 167
description, 8 static, 167
: static filter example, 180
~ server requirements, 32 SYN flood protection, 172
Windows transmit, 169
description, 8 IP Multicast routing
main display, 41 Distance Vector Multicast Routing Protocol
requirements, 32 (DVMRP), 155
Internet Access, Connection Setup scenario, DVMRP metric, 160
58 enabling, 158
Internet routing, see Internet Tunnel Internetworking Group Multicast Protocol
Internet Tunnel (IGMP), 155
and Internet access considerations, 132 introduction, 18
configuration overview, 132 protocol standards, 333
configuring, 131 TTL Threshold, 161
data compression, 134 IP Multicast Tunnels
example, 135 Advanced screen, 163
| P static host router to the remote router, configuring, 162
131, 134, 201 description, 162
Loca IP Address, 134 DVMRP metric, 164
Remote IP Address, 134 Filtering parameter, 163
security over X.25 links application, 143 introduction, 18
support, 16 TTL Threshold, 164
use of NAT for security, 132 I P Resource Reservation Protocol (RSVP)
IP configuring, 164
Network Address Translation (NAT), 19 IP routing
IP address addingto alink, 157
DHCP Server, 242 Advanced screen, 159
setting in Advanced Setup, 156 Authentication, RIP-2, 160
setting in Intel Device View, 38, 62 BootP / DHCP Forwarding, 160
IPfilters, 167 configuration, 153
configuring, 174 configuring static routes, 200
configuring, Intel Device View, 68 DVMRP metric, 160
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dynamic, 153
IP Address, 159
IP address assignment, 18
enabling/disabling, 156
Filtering parameter, 158
filters, 19
examplefor Internet Tunnel, 139
Local IP Address, Internet Tunnels, 134
monitoring, 77
Multicast Tunneling, see IP Multicast Tun-
neling
Multicasts, see |P Multicast
multimedia protocols, 18
NAT, see Network Address Translation
(NAT)
numbered links, 158
Protocol parameter, 158
ProxyARP, 160
Remote P Address, Internet Tunnels, 134
RFCs, 332
RIP, 153
metric, 160
RIP-1 and RIP-2 support, 17
RSVP, support, 18
static, 154
host route for Internet Tunnels, 131,
134, 201
routes, 20
routes, configuring with Intel Device
View, 67
support, 17
Triggered RIP
over dia-uplinks, 158
parameter, 158
support, 18
troubleshooting, 293
TTL Threshold, 161
unable to bridge | P data, troubleshooting,
298
will not forward data, troubleshooting,
293

IP, see IP routing
IPX datafilters

defined on alink basis, 215
packet processing, 215

IPX, see Novell IPX routing
Isolating problems, see troubleshooting

K

Keep-dlive (Novell SPX)
packet spoofing, 206
packets, 205

L

LAN 1 port
connecting, 26
description, 4
LEDs, 5
LAN 2 port
connecting, 27
DMZ, 170
LEDs, 5
LAN link
adding bridging to, 227
adding IProutingto, 157
adding IPX routing to, 208
configuring Bridging services, 225
configuring IPfiltering, 174
configuring IProuting, 153
configuring IPX datafiltering, 216
configuring IPX RIP and SAP filtering,
211
configuring IPX routing on, 203
configuring with Intel Device View, 62
LAN port
configuring with Intel Device View, 62
connecting to, 26
description, 4
LEDs, 5
specifications, 319
Late-Breaking News, 24
Leasetime, DHCP Server, 242
Leased line, see PPP leased line
LEDs
10 Mbps, 5
100 Mbps, 5
Csu/bsu, 7
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flashing in sequence, 8
functions, 319
Intel Device View, 42
LAN, 5
Status, 5
use of for troubleshooting, 281
WAN, 6
Licensed software, 75
advanced setup, 75, 257
Intel Device View, 75
Limit transfer rate parameter
Frame Relay link, 117
Line build out, CSU/DSU, 102
Line code parameter, CSU/DSU, 101
line coding, CSU/DSU, 100
Line interface connections (UK only),  xvi
Line speed, (CSU/DSU or T1), 100
Link
accounting, 149
activity, 76
limiting daily activity, 149
overview, 77
traffic distribution, 56
Links
maximum, 331
number supported, 331
Load configuration from flash memory, 70
Local, 282
Address
X.251ink, 121
IP Address, Internet Tunnels, 134
Local Management, 81
access
from Intel Device View, 82
restrictions, 88
using Telnet, 82
viaconsole port, 84
defining access passwords, 73, 250
from dial-in modem connection on console
port, 86
introductionto, 9, 81
Telnet on default |P address, 83

Location, system parameters, 72, 96
Log System

configuring, 253

discard filter, 256

message filtering, 254, 255

message levels, 254
sendto SysLog, 256
Log, see Intel Device View Report Manager
Logging IPfilters, 175
Logical Channel Number
X.25link, 121
Lowest 2-way Channel
X.25 port, 119

M

MAC address, 25
LAN 2 (10 Mbps), 26
location, 25

Main lead wiring colour code,  Xii

Main power cable, 23

Main power supply
connection, 317
warning, Xi, 25

Maintenance Mode, 301

Management
accessviaWAN links, 161
configuration, Advanced Setup, 247
configuration, Intel Device View, 72
Intel Device View, 37
of configurationsin the router, 70
of therouter firmware, 73
setup, 70
toolsavailable, 336

Maximum transfer rate
Frame Relay link, 111, 116

Memory
DRAM, 319
flash, 319

Modem mode, 252

Modem Profile, 128
copying, 129
creating, 130
custom, 128
definition, 128
editing, 130
predefined, 128
selecting for ppp dial-up modem link, 125

Monitoring
therouter, 76
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Mulitlink, see PPP Multilink
Multicast
Destination Forwarding Table, bridging,
229
IP, see IP Multicast routing, 18
restricting, bridging, 235

N

Name, of router, 72, 94, 96

Network
protocol specifications, 332
services, 17

Network Address Translation (NAT), 192
configuration, Intel Device View, 65
Dynamic Mapping, 194
examplesof use, 198
internal and external networks, 192
Single IP Address Mapping, 195
Static Mapping, 193
support, 19
table, 192

Nominal power supply voltages, 317

Notices & Warnings, Xi

Novell IPX filters
datafilters, 215

configuration, 216
criteria, 217
example, 219
data, enabling, 209
RIPand SAP, 211
filters, 210
RIP filter criteria, 214
SAPfilter criteria, 213

Novell IPX routing
addingto alink, 208
Advanced screen, 208
configuration, 203

configuring static routes and services, 220

dynamic, 203

enabling/disabling, 207

example use of astatic backup route, 223

filters, 19

IPX network address, Advanced Setup,
208

346

monitoring, 77

numbered links, 208

SPX keep-alive packets, 205

static, 203

static routes and services, 20

support, 20

troubleshooting, 295

Type 20 Broadcasts, 209

unableto bridge IPX data, troubleshooting,
297

WAN link will not forward data, 295

WAN protocol, 204

WAN services, 336

watchdog spoofing, 205

will not forward data, troubleshooting,
296

Novell SPX, see Novell IPX routing, 205
Numbered links
IProuting, 158
Novell IPX routing, 208

O

On-line help
Advanced Setup, 96
Intel Device View, 40
On-line Reference manual, 34, 40
OSPF, 18
Overview of
Advanced Setup of therouter, 94
Frame Relay configuration, 111
Internet Tunnel configuration, 124, 132
leased line configuration, 104, 107
PPP dia-up modem links, 124
the LAN and WAN links, 77
X.25 configuration, 119
Own Username, CHAP and PAP, 145

P

panel
router back, 1
router front, 1
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Password links, 125
CHAPand PAP, 145 data compression, 126
local management, 73 multiple logical links, 124
TFTP, 73 phone number, 126
Password Authentication Protocol, see PPP port speed, 125
PAP selecting modem profile, 125
PDF setting the console port to modem mode,
on-line reference manual, 34 127
Permanent Virtual Circuits (PVCs) support, 14, 123
X.25, 118 troubleshooting, 288
Packet Size, 121 PPP leased line
Window Size, 121 configuration overview, 104, 107
Phone number description, 103
PPP dial-up modem link, 126 multilink, 106
Plotting counters and details, 78 to configure, 104
Polling PPP Multilink
community, 79 configuring, 107
monitor, 79 description, 14, 106
setting intervals, 79 Predefined Modem Profile, 128
timeout, 79 Preferences for Intel Device View, 79
Port Speed, PPP dial-up modem link, 125 Problems which could be encountered
Port to application mapping, 171,178 general, 287
description, 17 see Troubleshooting
Power WAN links, 290
consumption, 317 Procedure for
supply connecting, 31 troubleshooting the router, 282
supply voltages, 317 Procedure for configuring
PPP aleasedline, 103
Authentication Required, CHAP and PAP, an Internet Tunnel, 131
145 Bridging services, 225
CHAP and PAP configuration, 144 CHAPand PAPonalink, 144
dynamic IP addressing, 18 Frame Relay servicesand links, 109
leased line IP
configuration, 103 filteringonalink, 174
configuration overview, 104 Multicast Tunnels, 162
specifications, 334 routing, 153
leased line configuration overview, 107 RSVP, 164
Own Username, CHAP and PAP, 145 static routes, 200
Password, CHAP and PAP, 145 IPX
Reply to, CHAP and PAP, 145 datafiltering on alink, 216
Standards, 334 RIPand SAPfiltering on alink, 211
Tunnels, 16 static routes and services, 220
PPP dial-up modem link management of the router, 248
Call-back, 127 Novell IPX routing, 203
configuration overview, 124 PPP dial-up modem links on console port,
configuring 123

console port for modem, 124
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the CSU/DSU, 99

timer profileson alink, 150

X.25 servicesand links, 118
Products

covered in thismanual, Xi

standard parts supplied, 23
ProxyARP, IProuting, 160

PvVC
Packet Size
X.251link, 121
parameters
X.251link, 121

Q

Quick Start guide, 24

R

Reboot, 72
Recovery button
description, 4
to reset to afactory default configuration,
307
Recovery Mode, 301
boot process, 302
from Intel Device View, 303
from the console port, 305

use, 301
Reference Manudl, on-line, 40
Remote
Address
X.25link, 121

IP address, Internet Tunnel, 134
Reply to, CHAP and PAP, 145
Requirements for

Intel Device View for Windows, 32
Reset to factory default configuration

from Intel DeviceView, 72

using the Recovery button, 307

Resource Reservation Protocol (RSVP), see IP
Resource Reservation Pro-

348

tocol (RSVP), 18
Restore
backup configuration, 71
configuration, 97
factory default, 72
Reverse Charging
X.25link, 13,122
RIP
Metric, IProuting, 160
RIP (Novell IPX)

filters, 210
Rx filters, 210
Tx filters, 210
RIP-1, 17
routing, 153
triggered, 154
RIP-2, 17
authentication, 160
routing, 154
triggered, 154
Router

timeand date, 72
Router configuration
installation using Install Wizard, 38
using Advanced Setup, 91
using Intel Device View, 57

Routing
Protocal, IProuting, 158
services, 17
RPOA
X.25link, 122
RSV P, see | P Resource Reservation Protocol

(RSVP), 18

S

Safety
approvals, xvii, 318
statement, Xv
SAP (Novell IPX)
filters, 210
Rx filters, 210
Tx filters, 210
Saving
anew router setup, 97
configuration to flash memory, 70
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Scenarios, for Connection Setup, 58
Setting up the router, see Connection Setup
Setup
advanced, 91
command line configuration, 264
default, 21
gas pump configuration, 260
introductionto, 91, 241
saving permanently to flash memory, 70
Shielded cables, xi
Shiva Configurator
installing, 35
Single IP Address Tranglation, NAT, 195
SNMP
accessrights, 248
Advanced Setup management
configuration, 247
Community, router access, 249
enabling accessviaWAN links, 161
specifications, 336
trap destinations, 72, 253
trap, enabling, 249

Software
Acrobat Reader, 34
instalation, 32
Intel Device View, 32
location, 302

Shiva Configurator, 35
Software licensing, 75
Advanced setup, 75, 257
Intel Device View, 75
licensed software, 267
Source Forwarding Table, bridging, 230
Spanning Tree Algorithm
parameters, 228
support, 225
Spoofing
hello packets (configuration BPDUS),
bridging, 226
Novell IPX watchdog packets, 205
Novell IPX, enabling, 209
Novell SPX keep-dive packets, 206
SPX, see Novell IPX routing, 205
Standard product parts, 23
Stateful filter, 175
description, 17, 167
example, 183

Stateful passfilters, 175
Static
backup routes, configuring (IPX), 220
Forwarding Table examples, bridging,
231
Host routes, configuring, 200
Mapping, NAT, 193
Multicast Destination Forwarding Table,
bridging, 229
routes
configuring (IP), 200
configuring (IPX), 220
configuring in Intel Device View, 67
IP, 154
Novell IPX, 203
support, 20
routes and services Example, 223
services, configuring (IPX), 220
Source Forwarding Table, bridging, 230
Type Forwarding Table, bridging, 230
Unicast Destination Forwarding Table,
bridging, 229
Static filters
description, 17,167
Statutory notices & warnings, Xi
Supported connections, 331
Susceptibility approval, xvii, 318
SVC parameters
X.25link, 121
Switched Virtua Circuits (SVCs), X.25, 118
SYN flood protection
configuring, 173
description, 17,172
Syslog server, configuring Log system, 256
System
Log, see Log System
Parameters (name, location and contact),
96
System Window, 51
color-coding of messages, 52
field descriptions, 52
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T1
channel allocation, 100
channel speed, 100
description, 99
framing format, 100
line coding, 100
line speed, 100
Taiwan Declaration, Xvii
TCPFlags, 177
TCP/IP, see IP routing
Technical Specifications, 317
Telecommunications approvals, xvii, 318
Telnet
accessto therouter, 92
enabling access to Local Management
enabling Telnet access, 251
enabling accessviaWAN links, 161
from Intel Device View, 82
management of the router, see Local Man-
agement
to Local Management, 10, 82
to router having a default IP address, 83
Temperature specifications, 318
terminal parameters, 31
TFTP
accessrights, 248
Advanced Setup management
configuration, 247
configuration, 10
enabling accessviaWAN links, 161
password, 73,248
Time and Date in therouter, 72
Timer Profiles, 149
configuring on alink, 149, 150
settingup, 150
Timing Mode, CSU/DSU, 102
Trap, 249
destinations, 72, 253
Window, 50
Triggered RIP
description, 18, 154
parameter, 158
Troubleshooting, 281
console port, 288
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CsSu/bsuU, 290
duplicate bridged frames, 297
equipment will not boot viaa WAN link,
294
general procedure, 282
IP routing will not forward data, 293
IPX routing will not forward data, 296
IPX WAN link will not start up, 295
long delaysin bridging, 298
PPP dial-up modem link, 288
router starting with old configuration, 287
tools, 281
typical problems, 287
unableto bridge IP data, 298
unableto bridge IPX data, 297
using Intel Device View, 281
using the LEDs, 281
WAN link will not start up, 291
TTL Threshold
IP Multicast routing, 161
IP Multicast Tunnel, 164
Tunnels
Internet Tunnel, 16
IP Multicast, see P Multicast Tunneling
Type
(packet type) Forwarding Table, bridging,
230

20 Broadcasts, IPX routing, 209

Typical Problems that could be encountered,
287

U

Unicast Destination Forwarding Table,
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bridging, 229 WAN port
Use of shielded cables, xi cables, 24
configuring using Intel Device View, 60
connecting, 27

V description, 4

LEDs, 6

port specifications, 320
V.11 (X.21/V.11) DTE Port Cable, 24, 325 WAN protocol, Novell IPX, 204
V.24 DTE Port Cable, 24 WAN services
V.35 DTE Port Cable, 24, 322

V.36 DTE Port Cable, 24, 323 Warsr‘]’ﬁ]c'gcanz‘gns' 334
Value-added services, 257 95,

Virtual Circuit parameter Wetchdog (Novel 1PX)
_ packets, 204
X.25link, 121 spoofing, 205
Virtual Private Networks, see Internet Tunnel Windows Internet Name Service server, see
WINS server
W WINS server, 65, 244

WAN X

Bridging, see bridging
cables, 24

> X.25
wam F”ngg' FrameRelay, 113 addressing parameters, X.31link, 121
d dil::g configuration overview, 119

configuring for port, 119
configuring link, 120
data compression, 13

bridgingto, 227
IProutingto, 157

IPX routing to, - 207 data security over using Internet Tunnels,
as backup for another link or port, 147 143
configuring Default Packet Size, 120
bridging, 225 description and implementation, 13
IPfiltering, 174 Encapsulation Type, 122
IProutingon, 153 Flow Control, 119
IPX datafiltering, 216 Highest 2-way Channel, 119
IPX RIP and SAPfiltering, 211 Lowest 2-way channel, 119
Novell IPX routing on, 203 Permanent Virtua Circuits (PVCs), 118
daily activity limit facility, 149 Reverse Charges, 13
Frame Relay, 109 RPOA, 122 . .
Internet Tunnel, 131 services a_nd links configuration, 118
IPX WAN link will not start up, isg;gﬁ'(ﬂ% 336
troubleshooting, 295 LSO -
PPP leased line rggg ootng SA{ltched Virtual Circuits (SVCs), 118
remote equipment will not boot, X.25link .
troubleshooting, 294 addressing parameters, 121
will not start up, troubleshooting, 291 Daia Compression, 121
X.25 118 Virtua Circuit parameter, 121

Window Size, PVC, 121
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Automated Support

Y ou can reach Intel® automated support services 24 hours aday, ev-
ery day at no charge. The services contain the most up-to-date infor-
mation about Intel products. Y ou can accessinstallation instructions,
troubleshooting information, and general product information.

World Wide Web & Internet FTP
Access Intel’s World Wide Web page or download
information using anonymous FTP.

How to Access: WWW
Customer Support: http://support.intel.com
News: news://cs.intel.com

FTP
Host: download.intel.com

Customer Support Technicians

Free support for 90 days: Y ou can speak with our technical support
professionals free of charge for 90 days after your initial call.

North America only: (916) 377-7000

Other support services: You can purchase arange of support servic-
es, including 24 hour support, per incident support, on-site service,
and software and hardware maintenance agreements. For details
about the Intel Support Service options, go to our Web site at http://
support.intel.com/services and choose your geography.

Worldwide access: Intel has technical support centers worldwide.
Many of the centers are staffed by technicians who speak the local
languages. Go to our Web site at http://www.intel.com/intel/contact
to find the Intel support center for your geography.

Country Number Language
France +33(0)141918529 French
Germany +49 (0) 69 9509 6099 German
Italy +39 (0) 2 696 33276 Italian

UK +44 (0) 870 607 2439  English

If you don’t have access to automated services, contact your local
dealer or distributor. Or call +1-916-377-7000 from 07:00 to 17:00
Monday through Friday, U.S. Pacific Time.
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