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This Technical Advisory describes an issue which may or may not affect the customer’s product
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Intel® Integrated RAID Module with IR RAID firmware upgrade to
correct Potential Data Loss Issue

INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS OR
IMPLIED, BY ESTOPPEL OR OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT.
EXCEPT AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO
LIABILITY WHATSOEVER AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO SALE AND/OR
USE OF INTEL PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE,
MERCHANTABILITY, OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

A "Mission Critical Application" is any application in which failure of the Intel Product could result, directly or indirectly, in personal
injury or death. SHOULD YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH MISSION CRITICAL APPLICATION,
YOU SHALL INDEMNIFY AND HOLD INTEL AND ITS SUBSIDIARIES, SUBCONTRACTORS AND AFFILIATES, AND THE
DIRECTORS, OFFICERS, AND EMPLOYEES OF EACH, HARMLESS AGAINST ALL CLAIMS COSTS, DAMAGES, AND
EXPENSES AND REASONABLE ATTORNEYS' FEES ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF
PRODUCT LIABILITY, PERSONAL INJURY, OR DEATH ARISING IN ANY WAY OUT OF SUCH MISSION CRITICAL
APPLICATION, WHETHER OR NOT INTEL OR ITS SUBCONTRACTOR WAS NEGLIGENT IN THE DESIGN, MANUFACTURE,
OR WARNING OF THE INTEL PRODUCT OR ANY OF ITS PARTS.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the
absence or characteristics of any features or instructions marked "reserved" or "undefined". Intel reserves these for future definition
and shall have no responsibility whatsoever for conflicts or incompatibilities arising from future changes to them. The information here
is subject to change without notice. Do not finalize a design with this information.

The products described in this document may contain design defects or errors known as errata which may cause the product to
deviate from published specifications. Current characterized errata are available on request.

Products Affected
Table. 1. Products Affected
Product Product code MM#
Intel® Integrated RAID Module RMS25JB040 RMS25JB040 917088
Intel® Integrated RAID Module RMS25JB080 RMS25JB080 917087

Intel® Integrated RAID Module RMS25KB040 RMS25KB040 917090

Intel® Integrated RAID Module RMS25KB080 RMS25KB080 917089

Intel® Integrated RAID Module RMS2LL080 RMS2LL080 907855

Intel® Integrated RAID Module RMS2LL040 RMS2LL040 907856
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Product Product code MM#
Intel® RAID Controller RS25FB044 RS25FB044 921700

Description

Intel has discovered a potential data loss when using a RAID controller or module listed above with firmware version
ph13.5 2012.06.22 that has shipped on the products listed above. This issue has a very low occurrence rate and can
only be seen when the column 0 drive in a volume is removed and a reset is conducted which will cause the start of day
code to execute.

Root Cause

The root cause for this issue has been identified and corrected. The constructor for a Raid controller/module volume
assigns the volume block size based on the size of the drive in the first column (column 0) of the volume. If the column
0 drive is physically removed and a RAID controller/module reset is conducted, the RAID controller/module firmware
initialization process will run the “start of day” code and when no drive is found in column one, the block size will be
initialized to 0. The length of all I/Os generated by Intel® RAID controller/module will be 0. The Protocol Layer in the
RAID Controller/Module firmware will then return success status without accessing the physical drive and the Intel®
RAID Controller/Module will pass on the success status, however, no data transfer occurs. This action results in data
remaining on the raid volume being inaccessible.

Corrective Action / Resolution

This issue is fixed in Intel® RAID controller/module firmware version ph13.5upd_13.00.66.00_2012.10.09. Please
upgrade your affected products’ firmware to version ph13.5upd_13.00.66.00 2012.10.09 or later. The latest RAID
firmware with the fix is available on the Intel web site at (http://downloadcenter.intel.com/default.aspx), and will
be included on all above products manufactured after October 15"

Please contact your Intel Sales Representative if you require more specific information about this issue.

Enterprise Platforms & Services Division
Intel Corporation
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