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1.0

Overview

Lincoln Tunnel software modifies an existing Ethernet* driver to implement a flow
processing pipeline to efficiently classify and process network traffic at very high rates.
Intel® architecture is well suited for this type of operation due to its multi-core
architecture and large caches, as long as packets are delivered to the processing core
efficiently.

The software comprises two parts:

e Driver Core

The driver core contains a modified version of the e1000e driver (version 0.5.20).
Modifications were made to €1000.h, netdev.c, param.c, and e1000_82571.c files
and two new files were added for flow processing (flows.c and flows.h). Refer to
Appendix A, “e1000e-0.5.20 Modifications” for additional information.

 Flows Setup
The flows setup is a user space tool for rules configuration. It parses a policies file

and builds a policy table based on the “HiCuts” algorithm. HiCuts is a decision tree-
based packet classification algorithm. Refer to the “Packet classification using
hierarchical intelligent cuttings” whitepaper?! for additional information. The policy
table is copied to kernel space for policy lookups.
Lincoln Tunnel software has the following characteristics:
* Leverages existing e1000e driver:
— Reuse of NIC configuration/communication code
— Reuse of interrupt handling code
* Use of Linux* kernel for interrupts/NAPI and memory management:
« Bypass of Linux kernel for packet processing:
— Flow lookup/processing
— Multiple per-CPU, per-interface lockless transmit queues

— Descriptor bunching

Motivation

One basic motivation for implementing Lincoln Tunnel software was the excessive time
spent waiting for locks. When the RX interface receives a packet, the kernel locks the
RX queue on the incoming interface. The kernel also locks the corresponding TX queue
on the outgoing interface.

The other basic motivation was the lack of TX descriptor bunching. Without descriptor
bunching, the driver updates the TX descriptor ring tail pointer for every packet, which
requires a costly PCI configuration space write on each packet.
Lincoln Tunnel software solves these issues by:

+ Using separate TX queues

« Bypass the Linux stack (complex “One size fits all” solution)

= Doing RX and TX descriptor bunching

1. HiCuts: P. Gupta and N. McKeown, “Packet classification using hierarchical intelligent cuttings”, in

Proc. Hot Interconnects, 1999.
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Figure 1.

Packet Flow using Lincoln Tunnel

Lincoln Tunnel L3 Software—Category

Figure 1 shows the packet flow used by the Lincoln Tunnel software. The packet flow is
desribed as a sequence of steps following the figure.

Packet Flow
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1.

A packet is received by the NIC.

Lincoln Tunnel Driver

2. The driver Interrupt Service Routine (ISR) asks the kernel to schedule the NAPI

event for an interrupted interface.

Kernel

3.

The kernel calls the driver polling function.

Lincoln Tunnel Driver

4.
5.

The driver reclaims the TX descriptor resources.

The driver reclaims the RX descriptor resources and pre-fetches the next

descriptor.

. The driver receives and processes the packet. This is the flow processing code that

is described in more detail in Section 2.0, “Flow Processing Code” on page 7.

. The driver writes back RX descriptors to the NIC.

8. The driver transmits packets in its per-CPU transmit queue.

. The driver writes back TX descriptors to the NIC. Descriptor bunching is used to

optimize packet flow. See Section 2.2 for additional information.
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2.0 Flow Processing Code

Figure 2 is a flowchart of the flow processing code. The flow processing code is desribed
as a sequence of steps following the figure.

Figure 2. Flow Processing Code
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1. The Dolt function is called by e1000_receive_skb

2. IsProcessedPacket checks to ensure the packet is a valid IP packet and extracts the
5tupple for hash computation. The 5tupple is based on: SRC/DST IP, SRC/DST Port,
and protocol (TCP, UDP and so on).

3. FlowCheck first checks to see if there is a cached flow associated with the RX
interface. If a cached flow is found, the flow exists. If no cached flow is found, the
hash value is computed and a flow lookup in the flow table is performed. If flow is
found in flow table, the flow exists. If it is not found, the flow does not exist in the
flow table and it is not cached. If flow is found, proceed to ProcessFlow (Step 6.)

Note: The flow does not exist in the flow table and it is not cached.

4. QForFlowLookup signals a separate kernel thread (FlowThread) to do the
FlowLookup.

5. FlowThread calls FindFlow to look up the flow in the policies HiCuts tree. If found,
the flow is added to the flows table and the receiving interface’s cache. ProcessFlow
is called.

Note: The flow exists in the flow table.

6. ProcessFlow performs actions on the packet based on the rules specified in the
policies file. The policies file is created by user and loaded using the user-space
tool.

7. ProcessFlow adds the packet to be forwarded to the per-CPU transmit queue.

Transmit queues are desribed in Section 2.1.
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2.1

Figure 3.

2.2

Note:

3.0

Transmit Queues Example

Figure 3. shows an example of a transmit queue.

Transmit Queues Example
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Consider the flow from ethl -> eth2. ethl was assigned to CPU; using IRQ affinity and
receives a packet. ethl determines the output device for eth2 using policies specified
by the user. CPU; writes the packet to Q4 belonging to CPU,_

Meanwhile, CPU, is polling all of its TX queues. CPU, sees that CPU; and transmits the
packet.

Descriptor Bunching

The standard e1000e driver writes TX descriptors back to the NIC after transmitting
every individual packet. This requires a costly PCI config space write.

To avoid this, the Lincoln Tunnel software uses a modified version of the driver to wait
until many packets have been transmitted before updating the TX descriptor tail pointer

on the NIC. (TODO: How many packets? Is this configurable?) This has the advantage
of balancing the overhead of many packets and reduces the per-packet load.

The standard e1000e driver performs RX descriptor bunching already, therefore the
modification was implemented for TX descriptors only.

Performance

Do we want to include any performance information?
If so can we use contents from Jeff’s presentation?

Do these results need legal review?

Lincoln Tunnel L3 Software

AN
8

July 2009
Intel Confidential Reference Number: 426941-0.5
Draft Copy—Do Not Distribute Modified on: 7/30/09

O©CoOo~NOOPMWNE



CO~NOUTAWNPE

Category—Lincoln Tunnel L3 Software

Appendix A e1000e-0.5.20 Modifications

intel)

A number of changes have been made to the standard e1000e driver to support the
Lincoln Tunnel softare. The following is a list of files that were created/modified and a
brief description of the changes.

« Files Changed:

€1000_82571.c — Register configuration required for descriptor bunching

€1000.h — Added members to e1000_adapter structure

netdev.c — Added code to use Lincoln Tunnel TX queues, descriptor bunching,

and NUMA awareness
param.c - Added code to setup NUMA node assignment

e Files Added:
— flows.c — Flow searching/processing/queuing and condition checking

July 2009

flows.h — Defines structures for in flow processing

8§

Reference Number: 426941-0.5 Intel Confidential

Modified on: 7/30/09

Draft Copy—Do Not Distribute

Lincoln Tunnel L3 Software
AN
9

O©CoO~NOOA~WNE



	Lincoln Tunnel L3 Software
	Contents
	Figures
	Tables

	Revision History
	Legal Lines and Disclaimers

	1.0 Overview
	1.1 Motivation
	1.2 Packet Flow using Lincoln Tunnel
	Figure 1. Packet Flow


	2.0 Flow Processing Code
	Figure 2. Flow Processing Code
	2.1 Transmit Queues Example
	Figure 3. Transmit Queues Example

	2.2 Descriptor Bunching

	3.0 Performance
	Appendix A e1000e-0.5.20 Modifications


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (None)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.1000
  /ColorConversionStrategy /sRGB
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Remove
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Impact
    /LucidaConsole
    /Tahoma
    /Tahoma-Bold
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 150
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 150
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 300
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /False

  /SyntheticBoldness 1.000000
  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f300130d330b830cd30b9658766f8306e8868793a304a3088307353705237306b90693057305f00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e30593002>
    /DEU <>
    /FRA <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU (Updated TIPs settings to fix web compatibility issue. The PDF documents can be opened with Acrobat and Reader 4.0 and later.)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice




