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Intel® Remote Configuration Certificate Utility 
Frequently Asked Questions 
 

General Info 
1. What operating system do I have to use to run the wizard? 
2. What configurations are required prior to running the wizard? 
3. What user privileges do I need to have in order to run the application? 
4. Why do I have to use Certificate Authority? 
5. How does certificate signing work? 
6. Can different users and servers be used to generate a certificate? 
7. Is it possible to make a back-up of the private key? 
8. Do I need to own the domain that I am going to use for purchasing a certificate? 
9. Does this tool provision a client system for me? 
 
Certificate Install 
10. Do I have to use your wizard to install the certificate? 
11. How can I access the certificate after it is installed? 
12. What are the next steps after I install the certificate? 
 
Working with Vendors 
13. How do I determine if a certificate response is valid? 
14. How do I save the certificate response? 
 
GoDaddy* 
15. Can I use GoDaddy’s ‘Standard SSL’? 
16. What should I enter in the “Company Name” field in the wizard, if I have purchased a certificate 

from GoDaddy? 
 
Comodo* 
17. What certificates does Comodo support? 
 
VeriSign* 
18. What certificates are supported by VeriSign managed PKI accounts? 
19. How does the May 17, 2009 VeriSign Root migration affect remote configuration certificates? 

 
Other Considerations 
20. What needs to be done in the Certificate Authority to support UCC Certificates? 
21. What if I want to install a certificate type the utility does not recommend? 
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General Info 

Q1. What operating system do I have to use to run the wizard? 

A. In order to install and run our wizard you must use Microsoft* Windows* Server 2003. 

 

Q2. What configurations are required prior to running the wizard? 

A.  In order to successfully run and complete the wizard: 

1. You must install and configure Microsoft Certificate Authority on your server.  
2. You must configure DHCP with option 15 on your domain. 
3. You must have Microsoft .Net 3.0 or higher installed. 

 

Q3. What user privileges do I need to have in order to run the application? 

A. You must have Domain Administrator privileges to be able to run this application.  

 

Q4. Why do I have to use Certificate Authority? 

A. Secure Socket Layer (SSL) requires the use of a certificate authority (CA). The CA prevents "man-in-the-
middle" attacks on your web server. You need to be certain that no third party is intercepting communications 
and violating the integrity or privacy of your transmissions. This implementation uses the Microsoft* Certificate 
Authority. 

 

Q5. How does certificate signing work? 

A. After you create a CSR, a ‘public’ file is generated. This is the text that you will submit to the vendor. 
Associated with this ‘public’ portion of the CSR is a ‘private’ key. This key is automatically generated and saved 
to the user’s certificate enrollment request. This private key must be present in order to successfully install the 
vendor’s certificate response. 

 

Q6. Can different users and servers be used to generate a certificate? 

A. No. The same user who generates the CSR must install the response on the same server as the one used to 
generate the certificate.  

 

Q7. Is it possible to make a back-up of the private key? 

A. Yes. Open Microsoft Management Console (MMC), browse to certificates, look in the user’s ‘Current 
Enrollment Requests’, then right click on the file and select ‘export’. 
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Q8. Do I need to own the domain that I am going to use for purchasing a certificate? 

A. Yes. You must own the domain that you will use to purchase a certificate. As part of the process, all vendors 
will verify that the domain name requested in the CSR matches up with the domain and the purchaser’s 
information.  

 

Q9. Does this tool provision a client system for me? 

A. No. Its purpose is only to aid in certificate selection and installation. You will need to use the Intel® Setup and 
Configuration Service (Intel ® SCS) or your management console provider’s solution for remote Intel® AMT 
provisioning (MS SCCM*, SMS*, Alteris*, LanDesk*, etc.). For further information please refer to the Intel® SCS 
documentation found on this page: 

http://software.intel.com/en-us/articles/download-the-latest-version-of-intel-amt-setup-and-configuration-
service-scs/ 

 

Certificate Install 

Q10. Do I have to use your wizard to install the certificate? 

A. No. You can also follow vendor instructions for installing the certificate if you choose not to use our tool for 
installation. 

 

Q11. How can I access the certificate after it is installed? 

A. After a certificate is installed, it is possible to export the certificate for back-up and to transfer the certificate 
to other servers. 

In order to access the certificate, open Microsoft Management Console (MMC) and go to user store. The 
certificate should be located in the ‘personal’ folder. Right click on the certificate and select export. Be sure to 
export the certificate with its private key. 

 

Q12. What are the next steps after I install the certificate? 

A. The next step is to provision the client systems. Provisioning (also referred to as activation) is outside the 
scope of this application. For further information please refer to the Intel® Setup and Configuration Service 
documentation found on this page: 

http://software.intel.com/en-us/articles/download-the-latest-version-of-intel-amt-setup-and-configuration-
service-scs/ 
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Working with Vendors 

Q13. How do I determine if a certificate response is valid? 

A. Certificate vendors will email the certificate response. This will either be a .cer or a .crt file, or a text blob. 
Double click on the certificate to open it for viewing. If you can’t open it, you will most likely get an error when 
you try to specify this file as a certificate response when running the Intel® Remote Configuration Certificate 
Utility (Intel® RCFG Utility). 

 

Q14. How do I save the certificate response? 

A. When the vendor sends you a text reply: 

1. Create a new text document. 
2. Copy the content of the text blob from “----BEGIN NEW CERTIFICATE REQUEST----“ to “----END NEW 

CERTIFICATE REQUEST----“. 
3. Rename your document to ‘filename.cer’ and save. 
4. Try to open this file. 
5. If this doesn’t work, the vendor may have sent you a full certificate chain. 

a. Rename the file to ‘filename.p7b’ 
b. Open the .p7b file 
c. Navigate to the certificate, right click on the certificate name and select ‘export’. This will save the 

certificate file and the wizard can use it for the install. 
 

GoDaddy* 

Q15. Can I use GoDaddy’s ‘Standard SSL’? 

A. No. You must purchase ‘Deluxe SSL’ or ‘Premium SSL’ from GoDaddy. ‘Standard SSL’ will not work. 

 

Q16. What should I enter in the “Company Name” field in the wizard, if I have purchased a certificate 
from GoDaddy? 

A. If you have purchased a certificate from GoDaddy, enter the name of your business in the “Company Name” 
field in our wizard unless you purchased a certificate for a small business/sole proprietor, in which case the 
“Company Name” field must match the name of the person who is requesting the certificate. 

 

Comodo* 

Q17. What certificates does Comodo support? 

A. At this time, Comodo only supports ‘Standard SSL’ certificates, which include the following certificate 
options: 

1. Standard SSL 
2. Multiple Standard SSL 
3. Top Level Domain support 
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VeriSign* 

Q18. What certificates are supported by VeriSign managed PKI accounts? 

A. Only Wildcard & UCC certificates are supported for VeriSign managed PKI accounts. 

Q19.  How does the May 17, 2009 VeriSign Root migration affect remote configuration certificates? 

A. On May 17, 2009 VeriSign upgraded all SSL Certificates to a new root.  Please see this VeriSign document 
for information from VeriSign specific to how this change affects remote configuration certificates. 

 

Other Considerations 

Q20. What needs to be done in the Certificate Authority to support UCC Certificates? 

A. Before creating the CSR you will need to change a flag in your Certificate Authority (CA). This must be 
performed on the server that the certificate service is running on. Follow these steps:   

1) Close the Intel® RCFG Certificate Utility 
2) Open a command window on the CA server (from Start  Run  CMD) 
3) Execute the following command from the command prompt: 

C:>  Certutil –config <server\caname> -setreg policy\EditFlags +EDITF_ATTRIBUTESUBJECTALTNAME2 

- Where <server\caname> is the server FQDN & CA name used for remote configuration 
4) Then restart certificate server from the command prompt: 

 C:>  Net stop certsvc  
 C:>  Net start certsvc 

5) Run the Intel® RCFG Certificate Utility (UCC certificates are now supported) 
 

Q21. What if I want to use a certificate type the utility does not recommend? 

A. The Intel® RCFG Certificate Utility will make a recommendation based on information you provide regarding 
basic environmental considerations.  Inputting specific information will result in the tool generating the 
following certificates:  

• Standard SSL – list only a single DHCP option 15 value (example: server.company.com) 

• Wildcard SSL – list at least 2 DHCP option 15 values, all values must have same domain prefix 
(example: server1.company.com and server2.company.com) 

• UCC SSL – list at least 2 DHCP option 15 values with different domain prefixes (example: 
server.company.com and server.company.net)  

Still have questions? 
Contact us at: support_dopd_swe@intel.com 
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