True Scale Fabric Switches 12000
Series

User Guide

January, 2014

Order Number: G91930002US



INFORMATION IN THIS DOCUMENT IS PROVIDED IN CONNECTION WITH INTEL PRODUCTS. NO LICENSE, EXPRESS OR IMPLIED, BY ESTOPPEL OR
OTHERWISE, TO ANY INTELLECTUAL PROPERTY RIGHTS IS GRANTED BY THIS DOCUMENT. EXCEPT AS PROVIDED IN INTEL'S TERMS AND CONDITIONS OF
SALE FOR SUCH PRODUCTS, INTEL ASSUMES NO LIABILITY WHATSOEVER AND INTEL DISCLAIMS ANY EXPRESS OR IMPLIED WARRANTY, RELATING TO
SALE AND/OR USE OF INTEL PRODUCTS INCLUDING LIABILITY OR WARRANTIES RELATING TO FITNESS FOR A PARTICULAR PURPOSE, MERCHANTABILITY,
OR INFRINGEMENT OF ANY PATENT, COPYRIGHT OR OTHER INTELLECTUAL PROPERTY RIGHT.

A "Mission Critical Application" is any application in which failure of the Intel Product could result, directly or indirectly, in personal injury or death. SHOULD
YOU PURCHASE OR USE INTEL'S PRODUCTS FOR ANY SUCH MISSION CRITICAL APPLICATION, YOU SHALL INDEMNIFY AND HOLD INTEL AND ITS
SUBSIDIARIES, SUBCONTRACTORS AND AFFILIATES, AND THE DIRECTORS, OFFICERS, AND EMPLOYEES OF EACH, HARMLESS AGAINST ALL CLAIMS
COSTS, DAMAGES, AND EXPENSES AND REASONABLE ATTORNEYS' FEES ARISING OUT OF, DIRECTLY OR INDIRECTLY, ANY CLAIM OF PRODUCT LIABILITY,
PERSONAL INJURY, OR DEATH ARISING IN ANY WAY OUT OF SUCH MISSION CRITICAL APPLICATION, WHETHER OR NOT INTEL OR ITS SUBCONTRACTOR
WAS NEGLIGENT IN THE DESIGN, MANUFACTURE, OR WARNING OF THE INTEL PRODUCT OR ANY OF ITS PARTS.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on the absence or characteristics of
any features or instructions marked "reserved" or "undefined". Intel reserves these for future definition and shall have no responsibility whatsoever for
conflicts or incompatibilities arising from future changes to them. The information here is subject to change without notice. Do not finalize a design with
this information.

The products described in this document may contain design defects or errors known as errata which may cause the product to deviate from published
specifications. Current characterized errata are available on request.

Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your product order.

Copies of documents which have an order number and are referenced in this document, or other Intel literature, may be obtained by calling 1-800-548-
4725, or go to: http://www.intel.com/design/literature.htm

Any software source code reprinted in this document is furnished for informational purposes only and may only be used or copied and no license, express
or implied, by estoppel or otherwise, to any of the reprinted source code is granted by this document.

Intel and the Intel logo are trademarks of Intel Corporation in the U.S. and/or other countries.
*Other names and brands may be claimed as the property of others.
Copyright © 2014, Intel Corporation. All rights reserved.

True Scale Fabric Switches 12000 Series
User Guide January, 2014
2 Order Number: G91930002US


http://www.intel.com/design/literature.htm

™ ®
12000 Series Switches l n te I :

Contents
1.0 INErodUCHiON ..o s 9
B R I o) = o o [T I ANH o [ 1= o Lol PP 9
1.2 Related Materials .ue i 9
1.3 Documentation CoNVENTIONS ....iuiiiiiiii i e e 9
1.4  Laser Safety Information ......ccoiiniiiiiii e 10
1.5 Electrostatic Discharge Sensitivity (ESDS) Precautions .........ccocviiiiiiiiiiiiiiieees 10
1.6 LiCENSE AQIrEeMIENES 1ottt 10
2.0 ChassSis VIEWEE OVEIVIEW .....oiiiiiiiiiiitiitii ettt ettt et e et e e e s eaeaae e aneees 11
2.1 [ (0] ST == T T P 11
2.2  Displaying the Chassis VIEW ...cuciiiiiiiiii i e n e aae s 12
2.2.1  Leaf MOAUIE ViEW .ottt e et a e e a e r e e an e aneanens 12
2.2.2 Management MOdUIE VIEW ......iiuiiiiiiiii e 13
2.2.3 Home Page TOOIDaAr . ... o 14
2.3 Displaying the Leaf, Spine, and Management Module VIiewWs ........ccovviiiiieiiiniiininennnns 14
2.3.1  Leaf MOAUIE VIBW .. vttt et e s s e e et s e e e a e e e nenes 14
2.3.2  SPINE MOAUIE ViEW ettt ettt e anea 15
2.3.3 Management MOdUIE VIEW .....uiiuiiiiiiiiiiii et e e 15
2.4  Component Details Ar€a ...oiuieiiiiiiiii e 16
2.4.1  Details HEader. ..o ittt 16
2.4.2  Module INfOormation A a ....civviriiiiiiiiiiiii e aees 17
2.4.3 Chassis View Component Information Area.......ccooviviiiiiiiiiiiiiiiiiieinieeens 17
2.4.4 Maodifying Switch Component Information ........coooviiiiiiiiiiii 18
2.4.5 Chassis View Component Information Area Tabs .......ccvviviiiiiiiiiiiiiiineenns 19
3.0 Configuration and MoONItOFiNG......... ..o 23
G A O o F= [T S Y A LoV = o 1 PR 23
G 702 I T T | 1 0T 23
30201 S LVl ittt e 24
3.2.2  RESEL LOG LEVEIS ..ttt e 28
G T | = 11 0} (= T= 1 U < P 29
3.3.1  Firmware Update ....ooviiiiiiiiiii e 29
3.3.2  LDAP Configuration .....ceieiiieiiiii ettt e e 30
3.3.3 HTTP/CLI Session Configuration .....ccoivviiiiiiiiiiiiiiiiie e eeneenesneenenes 31
Y A 1 PP 33
3.4.1 Target Configuration .....cciiiiiii i i e e 34
3.4.2  FIlter Status .oriii i e 37
3.4.3  Set CommuUNIty StriNgS....ciiiiiiiii e 38
3.5 Configuration File AdminiStration........coooieiiiiii e eeas 39
3.5 AN S O et e 40
3.5.2 Host Upload/Download ....coeiiuiiiiiiiii it e 41
G TG B I - [ o I @] o o] S PP 42
3.5.4 Subnet Manager Configuration File ..........cooiiiiiiiiii e 44
G G T O o = 1= [T I =T o 1 45
3.7 PO StatistiCS e e 47
3.7.1 Understanding Port Naming CONVENTIONS......cviviiiiniiiiiiiiiieeieeeneeneeieenenes 48
3.7.2 Port Statistics Field DeSCriptionS .....ciiviiiiiiiii i e aaens 48
3.7.3 1B Statistics Field DeSCriplions ...c.viieiiiiiiii i i e eaaneas 49
3.7.4 Leaf and Spine Module IB Port Statistics .....cooiviiiiiiiiiii e 51
G TS T Y < ol = o B I =1 i o] o £ 52
G TR S T oo ol =TT ol o P 55

January, 2014

True Scale Fabric Switches 12000 Series
User Guide

Order Number: G91930002US

3



] ®
l n t el > 12000 Series Switches

G T 10 g L= TS = Vo T P 57
3.9  OOB LAN IP SUDMEBNU ..ttt s e e e s e s e e e s e s e s e e s e eneran e nn e enneaneannernes 59
3.9.1 Configuring the Switch OOB IP Address .......ccoeiuiiiiiiiiniiiiii e 59

3.9.2 Configuring the Switch Default Gateway IP Address .......ccccvvviviiiiiiiniininennnns. 61

3.10 Fabric Manager Configuration .. .c.uiiii i e e 62
3.10.1 Automatically starting the Fabric Manager........ccoooviiiiiiiiiic e 62

3.11 Management MOdUIE MENU .....uiiriiiii et 63
0 s e o T [ 1 T P 63

3.11.2 VIieWINg the LOG .oueeiiiiiii ettt e e e e e 63

3.11.3 PUrging the LOg .. iiiiiitiiiii ittt e e e 64

3.11.4 SeleCt BOOt IMage .ciuiiiiiiiiiiiii it e e et 65

G T 0 T = o T3 B 1= T | i o 13 o L= P 66

3.12 Fabric Manager CONTIOl ... et e e et e e e e e e raans 67
3.12.1 Accessing the Subnet Manager Control Window ..........cccoiiiiiiiiiiiiiiiieene, 67

3.13 License Keys; Key AdminiStration ........c.ociuiiiiiieiiiii e e e ees 69
3.13.1 Adding @ NEeW LiCENSE KBY ..uuiuiiiiiiiiiiieiiitii i a e e e e nees 69

3.13.2 Deleting @ LiCENSE KBY .uiiiriiiiiitiiii i i e r e st a e aaeeaes 69

Figures

1 User AUthentiCation v e 11
2 INEEI® 12300 HOME PAGE 1uuteiieeteiieeeeeeeee e e e ettt e e e et ettt e e e e sea it e eeeseasteeeessessanreeeeeenes 12
3 INtel® 12800-040 HOME PAGE....cuuurrennieeieeeeeeeeeeeeeseeteaatr e e e easaeeseeeesesssesseraaaaaaeeas 12
L L= 1o = T 1t 0 o PP 12
5  Leaf MOdUIE VIEW MOUSEOVET ...ttt ittt et et e et e e et et e e e e e e st e e s e e aneaeanenes 13
6  Management Module VIEW MOUSEOVET . ...uiuiiriitiitieiteitaat it atae e e s sane e eananeaneenenes 13
7 12800-040 ChasSiS VIEW «.ueuuiieiiiiititiieitenteatiae e steatst e sea s sae e tea et e aneaseneaneaneanenes 14
8  Leaf MOAUIE MOUSEOVET ...ttt ittt s 14
1 I T Y\ oY [ AT PP 15
10 SPINE MOAUIE MOUSEOVET ... ettt ettt et et e et et e ra e e s e e aaeaaeeaeaneanans 15
11 SPINE MOAUIE VIBW ..ttt et e et e e e e et e e e et e et e s e e e e e eeaeens 15
12 Management MOdUIE MOUSEOVE ... .uu.ii ittt et et e e et e et e st aneaananeanans 16
13 Management MOAUIE ViEW ...t et aaeas 16
14  Component Details ArCa. . cciiiiiii i it aneas 16
BRI B T = 11 E o 1= T =T o PP 17
16 Module INformation ArEa .. ..i.e ittt ettt e e at ettt 17
17 Chassis View Component Information Ar€a ........ccoeieiiiiiieiiiiiiii e e e e e 18
RS T 20T o Yo Yo ) LT o o [ 1 PP 18
LS ST o Yo Yo} T o [ 1 PP 19
20 Chassis View Component Information Area, Showing LEDs and Sensors Tab .................... 20
B R O o = 11 FR A TV =T o T PP 23
B W o Yo o 11 T IR T U o] o = o 16 [ 24
23 Sl LVl BULEON 1ttt 24
24 Log System Configurator: Device Tab .....ccvvviiiiiiiii 24
25 Device Tab: Software Module Configurator ......ccoiiiiiiiiii i i 25
26 Log System Configurator: Preset Tab ...ciiiiiiiii i e aeaaneas 27
27 Log System Configurator: Syslog HOSt Tab ....cueieiiiiiiii e 28
B B T Y =l Y L= o T ) e o 28
29 Reset LOg LeVelS WINAOW ...cueienieieiieie ettt e e e e e e s et e s e s e e e se s s e e raeneeaaenanenens 29
G0 I =TT gL o< = T o = 1 =T o L 29
31 Firmware Update BULLON ..o e e ettt 30
32 Firmware Update WindOW .. ..uuieeiii it i e e e e e e s e e s e e e e st e e e aneeneanens 30
33 LDAP Configuration BULLON . ..ot et 31
34 LDAP Authentication WINAOW ..o et s e e ae e e a e s e e e e anennens 31
35 HTTP/CLI Session Config BULEON ......uieiiiiiiii et eaens 32
36 HTTP/CLI Session Configuration WINAOW .......oeiiiiiiiiiiiie i see e nenesneaeenenes 32

True Scale Fabric Switches 12000 Series

User Guide
4

January, 2014
Order Number: G91930002US



™ ®
12000 Series Switches l n te I :

37
38
39
40
41
42
43
a4
45
46
47
48
49
50
51
52
53
54
55
56
57
58
59
60
61
62
63

65
66
67
68
69
70
71
72
73
74
75
76
77
78
79
80
81
82
83
84
85
86
87
88
89
90
91

January, 2014

User Authentication DropdOwWn List........oieiiiiiiiiiiii e e e e 32
HTTP Mode DropdOWn LISt ...t ettt e e e e e e e e eaans 33
HTTPS Mode DropdOWN LiST ... .ueueeiiiieiiii it e e e e e e e e e e s e e e e saaenens 33
YN Y] o] o 01T o U PP 34
Target Configuration BULLON .. ..o it e e aeas 34
SNMP Target Configuration WiNAOW .....ciiuiiiiiiiiiiiii i s r s e ae e aneeaes 35
=] g = L8 EJ = 10 o o PP 38
SNMP Filter STatus WiNAOW ...t e v n e e e s e s e e e enneaneanennes 38
Set Community StrNGs BULLON ..o 39
Set CommuNity SEHANGS WINAOW . ..uuiuiiriitiii i e e e e e e e eeaees 39
Configuration File Administration MeNU ... ..o e 39
Configuration File Administration - Administer .......ccciiiiiiiiii i e 40
Configuration File Administration WindOW ........ccviiiiiiiii e 40
Configuration File Administration - Mode Drop-dOWN .........cooiieiiiiieieiiiii e ee e 41
Configuration File Administration - HOSt Up/DOWN ... ...iuiiiiiiiiiiie e ee e 41
Configuration File Upload/Download WIiNAOW ......cceiriiriiiiiiiiiiiiie i eneeieeenasnesaeenennes 42
(8T 0] [o =T B4 1o T Lo 1 YA PP 42
LI =] o T 0] ] 1 o] PP 43
Configuration File Trap Control WiNAOW .......oouiiiiiiiiiiiie e e e e e e 43
Subnet Manager Configuration File....... ..o e 44
Subnet Manager Configuration File WindOW ... ..o e 44
(O g =11 T3 I =Y o o oo | 45
Chassis Trap Control WinAOW ....iiueiiii i et e e e e aaneanes 45
IB POrt SEatiStiCS 1uuuvieiiiiiiiii e 47
Chassis IB POrt SEaliStiCS .uvuriieiiri it e er e r s e e e e e e e e aanernes 48
Leaf IB POrt Stats MENU ...ttt at e e e e et e e e eanans 51
Leaf Port Statistics WinAOW ...t e e e e et e e e eeaans 51
SPINE IB POt Stats MeNU...coiiiii i e e et 52
Spine Port StatistiCs WiNAOW ....uiiriiiii i et e eeeaes 52
Set Field Thresholds. .. .ociiiiii e 53
Set Field Thresholds WinAOW .....uire i e r e e e aneareaanernes 53
oo ol = 7<= oo 1 55
(o] gl 7= T Tl WM YAAT o o [ 1 PP 56
Port Beacon Highlight. ... e et et e e e nans 56
YAl I T TS Y= Y Lol 57
System Time Information Window .......cciiiiiiiii i e e 57
TimMeE SErVICE = NTP SEEUD 1.eiuiiiiii ittt e e e e e et ee e aaeanans 58
Time Service - Manual SeEUP ...t 58
Time Service - Time Zone/Daylight Saving TiMe SEtUP ....ouiviiiiiiiiiii e 59
Set Switch OOB IP Address BULTON ....c.ieii i e e e e 59
<o O 10 = B N N o1 T T [ 1 60
Set OOB LAN IPVE WINAOW .uiviuiiiiiitiiiitisiieitii st a e s a s e e s e e aaas 61
Set Switch Default Gateway IP Address BUttON .....ovviiiiiiiiii e 61
Set Default Gateway IP WINAOW .....uuieiiiiie et e e e e e e e e e e e e e e neeeeeens 62
Subnet Manager SUDMENU ... ...t e e e e r s e e e a e e e e eeaerens 62
Subnet Manager Configuration WinAOW . .......vouiiiiiiiiiiii e e e e e 62
ManagemeENt MOAUIE MENU. ... .uiiii i e et ettt e et et e e e aneaaeaanen 63
VATV o o I = T U)o (o o P 63
SaAMPIE MESSAGE LOG. . uiiiiiiiiiii i e 64
PUFGE LOg BULEON . uti it e 64
Purge Log Confirmation WINAOW .......ocieiiiiiiiiiii e et e e e e e e e e aneeens 65
Select Boot IMage BULEON ...vur e 65
Boot Image Selection WINAOW ..o e e a et e e e e e neaanens 65
[ ToTo )l N p gF=To [T o1 LT =] o T U 1 o PP 66
POSt DiagnoStiCs BUTTON ..t 66

True Scale Fabric Switches 12000 Series

Order Number: G91930002US

User Guide

5



] ®
l n t el > 12000 Series Switches

1 oo 1= B =T | Vo 1] w Tt =TTV g o o )P 67
93 Post Diagnostics RESUIES OULPUL .....oueiei e 67
94 Subnet Manager Control BULEON ......cuieiiie it e e e e 67
95 Subnet Manager Control WINAOW ..ot e 68
96 LiceNSse KeY SUDMENU . ... e e 69
97 Key Management WiNAOW ....eiiiiire e s it st e e v e e e e s et e s e e e e st e e e an e eaneaneenneanes 69
98 License Key Management Information WindOW ........cccoiiiiiiiiiiiiiiiiiir e 69
99 Key Management Delete .. ... 70
100 License Key Delete Prompt . ... ettt e e e e e 70
Tables
1 System, Chassis FRU, Power, Fan, and Backplane Tabs .........ccooviiiiiiiiiiiii e 20

True Scale Fabric Switches 12000 Series

User Guide
6

January, 2014
Order Number: G91930002US



12000 Series Switches

intel.

Date

Revision

Description

January, 2014

002Us

Added information for downloading the current subnet manager configuration file. See "Subnet
Manager Configuration File” on page 44.

January, 2014

88§

True Scale Fabric Switches 12000 Series
User Guide

Order Number: G91930002US

7



®
l n tel 12000 Series Switches

True Scale Fabric Switches 12000 Series
User Guide January, 2014
8 Order Number: G91930002US



™ ®
12000 Series Switches ‘ l n tel :

1.0 Introduction

This manual describes the configuration and administration tasks for the Intel® True
Scale Fabric Switches12000 Series, which includes:

e The 12200 36-port switch with embedded management
e 12200-BS01-MM
e 12200-BS23-MM
e The 12300 36-port configurable switch
e The 12300 18-port configurable switch
e The 12800 Director Series:
— 12800-040
— 12800-120
— 12800-180
— 12800-360

1.1 Intended Audience

This manual is intended to provide network administrators and other qualified
personnel a reference for configuration and administration task information for the
switches.

1.2 Related Materials

o Intel® True Scale Fabric Switches 12000 Series Hardware Installation Guide
o Intel® True Scale Fabric Switches 12000 Series CLI Reference Guide

o Intel® True Scale Fabric Switches 12000 Series Release Notes

e Intel® True Scale Fabric Switch 12200 Release Notes

1.3 Documentation Conventions

This guide uses the following documentation conventions:
e Note: provides additional information.

e Caution: indicates the presence of a hazard that has the potential of causing
damage to data or equipment.

e Warning: indicates the presence of a hazard that has the potential of causing
personal injury.

e Text in blue font indicates a hyperlink (jump) to a figure, table, or section in this
guide, and links to Web sites are also shown in blue. For example:

— Table 2 lists problems related to the user interface and remote agent.
— See “Installation Checklist” on page 6.
— For more information, visit www.intel.com.

¢ Text in bold font indicates user interface elements such as a menu items, buttons,
check boxes, or column headings. For example:

— Click the Start button, point to Programs, point to Accessories, and then
click Command Prompt.

— Under Notification Options, select the Warning Alarms check box.

True Scale Fabric Switches 12000 Series
January, 2014 User Guide
Order Number: G91930002US 9
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1.4

1.5

1.6

e Text in Courier font indicates a file name, directory path, or command line text.
For example:

— To return to the root directory from anywhere in the file structure:
Type cd /root and press ENTER.

— Enter the following command: sh ./install.bin

e Key names and key strokes are indicated with UPPERCASE:
— Press CTRL+P.
— Press the UP ARROW key.

e Text in italics indicates terms, emphasis, variables, or document titles. For
example:

— For a complete listing of license agreements, refer to the Intel Software End
User License Agreement.

— What are shortcut keys?

— To enter the date type mmy/dd/yyyy (where mm is the month, dd is the day,
and yyyy is the year).

o Topic titles between quotation marks identify related topics either within this
manual or in the online help throughout this document.

Laser Safety Information

This product may use Class 1 laser optical transceivers to communicate over the fiber
optic conductors. The U.S. Department of Health and Human Services (DHHS) does not
consider Class 1 lasers to be hazardous. The International Electrotechnical Commission
(IEC) 825 Laser Safety Standard requires labeling in English, German, Finnish, and
French stating that the product uses Class 1 lasers. Because it is impractical to label the
transceivers, the following label is provided in this manual.

CLASS 1 LASER PRODUCT
LASER KLASSE 1
LUOKAN 1 LASERLAITE

APPAREIL A LASER DE CLASSE 1
TO IEC 825 (1984) + CENELEC HD 482 S1

Electrostatic Discharge Sensitivity (ESDS) Precautions

The assemblies used in the switch chassis are ESD sensitive. Observe ESD handling
procedures when handling any assembly used in the switch chassis.

License Agreements

Refer to the Intel/® Software End User License Agreement for a complete listing of all
license agreements affecting this product.

88§
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2.0 Chassis Viewer Overview

Chassis Viewer is Intel®’s browser-based device management software. Chassis Viewer
provides the primary management interface for the Intel® 12000 switches, allowing
the user to perform management, configuration, and monitoring tasks related to IB
networks.

The Chassis Viewer runs on the firmware of the 12300 and each management module
of the 12800 series. The browser must be on a workstation that has IP connectivity to
the LAN port (RJ-45 connector) on the switch.

¢ To access Chassis Viewer, point a browser to the IP address of the switch.
For a list of supported browsers, please refer to the Inte/® 12000 Release Notes.

o If user authentication is enabled, the User Authentication window shown in
Figure 1 is displayed:

Figure 1. User Authentication

The server 10.228.198.253 at Intel True Scale Edge Switch 12300 requires a
username and password.

Warning: This server is requesting that your username and password be
sent in an insecure manner (basic authentication without a secure
connection).

— The default user name and password need to be entered:
e User name: admin
e Password: adminpass
The Chassis Viewer home page is displayed.
The Chassis Viewer manages:
e The switch chassis
e Each director-class leaf module
e Each director-class spine module
e Each director-class management module
¢ Logging and monitoring functionality

2.1 Home Page

Chassis Viewer’s home page (Figure 2 and 3) provides a high-level overview of the
switch. This area is the starting point to more detailed information for the chassis and
components (fans and power supplies), leaf modules, spine modules, and management
modules. The selected component provides hyperlinks to related menus and
information where the user can perform configuration and monitoring tasks.

True Scale Fabric Switches 12000 Series

January, 2014 User Guide
Order Number: G91930002US 11
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Figure 2.

Figure 3.

Figure 4.

2.2

2.2.1

12000 Series Switches

Intel® 12300 Home Page

E@ intel True Scale Edge Switch 12300

AR BN BN
S EEEEN IOHEERN WORICERE YR

Chassis Details.

o s Srwe ogs su 1100
i TLs ScmmERge ShaEn 12900

o S0+
Poeer Sopi 2
e

Intel® 12800-040 Home Page

intel Intet True Scale Fabric Switch 12800-040 L,

The ? (HELP) button (Figure 4) displays online help. Each help window gives the user
a high-level, topic-specific description.

Help Button

Chassis Viewer

| Chassis || Reboot |

Displaying the Chassis View
There are three ways to display the chassis view for the 12800 switches.

Leaf Module View

1. Mouse over the outer region of the leaf module view.
The edges of the chassis are highlighted green as shown in Figure 5:

True Scale Fabric Switches 12000 Series
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Figure 5. Leaf Module View Mouseover

2. Click the outer region of the leaf module view.
The chassis view is displayed (Figure 7).

2.2.2 Management Module View

1. Mouse over the outer region of the management module view.
The edges of the chassis are highlighted green as shown in Figure 6:

Figure 6. Management Module View Mouseover

3! -

2. Click the outer region of the management module view.
The chassis view is displayed (Figure 7).

True Scale Fabric Switches 12000 Series
January, 2014 User Guide
Order Number: G91930002US 13
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Figure 7. 12800-040 Chassis View

Intel True Scale Fabric Switch 12800-040

Lhssls Viewer

Chassis Detafls
b

2.2.3 Home Page Toolbar

1. Select the Chassis button from the Home Page toolbar.

2.3 Displaying the Leaf, Spine, and Management Module Views

2.3.1 Leaf Module View

To display the leaf module views:

1. Mouse over the leaf module to display.
The edges of the leaf module are highlighted green as shown in Figure 8:

Figure 8. Leaf Module Mouseover

2. Click the leaf module.
The leaf module view is displayed (Figure 9).

True Scale Fabric Switches 12000 Series
User Guide January, 2014
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Figure 9. Leaf Module View

(inteD) Intel True Scale Fabric Switch 12800-040 S

Leaf 103 Details ]

2.3.2 Spine Module View

To display the spine module view:

1. Mouse over the spine module to display.
The edges of the spine module are highlighted green as shown in Figure 10.

Figure 10. Spine Module Mouseover

2. Click the spine module.
The spine module view is displayed (Figure 11).

Figure 11. Spine Module View

(intel) Intel True Scale Fabric Switch 12800-040 S

Spine 105 Details

2.3.3 Management Module View

To display the management module view:

1. Mouse over the management module to display.
The edges of the module are highlighted green as shown in Figure 12:

True Scale Fabric Switches 12000 Series
January, 2014 User Guide
Order Number: G91930002US 15
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Figure 12.

Figure 13.

2.4

Figure 14.

2.4.1

Management Module Mouseover

2. Click the management module.
The management module view is displayed (Figure 13).

Management Module View

Chassis Viewer

(inlel') Intel True Scale Fabric Switch 12800-040

Master 201

Master Management Module 201 Details [[fene ]

Component Details Area
The Component Details Area (Figure 14) for the chassis, spine, leaf, and
management module has three areas.

e Details Header

¢ Information area

e Menu

Component Details Area

Master Management Module 202 Details W

Details Header

The Details Header (Figure 15) allows the user to execute command tasks for each
hardware component. The figure below displays the 12300 Details Header as an
example.

True Scale Fabric Switches 12000 Series
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Figure 15.

Note:

2.4.2

Figure 16.

2.4.3

January, 2014

Details Header

| Logout || Reboot || Vigwy FRU || ien Log |

All component Details Headers contain the following buttons:
e Logout
The Logout button is only displayed if the user has set the User Authentication

parameter to Login Enabled through the HTTP Session Configuration submenu. Refer
to Section 3.3.3, "HTTP/CLI Session Configuration” on page 31 for more information.

e Reboot

e View Field Replaceable Unit (FRU) Information
e View Log

e Home (12800 series)

e Help (12800 series)

Module Information Area

The Module Information Area (Figure 16) allows the user to view high-level
information for each specific leaf, spine, or management module. The information area
comprises fields that are tied to live data from the selected hardware component as
well as live system information.

Module Information Area

Leaf Slot Information | |
_I1ZBUD QDR 18P Leaf Module
_IUSF1 150920030
S
_I’IZBUU—LHB

The information area has the following button:
Refresh:

Refreshes all fields in the information areas.

Chassis View Component Information Area

The Chassis View Component Information Area (Figure 17) allows the user to
monitor important information for each specific hardware component, as well as
important system information. The information area is comprised of two different
fields:

¢ The white fields allow the user to add or modify applicable general and system
information that is specific to their environment.

e The gray fields are tied to live data from the selected hardware component as well
as live system information.

True Scale Fabric Switches 12000 Series
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Figure 17.

2.4.4

2.4.4.1

Figure 18.

2.4.4.2

Chassis View Component Information Area

True Scalle Fabric Swhch 12800-040 - Fimmyare Versiom: 7.2.0.0.33, Mar 30 2013
el True Sazik = 12800-40 6L [ Fiela Detmur
Day(s). 8 Hour(s). 26 Minse(s), 7 S2cond(s)

. No Vale Set—

Mo Vahee St

- Nio Wk Ssie

Modifying Switch Component Information

Use the following procedure to modify the fields for switch components:

1. Select the applicable tab: LED and Sensors, System, Chassis FRU, Power, Fan,
or Backplane.

2. Click on the row to be modified.

3. In the text boxes, enter information that is applicable to the existing network
environment.

4. To save, click the Apply button at the bottom of the window.

Rebooting the 12300 Switch

1. From the Chassis Details Header, click Reboot.
The reboot confirmation window is displayed (Figure 18).

Reboot Window

Windows Internet Explorer |

\ ? ) Do yiou really want to reboot this chassis?

(] 4 I Zancel |

2. Click OK.

Rebooting the 12800 Switches

1. From either the Details header of the Chassis Viewer home page or the chassis
view Maintenance submenu, select Reboot.

A window similar to Figure 19 is displayed:

True Scale Fabric Switches 12000 Series
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Figure 19. Reboot Window

Reboot [

" Management Module 201 (Slave)

" Management Module 202 (Mazter)

" Reboot Entire Chassis

2. Select the radio button of the management module(s) to be rebooted, or select the
Reboot Entire Chassis radio button to reboot the switch and all management
modules.

3. Click Reboot.

2.4.5 Chassis View Component Information Area Tabs
The tabs along the top of the information area present information about the following
components:
e LED and sensor information
e Overall system information
e Switch Field Replaceable Unit (FRU) Information
e Power supply information
e Fan information
e Switch backplane information

2.4.5.1 LEDs and Sensors Tab

The LEDs and Sensors tab (Figure 20) displays the following information:
e Switch component LED information for chassis status, fan, and power supplies.

e Slot-based temperature and AC-power sensor data for the internal switching
complex.

True Scale Fabric Switches 12000 Series
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Figure 20. Chassis View Component Information Area, Showing LEDs and Sensors

Tab
Chassis Units Test
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o cnEssis fauk okerant imel True Scale Fabric Swikch 12500-040 =
i cnEssls senice Imtel True Scale Fairic Switch 12500-040 _|
o power supply AC Power Supoly 201
o power supoly DC Power Supply 201
o power supply AC Power Supoly 202
o power supgly OC Power Sugpty 202 -

siot Hams ] ] status 1 Description |~
Leaf 101 ftemperature ‘good FUSION — baseboard temp —_
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Leaf 101 ftemperature ‘good FUSION — ask temp
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L a0 rp—— e - e B = e

Note: For a detailed explanation of physical LEDs on the hardware components, please refer
to the Inte/® True Scale Fabric Switches 12000 Series Hardware Installation Guide.

2.4.5.2 System, Chassis FRU, Power, Fan, and Backplane Tabs

Table 1 is a list of the System, Chassis FRU, Power, Fan, and Backplane tabs in the
Chassis View Component Information Area (Figure 20).

Table 1. System, Chassis FRU, Power, Fan, and Backplane Tabs
Tab/Information Description
System Tab The System tab displays overall system information for the applicable

switch chassis. This information includes the following items:

The IP address of the switch. The IP address of the switch can be

Out of Band LAN IP changed by the administrator.

The current net mask settings for the Chassis. The net mask of the

Net Mask chassis can be changed by the administrator.

System Description A read-only textual description of the system.

Assigned by the administrator, the IB node description is an IB fabric-
applicable name that will be displayed within the Intel® Fabric Viewer.
To reset this field to the default setting, click the Field Default

IB Node Description button.

Note: If the IB Node Description field has been changed since the last
reboot of either management module, the next reboot will be treated
as disruptive.

The elapsed time since the master management module was re-

System Uptime initialized.

The textual identification of the contact person and their contact

System Contact information for this system, assigned by the administrator.

The name for the system, assigned by an administrator. One

System Name convention is to use the system's fully qualified domain name.

System Location The location of the system, assigned by an administrator.

Apply Button Saves any changes made by the user in the System tab to memory.

True Scale Fabric Switches 12000 Series
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Table 1.

intel.

System, Chassis FRU, Power, Fan, and Backplane Tabs

Tab/Information

Description

Refresh Button

Refreshes all fields in the System tab.

Chassis FRU Tab

The Chassis FRU tab displays switch Field Replaceable Unit (FRU)
information. This information includes the following items:

Type

The type of component.

Description

A description of the component, assigned by an administrator.

Alias Name

Name of the component, assigned by an administrator.

Serial Num Component serial number
A button for each row that displays additional detail about the
Detail component. Additional details include: Part Number, Model, Version,

Manufacturer Name, Product Name, Manufacturer Identification, and
Manufactured Date (if available).

Apply Button

Saves any changes made by the user in the Chassis FRU tab to
memory.

Refresh Button

Refreshes all fields in the Chassis FRU tab.

Power Tab

The Power tab displays switch power supply information. This
information includes the following items:

Description

A description of the component, assigned by an administrator.

Status Displays the status of the component.
Part Num Displays the part number of the component.

A button for each row that displays additional detail about the
Detail component. Additional details include: Description, Status, Part

Number, Manufacturing Name, Product Name and Manufacturing ID.

Apply Button

Saves any changes made by the user in the Power tab to memory.

Refresh Button

Refreshes all fields in the Power tab.

Fan Tab

The Fan tab displays switch fan information. For descriptions of the
fields, see the Power Tab.

Backplane Tab

The Backplane tab displays switch backplane information. The
Backplane details button includes the following additional information:

e Description

e Serial Number

e Part Number

e Model

e \ersion

e Manufacturing Name
e Product Name

e Manufacturing ID

e Manufacturing Date

Additionally, the user can modify the Description field, adding
information specific to their network environment.

88§
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3.0 Configuration and Monitoring

This section provides detailed, task-oriented descriptions for configuring and
monitoring the 12000 switches and their feature functionality.

3.1 Chassis View Menu

The Chassis View Menu (Figure 21) allows the user to:

Set and reset levels for log message files (Refer to “"Logging” on page 23)
Perform maintenance (Refer to "Maintenance” on page 29)

View and modify SNMP trap configuration information (Refer to "SNMP” on
page 33)

Perform various administrative tasks related to configuration (Refer to
“Configuration File Administration” on page 39)

Set default trap scenarios related to the switch (Refer to “"Chassis Traps” on
page 45)

Obtain IB port information (Refer to “Port Statistics” on page 48)
Set the system time (Refer to "Time Service” on page 57)
Set the OOB LAN IP (Refer to "OOB LAN IP Submenu” on page 60)

Configure the Subnet Manager (Refer to “Fabric Manager Configuration” on
page 63)

Figure 21. Chassis View Menu

[

Logging

Maintenance

SHMFP

Caonfig File Admin

Chassis Traps

Port Stats

Time Service

OO0B LAN IP

Subnet Manager

3.2 Logging

The Logging submenu (Figure 22) allows the user to set and reset levels for log
message files.

January, 2014
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Figure 22.

3.2.1

Note:

Figure 23.

Figure 24.

Logging Submenu

| Legging
B -
. Reset Levels

Set Level

To efficiently set up Log filtering, enable only those levels that need to appear in the
log. The levels are handled by two layers.

The first layer is the Preset Layer. This layer allows the user to select the levels of
messages the switch will generate. If the level is selected here, it could be logged into
Ram Device or the Syslog Device. Any unselected levels will not be logged to any
Device.

The second layer is the Device Levels. This allows the user to select the levels of log
messages to be saved.

To save log message levels, select the log level in the Device tab and Preset tab.

The Set Level button allows the user to set log level configuration parameters for all
software modules.

To set log levels:

1. From the menu, select Logging.
The Set Level button is displayed (Figure 23).

Set Level Button

Logging l

Set Level

S

2. Click Set Level.
3. The Log System Configurator (Device Tab) window is displayed (Figure 24).

Log System Configurator: Device Tab

On On On On oOff oOff On Off On Off oOff Off oOff Off ICunﬂgure
On On On On Off Off Off Off On Off Off Off Off Off ICunﬂgure

Cloze
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3.2.1.1 Device Tab

The Device tab (Figure 25) presents current log level configuration settings for the
following software modules:

e RAM - The circular log buffer contained in memory. To access the contents of this
buffer, use the Chassis Viewer View Log button.

e Syslog - Messages that are sent to the syslog host specified on the Syslog tab.

From this window, the user can change any of the log level settings for a specific
software module by clicking on the Configure button, which displays a configuration
window:

Figure 25. Device Tab: Software Module Configurator

| Apply || Refresh || Close |

To change any Log Level settings:
1. Click the On-Off check box to the right of the setting.
2. Click the Apply button to save any changes.

The following list describes each of the Log Level configuration parameters.

e DUMP - Indicates that a problem has caused the system to produce a system
dump file. In most circumstances, it is recommended that the user retrieve the
dump that was produced. Support engineers may require the information contained
in the dump file to diagnose the cause of the problem.

e FATAL - Indicates that a non-recoverable system problem has occurred. The user
should reboot the system or component and verify that the subsystem is fully
functional to determine whether the fault has been corrected. If the problem
persists, the user should contact the supplier.

e ERROR - Indicates that a serious system error has occurred which might be
recoverable. If the system exhibits any instability, the user should reboot the

True Scale Fabric Switches 12000 Series
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system or component. If errors persist, the user should immediately contact the
supplier's technical support.

ALARM - Indicates that a serious problem has occurred which degrades capacity
or service. If the error is recoverable, the user should correct the failure. If the
alarm/failure persists, the user should reboot the system at a convenient time. If
the problem is still not cleared, the user should contact the supplier.

WARNING - Indicates that a recoverable problem has occurred. The user does not
need to take action.

PARTIAL - When more information is available, Partial causes additional message-
related details to be displayed.

CONFIGURATION - An informational message indicating changes that a user has
made to the system configuration. The user does not need to take any action.

INFO - Informational messages that occur during a system or component boot.
The user does not need to take any action.

PERIODIC - An informational message containing periodic statistics. The user
does not need to take action.

NOTICE - Notice is used for failures that could be a result of “frequent” user
actions, such as a server reboot.

3.2.1.2 Debug message levels 1 through 5:

Debug messages are for supplier and/or engineering use and are not necessarily
indicative of actions that an end user may need to take.

DEBUG1 - Messages that describe the states of connections and links.
DEBUG2 - Messages that describe major configuration changes or operations.
DEBUG3 - Messages that describe the I/0 flow.

DEBUG4 - Messages that contain the packet dumps within an I/0 flow. I/O flows
contain multiple packets.

DEBUGS5 - Messages that contain the packet dumps within an I/0 flow. I/O flows
contain multiple packets.

Important: When configuring the log levels to display debug messages, care should
be taken to ensure that system performance issues are weighed against
troubleshooting requirements. Generally, the higher the debug number the more
information is written to the log. Specifically, DEBUG3 through DEBUG5 have the most
effect on system performance.

3.2.1.3 Preset Tab

The Preset tab (Figure 26) allows the user to quickly change log level settings for all
software modules on the switch.
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Figure 26.

3.2.1.4

Note:

Note:

January, 2014

Log System Configurator: Preset Tab

onoff |
rl
Cl
Cl
Cl
I

Dump
Fatal
Error
Alarm
Warning
Partial
Config
Info
Periodic
Notice
Debug1
Debug?
Debug3
Debug4
Debugs

|

| Apply || Refresh || Cloze |

To change the log level settings:
1. Click the On-Off check box to the right of the setting(s).
2. Click the Apply button to save any changes.

Syslog Host Tab

The Syslog Host tab (Figure 27) allows the user to configure logging messages to be
sent to a syslog host through an IP address or domain name server (DNS) host name.

In order to avoid losing log information in the event of a hardware failure, users should
configure a syslog server.

The switch only saves the in-memory log when it is able to gracefully shutdown, and
restore the log from the persistent state when it boots. Power cycling the switch,
removing/resetting the management card or any hardware failure that causes an
ASYNC reboot will not persistently save the in-memory log.

If the Host IP address is 0.0.0.0, no syslog host is configured, otherwise log messages
are sent to the syslog server at a specified IP address and port.
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Figure 27. Log System Configurator: Syslog Host Tab

Log System Configurator - Management Module 202

[0.0.0.0 ||s14 |

| Apply || Refresh || Close

To set up the syslog host:

1. In the Hostname or IP text box, enter either the host name or IP address of the
syslog host where the log files are to be saved.

2. Click the Apply button to save the IP address.

3.2.1.5 Configure Syslog on the Syslog Server

1. Edit the /etc/sysconfig/syslog file and ensure that the -r is included in the
SYSLOGD_OPTIONS. This allows logging from a remote system. For example:

SYSLOGD OPTIONS="-r -m 0"

2. Type /etc/init.d/syslog restart, and press Enter.

Note: To centralize logging for all switches in an IB fabric, the user can configure each switch
to point to the same syslog server, which has the syslog daemon (syslogd) running.

3.2.2 Reset Log Levels

The Reset Levels button resets the logging levels to their factory default values.

To reset the logging levels:

1. From the menu, select Logging.
The Reset Levels button is displayed (Figure 28).

Figure 28. Reset Levels Button

Logging

_

Set Level

Reset Levels

2. Click Reset Levels.
The Reset Levels window is displayed (Figure 29).
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Figure 29. Reset Log Levels Window

Windows Internet Explorer |

3{) Do you really want ko reset all logging levels to defaults?

ok I Cancel |

3. To reset the logging levels, click OK.

3.3 Maintenance

The Maintenance menu (Figure 30) allows the user to select an alternate firmware file
for the switch, reboot the switch, set and configure authentications for the switch, and
set HTTP and CLI session time out parameters, as well as set security requirements for
the switch.

Figure 30. Maintenance Menu

Maintenano=s

Firmware Update

Reboot

LDAP Configuration

Http/Cli Session Config

Note: For rebooting information, see Section 2.4.4.2, “"Rebooting the 12800 Switches” on
page 18.
3.3.1 Firmware Update

The Firmware Update button allows the user to select an alternate firmware file for
the switch. These alternate files are reflected in the drop-down lists in the Firmware
Update window.

To download firmware:

1. From the menu, select Maintenance.
The Firmware Update button is displayed (Figure 31).
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Figure 31.

Figure 32.

Note:

Note:

3.3.2

Firmware Update Button

Maintenance

I—. Firmware Update
|| reee
. LDAP Configuration

. Http/Cli Session Config

2. Click Firmware Update.
The Firmware Update window is displayed (Figure 32).

Firmware Update Window

Update - Module 201 m
Select Target Slot Image to Overwrite Booted Image Run at Next Boot Completion State
Management Module 201 502011[2] 503.03(1]
Management Module 202 50201112 5030301]

e e X xt3.5.0.3.0.3.pkg
Update Frmware || Close | Refresh

3. In the Select Target Slot column, select the hardware component to change its
firmware.

If there are multiple modules of the same type, the user can select all slots that apply.

4. In the Firmware Update Package: text box, use the Browse... button to locate
the path to the alternate firmware file.

Before using the Browse... button, make certain that the browser is tied to an FTP
server where the firmware files reside (i.e., if the file(s) does not reside on a local
computer).

5. To have the new image become active after the next reboot, make certain that the
box(es) in the Boot? column are checked.

6. Click the Update Firmware button.

LDAP Configuration

The lightweight directory access protocol (LDAP) configuration feature allows the user
to set and configure authentications for the switch. The LDAP service resides on a
server that has access to a usercode and password database.

On the 12000 switches with LDAP enabled, when a user attempts to login to either
Chassis Viewer or the CLI, the LDAP client intercepts the login attempt and rather than
authenticating internally, encrypts and packages the information in an LDAP packet and
sends it to a pre-configured LDAP server over TCP/IP (i.e., the out-of-band LAN). The
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Figure 33.

Figure 34.

3.3.3

January, 2014

LDAP server receives the request, passes it on to the authentication services, and
responds to the client with a yes or no, either allowing or denying the user access to

the box.

When LDAP is disabled internal authentication becomes the default.

To set up LDAP authentication:

1. From the menu, select Maintenance.
The LDAP Configuration button is displayed (Figure 33).

LDAP Configuration Button

Maintenanos

Firmware Update

Reboot

[. LDAP Configuration

Hitp/Cli Session Config

2. Click LDAP Configuration.
The LDAP Authentication window is displayed (Figure 34).

LDAP Authentication Window

LDAP Authentication - Management Module 202

Field Name | Value

LDAP Server IP Address |

LDAP Server Port |

| Apply || Refrezh || Close |

3. In the LDAP Server IP Address box, enter the address of the applicable LDAP
server.

4. In the LDAP Server Port box, enter the applicable server port number (the default
is 389).

5. Click Apply.

HTTP/CLI Session Configuration

The hyper text transfer protocol (HTTP) and command line interface (CLI) session
configuration feature allows the user to set HTTP and CLI session time out parameters,

as well as set security requirements for the switch.

The session time out duration is the length of time that a session remains active if
there is no GUI activity. If a session is inactive for a time exceeding the time out
duration, the user will be logged out.
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Figure 35.

Figure 36.

Figure 37.

To modify the HTTP and CLI configurations:

1. From the menu, select Maintenance.
The HTTP/CLI Session Config button is displayed (Figure 35).

HTTP/CLI Session Config Button

Maintenance

. Firmware Update
] -
. LDAP Configuration

‘- Http/Cli Session Config I

2. Click HTTP/CLI Session Config.
The HTTP/CLI Session Configuration window is displayed (Figure 36).

HTTP/CLI Session Configuration Window

Htip Session Configuration - Management Module 202 | 7
Http Timeout Duration (Seconds) | cli Timeout Duration (Seconds) | User Authentication | Hiip Mode | Hitps Mode

| | | Login Enabled [=l[Disabled |7]|Disabled 7]

0 500 Login Disabled Enabled Disabled

| Apply || Refresh || Cloze |

3. To modify the session time out duration (in seconds), click on the existing
configuration. The row changes to orange.

4. In the HTTP Timeout Duration field, enter the new timeout duration (in seconds).
The default is 0 seconds (i.e., no timeout).

5. In the CLI Timeout Duration field, enter the new timeout duration (in seconds).
The default is 600 seconds.

6. To change the User Authentication parameter, click on the User Authentication
list (Figure 37).

User Authentication Dropdown List

Htip Session Configuration - Management Module 202 | 7
Http Timeout Duration (Seconds) |  Cli Timeout Duration (Seconds) | User Authentication | Hitp Mode | Htips Mode
[o [g00 Login Disabled r||Enabled x||Disabled x|
L 600 Lagin Enabled | Enabled Disabled
User Only Required
Eqin Disabled
ap

7. Select the preferred user authentication method.

e Login Enabled - UserName and Password must be entered, and must match what
is in the database of the local switch.
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e User Only Required - According to the local switch database, a valid username
must be entered. A password is not required.

¢ Login Disabled - Does not require username or password.

e LDAP - Use an LDAP server. If the user name/password validation fails to complete
successfully, check the database of the local switch.

8. To change the HTTP Mode parameter, click on the HTTP Mode list (Figure 38).
Figure 38. HTTP Mode Dropdown List

Hiip Session Configuration - Management Module 202 | 7
Hitp Timeout Duration (Seconds) |  Cli Timeout Duration (Seconds) | User Authentication | Htip Mode | Hitps Mode
[o [500 | Login Disabled ~||Enabled x||Disabled x|
500 Login Disabled Disabled Disabled

| Apaply || Refresh || Cloze |

9. Select Enabled or Disabled.
10. To change the HTTPs Mode parameter, click on the HTTPs Mode list (Figure 39).

Figure 39. HTTPs Mode Dropdown List

Hitp Session Configuration - Management Module 202 | 7
Hitp Timeout Duration (Seconds) |  Cli Timeout Duration (Seconds) | User Authenfication | Htip Mode | Htips Mode
[o [500 [Login Disabled x|[Enabled x||Di

0 600 Login Disabled Enabled

| Apply || Refresh || Cloze |

11. Select Enabled or Disabled.
12. Click Apply.

3.4 SNMP

The SNMP submenu (Figure 40) allows the user to view and modify SNMP trap
configuration information.

Note: The following Chassis SNMP MIBs are provided:
¢ icsChassisMib
e icsChassisTrapMib
¢ icsConfigFileTrapMib
e icsIBStatMib
e icsKkeyMgmtMib
¢ icsLogConfigMIB
¢ icsMasterMib
e icsSmMib

True Scale Fabric Switches 12000 Series
User Guide

January, 2014
33

Order Number: G91930002US



™ ®
( l n tel > 12000 Series Switches

Figure 40. SNMP Submenu

SNMP

Target Configuration

Filter Status

Set Community Strings

3.4.1 Target Configuration

The Target Configuration button displays the SNMP Target Configuration window,
allowing the user to view and edit existing SNMP trap destinations.

To display the Target Configuration window:

1. From the menu, select SNMP.
The Target Configuration button is displayed (Figure 41).

Figure 41. Target Configuration Button

SNMP

|_. Target Configuration

Filter Status

. Set Community Strings

2. Select Target Configuration.
The SNMP Target Configuration window is displayed (Figure 42).
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Figure 42.

Note:

3.4.1.1

January, 2014

intel.

SNMP Target Configuration Window

SNMP Target Address - Management Module 202 |
Addr Name Transport Dom Transpori Addr Port | Timeout Retry Cnt__ | Tag List | Params Siorage Type Siatus
[ =|| -undefined—
nms v1 1.38.1861.1 172.26.0.26 162 1500 3 rfc1493 rfc1757 rfc1907 rfc2233 tmscom v1 params nonVolatile Active
nms v2 1361611 1032464 162 1500 3 rfc1483 rfc1757 rfe1807 rfc2233 tmecom V2 params. nonVolatile Not In Service
nms v3 1.38.161.1 0.0.0.0 162 1500 3 rfc1493 ric1757 rfc1907 rfc2233 tmscom v3 params nonVolatile Not Ready
New SNMP Address Form - Management Module 202 |

Addr Name Transport Dom Transport Addr Port Timeout Retry Cnt Tag List Params Storage Type Status
[ R . R R B e

SNMP Target Parameters - Management Module 202

Parameter Name | MP Model | Security Model | Security Name | security Level | Storage Type Siatus

[ [ I - 7| -undefined—
1 params. 0 1 public No Auth No Priv nonvolatie Active
2 params i 5 public Ho Auth No Priv nonVolatie Active
3 params 3 3 inttialnone Ho Auth No Priv nonVolatie Active

The top section of the window, SNMP Target Addresses, allows the user to determine
what type of SNMP traps are sent, and where they are sent. The rows provide an area
for specifying multiple trap destinations. The middle section, SNMP Address Form,
allows the user to record new SNMP address information for the applicable module. The
bottom section of the window, SNMP Target Parameters, allows the user to configure
each trap destination with version, optional security information, and filtering
mechanisms.

The Apply button applies the current settings to either the SNMP Target Addresses
or SNMP Target Parameters section. The Add button saves changes made to the
SNMP Address Form section.

The Target Configuration window is used for viewing and modifying existing SNMP
target entries. It is not used for creating new target entries.

To create a new target entry, use the following CLI command:
[-t timeout]

snmpTargetAddr add -n name -a addr [-p port] [-r retry count] [-1

tag list] [-v parameters] [-s storage type]

For example, to add a trap target with the IP address 192.168.0.123 that accepts
SNMP v2c style traps:

snmpTargetAddr add -n traphostl -a 192.168.0.123 -v "v2 params"

Or, to add the same target except using SNMP v1 traps:

snmpTargetAddr add -n traphostl -a 192.168.0.123 -v "vl params"

Target Configuration Window Field Descriptions

The following are descriptions for each field in the Target Configuration window:

SNMP Target Addresses:
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Note:

Note:

Note:

Note:

Note:

e Address Name
Specifies a unique, administrator-defined name the system uses to identify a row.

e Transport Domain

Specifies the transport type of the address contained in the
snmpTargetAddrTAddress object (e.g., 1.3.6.1.6.1.1 = udp,
1.3.6.1.4.1.1977.200.1 = tcp).

e Transport Address
Specifies the IP address in dotted decimal format.

The combination of the Transport Domain and the Transport Address determines the
trap destination.

e Port
Specifies the TCP or UDP port where the SNMP trap is sent.

e Timeout
Specifies the time (in milliseconds) that the trap sender waits on a response before
re-sending the trap.

e Retry Count
Specifies the number of attempts to be made to send the trap after a timeout

condition occurs.
Timeout and Retry Count are SNMP v2.c and above (not applicable for v1 traps).

e Tag List
Specifies which traps should be sent to this particular destination.

RFC2233 specifies the link up/down traps. Including RFC2233 in the Tag List specifies
that the trap receiver will get link up/down traps.

e Parameters

Specifies a mapping to an entry in the SNMP Target Parameters table, determining
the version of SNMP to use.

e Storage Type

This field determines whether or not the entry is saved for each reboot of the
switch.

— Nonvolatile means that the value is saved, and remains after each subsequent
reboot.

— Volatile or Other indicates it will not be saved.

e Status
Indicates the current status of the row. The row may be in one of three states:

— Active
— Not in service
— Not Ready
A status of not in service indicates that the current row will not be used in the event a

trap is generated by the system. Toggling a trap to not in service, which temporarily
suspends trap forwarding, may be useful to keep values intact.

SNMP Target Parameters:

Changes can only be made to rows that have a status of not in service.
e Parameter Name
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Specifies a mapping to an entry in the SNMP Target Parameters table, determining
the version of SNMP to use.

e MP Model

The Message Processing Model to be used when generating SNMP messages for
entry. Values for this field are 0 for SNMP v1, 1 for SNMP v2 and 3 for SNMP v3.

e Security Model

The Security Model to be used when generating SNMP messages using this entry.
Values for this field are 1 for SNMP v1, 2 for SNMP v2, or 3 for SNMP v3.

e Security Name
Security name identifies the entity for whom SNMP messages will be generated.

Note: This is equivalent to the community string in an SNMP get.

e Security Level
One of three options:

— NoAuthNoPriv: No Authentication, no privacy.
— AuthNoPriv: Authentication, no privacy.
— AuthPriv: Authentication and privacy

e Storage Type

This field determines whether or not the entry is saved for each reboot of the
switch.

— Nonvolatile means that the value is saved, and remains after each subsequent
reboot.

— Volatile or Other indicates it will not be saved.

e Status
Indicates the current status of the row. The row may be in one of three states:

— Active
— Not in service
— Not Ready
Note: A status of not in service indicates that the current row will not be used in the event a

trap is generated by the system. Toggling a trap to not in service, which temporarily
suspends trap forwarding, may be useful to keep values intact.

3.4.2 Filter Status

The SNMP Filter Status window allows the user to view parameters for rfc2273
(SNMP-NOTIFICATION-MIB).

To view SNMP filter status:

1. From the menu, select SNMP
The Filter Status button is displayed (Figure 43).
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Figure 44.
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Filter Status Button

SNMP

Target Configuration
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Filter Status

Set Community Strings

2. Click Filter Status.

The SNMP Filter Status window is displayed (Figure 44).

SNMP Filter Status Window

Set Community Strings

SNMP Filter Parameters - Management Module 202 | '
Notify Name | Tag Type Storage Type Sialus |
bridge rfc1493 nonVolatile Active
interfaces rfc2233 Trap nonVolatile Active
rmon rfc1757 nonVolatile Active
snmp rfc1807 nonVolatile Active
tms tmscom nonVolatile Active
SNMP Filter Parameters - Management Module 202
Filter Profile Name Parameter Storage Type Status
vl params nonVolatile Active
w2 params nonVolatile Active
w3 params nonVolatile Active
SNMP Filter Parameters - Management Module 202
Filter Subiree ‘ Filter Mask Filter Type Storage Type Status

o 1 non¥olatile Active

o 1 nonVolatile Active

0 1 nonVolatile Active

The Set Community Strings window allows the user to set two SNMP community

names:
e Read Only Community Name
e Read/Write Community Name

To set the Community Strings:
1. From the menu, select SNMP.

The Set Community Strings button is displayed (Figure 45).
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Figure 45.

Figure 46.

3.5

Figure 47.

January, 2014

Set Community Strings Button

SNMP

. Target Configuration

Filter Status

. Set Community Strings

2. Click Set Community Strings.
The Set Community Strings window is displayed (Figure 46).

Set Community Strings Window

| Apply || Refresh || Cloze |

The first field, Read Only Comm. Name is the community string that when
specified in an SNMP client, allows read-only access to SNMP fields exported by the
SNMP server.

The second field, Read/Write Comm. Name is the community string that when
specified in an SNMP client, allows read and write access to SNMP fields exported
by the SNMP server.

3. In each text box, enter a meaningful name (such as public and private displayed
in Figure 46), and click on Apply.

Configuration File Administration

The Config File Admin menu (Figure 47) allows the user to perform various
administrative tasks related to the configuration files for each module populating the
switch.

Configuration File Administration Menu

Config File Admin
i Administer
. Host Up/Down
. Trap Control

. Subnet Manager Config File
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The Administer window allows the user to set backup and restore scenarios for the
configuration file of applicable switch modules.

1. From the Chassis View menu (Figure 21), select Config File Admin.
The Administer button is displayed (Figure 48).

Figure 48. Configuration File Administration - Administer

2. Click Administer.

Config File Admin

Administer

Host Up/Down

Trap Control

. Subnet Manager Config File

The Configuration File Administration window is displayed (Figure 49).

Figure 49. Configuration File Administration Window

Configuration File Adminisiration - ‘
Index | Mode | Module |  Firmware Rev | Serial Num Ti Backup Restore | Clear |
| [ | I I I
1 Aute Backup MNone —Empty; No Value Set— —Empty; Mo Valus Set— Never Backup Restore Clzar
12 Aute Backup MNone —Empty; No Value Set— —Empty; No Value Set— Never Backup Restore Clear
3 Aute Backup Mone —Empty; No Value Set— —Empty; Mo Value Set— Never Backup Restore Clear
4 Auto Backup MNone —Empty; No Value Set— —Empty; Mo Value Set— Never Backup Restore Clear

3. Click on the module to be modified.
4. The row changes to orange.

5. In the Mode column, click the drop-down and select the configuration file

administration mode for a module (Figure 50).
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Figure 50. Configuration File Administration - Mode Drop-down

Configuration File Admini:

ation - Manac

Module 202 |

Index

‘ Mode

| Module

| Firmware Rev

| Serial Num

Backup

Restore

| clear

l«

oW —

IAulu BECFjINDne

Hone

‘Auto Backu e
Auto Restore
Disabled None

Auto Backup None

I—Empty, No Value Set—
—Empty; No Value Set—
—Empty; No Value Set—
—Empty; No Value Set—
—Empty; No Value Set—

I—Empty‘ MNo Value Set—
—Empty; No Value Set—
—Empty; No Value Set—
—Empty; No Value Set—
—Empty; No Value Set—

INever
Hever
Never
Never

Never

Backup

Restore

Clear

Backup

Restare

Clear

Backup

Restare

Cleat

Backup

Restore

Clear

The following is a description of each mode option:
e Disabled

Following an Auto Restore of a configuration file to a module, the system sets
the module mode to Disabled. This allows the user to verify that the
configuration file is correct, before returning the module to Auto Backup mode.
In the Disabled mode, use the Backup and Restore buttons to either back up
or restore a configuration file.

e Auto Backup
All configuration changes to a module are automatically backed up.
e Auto Restore

The most recent configuration file is restored to a module inserted into a
specific Chassis slot. This is useful as a prerequisite to hot swapping a module.

6. To save, click Apply.

Note: The Clear button deletes the configuration file from the switch.

3.5.2 Host Upload/Download

The Host Up/Download windows allows the user to:
e Upload configuration files from a server.
e Download saved configuration files from the switch to a server.

1. From the Chassis View menu (Figure 21), select Config File Admin.
The Host Up/Down button is displayed (Figure 51).

Figure 51. Configuration File Administration - Host Up/Down

Config File Admin

Administer

Host Up/Down

. Subnet Manager Config File

Trap Control
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2. Click Host Up/Down.
The Configuration File Upload/Download window is displayed (Figure 52).

Figure 52. Configuration File Upload/Download Window

Configuration File Host Upload/Download - Management Module 202 |
Index |  Mode | Module | Firmware Rev | Serial Num i Download Upload |

1 Aute Backup MNone —Empty; No Value Set— —Empty; No Value Set— Newver No file Upload

2z Aute Backup None —Empty; No Value Set— —Empty; Mo Value Set— Newver No file Uplozd

3 Auto Backup None —Empty; No Value Set— —Empty; No Value Set— Newver No file Uplozc

4 Aute Backup Mone —Empty; No Value Set— —Empty; No Value Set— Mever Mo file Upload

To upload a configuration file from a server to the switch:

1. For a selected module, click the Upload button.
The Upload window is displayed (Figure 53).

Figure 53. Upload Window

C ation File Host U Do = 202 |

Slot occupied by (NULL)

File Name- Browse ..

cancel | | Submit

2. Type the path to the desired server location, or click Browse to locate the correct
path.

3. Click Submit.

To download a configuration file from the switch to a server:

1. For a selected module, click the Download button. The File Download window is
displayed.

2. Click Save.

3. In the Save As window, locate the correct path to the desired server location, and
click Save.

3.5.3 Trap Control

The Trap Control window allows the user to set default trap scenarios related to
configuration files.

1. From the Chassis View menu (Figure 21), select Config File Admin.
The Trap Control button is displayed (Figure 54).
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Figure 54. Trap Control

Config File Admin

. Administer

Host Up/Down

. Trap Control

Subnet Manager Config File

2. Click Trap Control.
The Trap Control window is displayed (Figure 55).

Figure 55. Configuration File Trap Control Window

CfgFileTrapControl - Management Module 202
cfgSrvBackupFailed
cfgSrvSyncError

Gen Trap

Gen Trap

cfgSrvGenErmor Gen Trap
cfgSrvFileRestored
cfgSrvFileBackedup

cfgSrvModeDisabled

Gen Trap

Gen Trap

AOOXRA

Gen Trap

| Apply || Refresh || Cloze |

3. Select or deselect the desired trap(s).

Note: To generate an immediate trap, click the applicable Gen Trap button.
4. To save settings, click on Apply.

Note: If the trap is not selected, the Gen Trap button will not generate a trap.

The following are definitions for each configuration file trap:

e CfgSrvBackupFailed
The server was instructed to back up a file for a particular slot, which failed.

e CfgSrvSyncError
Synchronization to the slave Management Module failed. The problem should be
resolved and attempted manually.

e CfgSrvGenError
A general error has occurred.

e CfgSrvFileRestored
The configuration files have been restored to a particular slot.

e CfgSrvFileBackedup
The configuration files have been successfully backed up for a particular slot.

e CfgSrvModeDisabled
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Note:

3.5.4

Figure 56.

Figure 57.

An event has occurred that has caused the slot mode to be set to disabled. The
user should resolve the error and reset the mode to the proper value for the
affected slot.

The default settings for this window are as shown above. The user should not change
the defaults unless instructed by Technical Support.

Subnet Manager Configuration File
The Subnet Manager Configuration File window allows the user to upload and

download new Intel® Fabric Manager embedded subnet manager files, as well as start
and restart all applicable master and standby subnet managers using the new file.

1. From the Chassis View menu (Figure 21), select Config File Admin.
The Subnet Manager Config File button is displayed (Figure 56).

Subnet Manager Configuration File

Config File Admin
i Administer
. Host Up/Down
. Trap Control
_ Subnet Manager Config File

2. Click Subnet Manager Config File.
The Subnet Manager Configuration window is displayed (Figure 57).

Subnet Manager Configuration File Window

Upload/Download Esm config file - Management Module 201

ifs_fm.xml

| Refresh || Uplozd || Close |

Subnet Manager Control - Management Module 201 (Master)

_ID Dayi(s)}, 0 Hour(s}, 0 Minute(s}, 0 Second(s)
. sws fwSeee | Management Module Slot 202 is Empty
e —

|

3. To download the current configuration file, right-click on the file name in the
Current config file text box, then choose either Save Target As or Save Link As
(depending upon which browser is being used) as displayed in Figure 58.
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Figure 58. Subnet Manager Configuration File Save As

Open

Open in New Window

Save Target As..
Print Target

Cut
Copy
Copy Shortcut

Paste

4. To upload a configuration file, in the Upload Config File text box: enter the path to
the alternate embedded subnet manager file (intel fm.xml). If the path is not
known, the user can use the Browse... button to locate it.

5. Once the new file is located, click the Upload button.

6. In the Subnet Manager Control window for the master subnet manager, click
Stop, Refresh, then Restart to have the new file become active.

7. If applicable in the Subnet Manager Control window for the slave subnet
manager, click Refresh to have the new file become active.

3.6 Chassis Traps

The Chassis Trap Control window allows the user to set default trap scenarios related
to the switch.
1. From the Chassis View menu (Figure 21), select Chassis Traps.
The Trap Control button is displayed (Figure 59).

Figure 59. Chassis Trap Control

Chassis Traps

2. Click Trap Control.
The Chassis Trap Control window is displayed (Figure 60).
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Chassis Trap Control Window

Chassis Group - Management Module 202 | Slot Group - Management Module 202 7
icsChassisTrapSystemSelfTesiFailure [V GenTrap | icsChassisTrapModuleNoiResponding [V GenTrap
icsChassisTrapSystemReboot [V Gen Trap | icsChassisTrapModulelnserted [¥ GenTrap
icsChassisTrapSystemMgmtSrvcStarted [V Gen Trap | icsChassisTrapModuleRemoved ¥ GenTrap
icsChassisTrapSystemMgmtSrvcAboried ¥ Gen Trap | icsChassisTrapModuleFailed ¥ GenTrap
icsChassisTrapSystemSwitchFailover ¥ Gen Trap | icsChassisTrapModuleSelfTestFailure ¥ GenTrap
icsChassisTrapModuleEEPROMReadFailure [¥ cenTrap
|I icsChassisTrapModuleFPGAReadFailure [ GenTrap
|| icsChassisTrapModuleBulkPowerFailure ¥ GenTrap
icsChassisTrapModuleReboot [V GenTrap

Power Group - Management Module 202 Fan Group - Management Module 202 7
icsChassisTrapPowerSupplyNotResponding ¥ Gen Trap | icsChassisTrapFanNotResponding ¥ GenTrap
icsChassisTrapPowerSupplyinserted [¥ GenTrap | icsChassisTrapFanTrayinserted [¥ cenTrap
icsChassisTrapPowerSupplyRemoved [¥ GenTrap | icsChassisTrapFanTrayRemoved [ GenTrap
icsChassisTrapPowerSupplyFailed [¥ Gen Trap | icsChassisTrapFanFailed [ GenTrap
icsChassisTrapPowerSupplyEEPROMReadFailure [V GenTrap | iceChassisTrapFanTrayFEPROMReadFailure [¢ GenTrap

icsChassisTrapPowerSupplyFanFailed [V Gen Trap |

3.

Select or deselect the desired trap(s).

To generate an immediate trap, click the applicable Gen Trap button.

4,

To save settings, click on Apply.

The following are definitions for each chassis trap:

Chassis Group

icsChassisTrapSystemSelfTestFailure
This trap indicates that the chassis failed one or more of its self-test(s).

icsChassisTrapSystemReboot
This trap indicates that the chassis is in the process of rebooting.

icsChassisTrapSystemMgmtSrvcStarted

This trap indicates that the internal service used to support the management of the
chassis is operational.

icsChassisTrapSystemMgmtSrvcAborted

This trap indicates that the internal service used to support the management of the
chassis has terminated abnormally.

icsChassisTrapSystemSwitchFailover

This trap indicates that there was a fail over from one switch in the chassis to the
other.

Slot Group
e icsChassisTrapModuleNotResponding

This trap indicates that a module is not responding to HEARTBEAT poll requests,
that are issued by the internal chassis management service.

e icsChassisTrapModulelnserted

This trap indicates that a module was inserted into the chassis.

e IcsChassisTrapModuleRemoved
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This trap indicates that a module was removed from the chassis.

icsChassisTrapModuleFailed
This trap indicates that a module has failed and is not operational.

icsChassisTrapModuleSelfTestFailure
This trap indicates that the module failed one or more of its self tests.

icsChassisTrapModuleEEPROMReadFailure

This trap indicates that an error condition was encountered when reading the
EEPROM of the module.

icsChassisTrapModuleFPGAReadFailure

This trap indicates that an error condition was encountered when reading the Field-
Programmable Gate Array (FPGA) of the module.
icsChassisTrapModuleBulkPowerFailure

This trap indicates that the bulk power used by a module has failed within the
chassis.

icsChassisTrapModuleReboot

This trap indicates that the module is in the process of rebooting.

Power Group

icsChassisTrapPowerSupplyNotResponding

This trap indicates that a power supply is not responding to HEARTBEAT poll
requests that are issued by the internal chassis management service.
icsChassisTrapPowerSupplyInserted

This trap indicates that a power supply was inserted into the chassis.
icsChassisTrapPowerSupplyRemoved

This trap indicates that a power supply was removed from the chassis.
icsChassisTrapPowerSupplyFailed

This trap indicates that a power supply has failed and is not operational.

icsChassisTrapPowerSupplyEEPROMReadFailure

This trap indicates that an error condition was encountered when reading the
EEPROM of the power supply.

icsChassisTrapPowerSupplyFanFailed

This trap indicates that a power supply fan has failed and is not operational.

Fan Group

January, 2014

icsChassisTrapFanNotResponding

This trap indicates that a fan is not responding to HEARTBEAT poll requests that are
issued by the internal chassis management service.
icsChassisTrapFanTrayInserted

This trap indicates that a fan was inserted into the chassis.

icsChassisTrapFanTrayRemoved

This trap indicates that a fan was removed from the chassis.
icsChassisTrapFanFailed

This trap indicates that a fan has failed and is not operational.

icsChassisTrapFanTrayEEPROMReadFailure

This trap indicates that an error condition was encountered when reading the
EEPROM of the fan tray.
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3.7 Port Statistics

The Chassis View Port Statistics provides IB port information for all of the external
and internal ports of the switch.

To view port statistical information, do the following:

1. From the Chassis View menu (Figure 21), click Port Stats.
The IB Port Stats button is displayed (Figure 61).

Figure 61. IB Port Statistics

2. Click IB Port Stats.
The IB Port Statistics window is displayed (Figure 62).

Figure 62. Chassis IB Port Statistics

1B Port Statistics - Management Module 201

3.7.1 Understanding Port Naming Conventions

The following is an explanation of the conventions used in the Port Name column.
Leaf modules/ports:
L = Leaf module number
P = Leaf module port number
Example: L101P01 is leaf module 101 port number 1.
Interswitch Link (ISL) Ports:
S = Spine module number

True Scale Fabric Switches 12000 Series
January, 2014

User Guide
48 Order Number: G91930002US



™ ®
12000 Series Switches ( l n te I :

L = Leaf module number
A = Spine module switch chip A
B = Spine module switch chip B

Example: S113AP13L225P24 is the ISL between spine module 113, switch chip
A, port 13 and leaf module 225, port 24.

Note: Spine chips are referenced by the spine number and the switch chip identifier. Each
spine module contains two switch chips (Switch chip A and B).

3.7.2 Port Statistics Field Descriptions
Link State:

Indicates whether the IB link associated with the physical port is up or down. Possible
values are no state change, down, init, armed, active, and unknown.

Physical State:

Indicates whether the internal connection to the IB port is up or down. Possible values
are No State Change, Sleep, Polling, Disabled, Training, Up, and Error
Recovery.

Link Down Default:

Indicates the default down state as set by the Fabric Manager. Possible values are No
State Change, Sleep, Polling, and Unknown.

Active Link Width:

Indicates the number of full duplex serial links that are currently being used on a port.
The current bandwidth capability of a port is determined by multiplying this value by
the Active Link Speed of this port. For instance a 4X DDR link has a bandwidth
capability of 20Gb/s.

Note: Values of 1X are possible in this field with 4X IB cables if poor cable connections or
defective 4X IB cables are used.

Link Width Enabled:

Link Width Enabled is the allowed link width(s) that a port can arbitrate to. Normally,
this defaults to the Link Width Supported value, but can be overridden by the subnet
manager.

Link Width Supported:

Indicates the link width in terms of multipliers of 2.5 Gbit/sec full duplex serial links
supported by the port.

Active Link Speed:

Indicates the speed of the full duplex serial link. This is either 2.5Gbps (single data
rate, or SDR), or 5.0Gbps (double data rate, or DDR), or 10.0Gbps (quad data rate, or
QDR).

Link Speed Enabled:

Link Speed Enabled is the allowed link speed(s) that a port can arbitrate to. Normally
this defaults to the Link Speed Supported value, but can be overridden by the subnet
manager.

Link Speed Supported:
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The supported link speed of the port. This could be 2.5Gbps (SDR), 5.0Gbps (DDR),
10Gbps (QDR) or a combination.

IB Statistics Field Descriptions
Transmit 32 Bit Words:

The number of 32-bit data words transmitted by the port, not including flow control and
VCRC data.

Receive 32 Bit Words:

The number of 32-bit data words received by the port, not including flow control and
VCRC data.

Transmit Packets:

The number of data packets transmitted by the port, not including flow control packets.
Receive Packets:

The number of data packets received by the port, not including flow control packets.
Symbol Errors:

The number of times a 8B10B encoding violation, or a disparity violation was detected.
If multiple errors are detected simultaneously (in more than one lane), the counter
only increments by one. The value of the counter is not incremented past 65535. The
Performance Manager may reset and/or consolidate the results of this counter.

Link Error Recovery:

Indicates the number of times the link error recovery process happened successfully.
The value of the counter is not incremented past 65535. The Performance Manager
may reset and/or consolidate the results of this counter.

Link Downed:

The number of times the link error recovery process failed. The value of the counter is
not incremented past 65535. The Performance Manager may reset and/or consolidate
the results of this counter.

Receive Errors:

Number of errors received on the port.

Remote Physical Errors Received:

Indicates bit errors on a link other than the physically attached link.

Transmit Discards:

Number of port transmit discards.

Local Link Integrity Errors:

An error caused by a marginal link. Depending upon the number of code violations,
physical switch problems are detected at the physical layer. These errors are based on

a count of local physical errors.

Excessive Buffer Overrun:
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This error is detected when the Overrun Errors threshold is exceeded by the number of
consecutive flow control update periods with at least one overrun error in each period
given in the PortInfo attribute.

Pkey Violations Inbound:

Indicates the number of times an invalid partition key (PKey) was received. PKeys
support an advanced IB feature for logically partitioning a physical subnet into logical
access domains.

Pkey Violations Outbound:

Indicates the number of times an invalid PKey was sent. PKeys support an advanced IB
feature for logically partitioning a physical subnet into logical access domains.

Raw Violations Inbound:
Number of times raw inbound packet discarded.
Raw Violations Outbound:

Number of times raw outbound packet was discarded.

3.7.4 Leaf and Spine Module IB Port Statistics
To access IB port statistics for a specific leaf or spine module, perform the following
steps.

3.7.4.1 Leaf Modules

1. Select a leaf module.
The leaf module view is displayed.

2. From the Leaf menu, select Leaf Port Stats.
The IB Port Stats button is displayed (Figure 63).

Figure 63. Leaf IB Port Stats Menu

Leaf Port Stats

. IB Port Stats

Port Beacon

3. Click IB Port Stats.
The IB Port Statistics - Leaf window is displayed (Figure 64).
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Figure 64. Leaf Port Statistics Window
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For information on the each IB port statistic field, refer to the section “Port Statistics
Field Descriptions” on page 49.

3.7.4.2 Spine Modules

1. Select a spine module.
The spine module view is displayed.

2. From the Spine menu, select Spine Port Stats.
The IB Port Stats button is displayed (Figure 65).

Figure 65. Spine IB Port Stats Menu

Spine Port Stats

. IB Port Stats

3. Click IB Port Stats.
The IB Port Statistics - Spine window is displayed (Figure 66).
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Figure 66.

3.7.5

Figure 67.

January, 2014

Spine Port Statistics Window

IB Port Statistics - Spine 105A

For information on the each IB port statistic field, refer to the section “Port Statistics
Field Descriptions” on page 49.

Set Field Thresholds

The Set Field Thresholds window allows the user to set, for a specific parameter(s),
an error message threshold for the cable ports on the switch.

To change error reporting thresholds, do the following:

1. Click on Port Stats.
The Set Field Thresholds button is displayed (Figure 67).

Set Field Thresholds

Port Stats

IB Port Stats

Set Field Threshelds

Port Beacon

2. Click on Set Field Thresholds.
The Set Field Thresholds window is displayed (Figure 68).
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Figure 68.

Note:

Note:

Note:

Set Field Thresholds Window

Set Field Th

Percent of Max:

Percent of Max

Percent of Max

Percent of Max

1 Second

1 Second

1 Second

1 Second

1 Second

1 Second

1 Second

1 Second

1 Second

1 Second

1 Second

1 Second

3. To change a threshold value for any field:
a. Click in the Threshold field.
b. Enter a new threshold value.

For those fields with a “"Percent of Max” time unit, the user may enter a number from
0 to 100. For those fields with a *1 Second” time unit, the user may enter a number
from 1 to 65,535.

c. Click Apply.

If any threshold is exceeded on any port, the port will be displayed as red on the switch
map and a warning message will be logged.

The following are descriptions for each field in the Set Field Thresholds area:

The thresholds for the following four fields are set as a percentage of maximum; that is
the percentage of maximum port capacity, which depending upon IB fabric
configuration can be:

e 4X (10/20Gbps)
e 1X (2.5Gbps)

portXmitDataThresh

The threshold for the number of 32-bit data words transmitted by the port.
portRecvDataThresh

The threshold for the number of 32-bit data words received by the port.
portXmitPktsThresh

The threshold for the humber of data packets transmitted by the port.
portRecvPktsThresh

The threshold for the number of data packets received by the port.
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Note:

3.7.6

Note:

January, 2014

The thresholds for the following fields are set based upon the number of error
messages which can occur in one second. The value can be from 1 to 65,535.

portSymbolErrThresh

The threshold for the number of times a 8B10B encoding violation, or a disparity
violation was detected on the port.

portLinkErrRecvThresh

The threshold for the number of times the link error recovery process happened
successfully on the port.

portLinkDownedThresh

The threshold for the number of times the link error recovery process failed on the
port.

portRecvErrThresh

The threshold for the number of errors received on the port.
portRecvRemPhysErrThresh

The threshold for the number of remote physical errors received on the port.
portXmitDiscardThresh

The threshold for the number of transmit discards received on the port.
portPKeyViolInThresh

The threshold for the number of times PKey inbound was invalid on the port.
portPKeyViolOutThresh

The threshold for the number of times PKey outbound was invalid on the port.
portRawViolInThresh

The threshold for the number of times a raw inbound packet was discarded by the port.
portRawViolOutThresh

The threshold for the number of times a raw outbound packet was discarded by the
port.

portLocalLinkIntegThresh
The threshold for the number of local link integrity errors on the port.
portExcBufferOverrunThresh

The threshold for the number of excessive buffer overrun errors on the port.

Port Beacon

The Port Beacon feature allows the user to enable IB port(s) LEDs to flash, assisting a
user in locating a port.

The Port Beacon feature can also be accessed via the Leaf Module menu.
1. From the Chassis menu, click Port Stats.
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The Port Beacon button is displayed (Figure 69).

Figure 69. Port Beacon

Fort Stats

. IB Port Stats

Set Field Thresholds

Fort Beacon

2. Click Port Beacon.
The Port Beacon window is displayed (Figure 70).

Figure 70. Port Beacon Window

FPort Beacons - Management Module 202 E

The physical port will blink. In Chassis Viewer, the IB Link Status LED for the port is
outlined as shown in Figure 71.
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Figure 71. Port Beacon Highlight

‘ Tai T T T T4 Ti Tai .Vl T
(21 (25|26 )l 27 (28 (2|
0 & [ o

3.8 Time Service

The System Time Information window allows the user to set the system time using
either network time protocol (NTP) or manual overrides.

To set the system time:

1. From the menu, select Time Service.
The Set System Time button is displayed (Figure 72).

Figure 72. Switch Time Service

2. Click Set System Time.
The System Time Information window is displayed (Figure 73).
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Figure 73. System Time Information Window

Set System Time - Management Module 202

NTP Settings

_ Men, 16 Aug 2010 08:53:51 (GMT-5)

Time Zone and DST Settings |

|

|

|

Note: If using Network Time Protocol (NTP) and host names (instead of IP addresses), DNS
information must first be set up using the CLI command dnsParamsSet. Remember to
reboot the switch after executing this command.

Note: For detailed information, refer to the Inte/® True Scale Fabric Switches 12000 Series
CLI Reference Guide.

To use NTP:
1. Click the Use Network Time Protocol? check box (Figure 74).

True Scale Fabric Switches 12000 Series
User Guide
58

January, 2014
Order Number: G91930002US



®
12000 Series Switches l n te l

Figure 74. Time Service - NTP Setup

Set System Time - M. nt Module 202

Mon, 16 Aug 2010 05:53:51 (GMT -5)
‘ =
220z |

m—m Y B E

Time Zone and DST Settings [

-
|

|

2. Enter either the DNS host name or IP address for the NTP server.
3. To save, click on Apply.

To manually set the system time:
1. Make sure the Use Network Time Protocol? check box is unchecked (Figure 75).
NTP Settings |

Mon, 16 Aug 2010 10:58:02 (GMT -5)

Figure 75. Time Service - Manual Setup

2. Set the current date and time using the drop-downs for Month, Day, and Year as
well as Hour, Minute, Seconds, and AM/PM.

3. To save, click on Apply.

To set time zone and daylight saving time (DST) settings:

1. In the Time Zone drop-down, select the correct time zone based upon Greenwich
Mean Time (GMT) (Figure 76).
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Figure 76. Time Service - Time Zone/Daylight Saving Time Setup

Time Zone and DST Settings

[ Epply ‘
|

2. Using the Which, Day, and in Month drop-downs, set the start and end dates for
daylight saving time.

3. To save, click on Apply.
Time Zone Tips:

In the U.S. the following time zones are in effect:
e Eastern Standard Time = GMT -5
e Central Standard Time = GMT -6
e Mountain Standard Time = GMT -7
e Pacific Standard Time = GMT -8

Daylight Saving Time Tips:

For most of the United States, Daylight Saving Time (DST) begins at 2 a.m. on the
second Sunday of March, and ends at 2 a.m. on the first Sunday in November.

Additionally, for those regions in the United States that do not observe DST, the start
and end dates in the Which, Day, and in Month settings should be set to the exact

same date.
3.9 0OO0OB LAN IP Submenu
3.9.1 Configuring the Switch OOB IP Address

To configure the Switch IP address:

1. From the menu, select OOB LAN IP
The Set OOB LAN IP button is displayed (Figure 77).

Figure 77. Set Switch OOB IP Address Button

OOB LAN IP

Set OOB LAN IP

Set Default Gateway IP
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2. Click Set OOB LAN IP.
The Set OOB LAN IP window is displayed (Figure 78).

Figure 78. Set OOB LAN IP Window

Set 00B LAN IP - Management Module 202 |

172.26.319

2332352400

| Apply H Refrezh H Close |

Set 00B LAN IPY6 -Management Module 202 |

IP¥6 Autoconfig EnablefDisable

| Ay H Refresh H Close |

Click the Out of Band LAN IP Address text box.
Enter an applicable switch IP address.

Click the Net Mask text box.

Enter an applicable switch net mask.

7. Click Apply.

o v AW

If using IPv6, the user can manually enter an applicable static IPv6 address (in
hexadecimal format address/prefix) in the Out of Band LAN IP text box (Figure 79).
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Figure 79. Set OOB LAN IPv6 Window

Set 00B LAN IP - Management Module 202 |

17226319

2552552400

| Apaly || Refresh || Cloze |

Set 00B LAN IP¥6 -Management Module 202 |

Sffe. 554

IP¥6 Autoconfig EnablefDisable

| Apply || Refresh || Cloze |

8. To automatically configure and assign addresses from an IPv6 router, click the
Auto Config Enabled radio button.

Note: The IPv6 router must be configured to assign addresses using stateless address auto
configuration.
9. Click Apply.

3.9.2 Configuring the Switch Default Gateway IP Address

The Set Default Gateway IP window allows the user to configure the IP address for
the default gateway to route packets from the OOB management port to an external
network.

To configure the Switch default gateway IP address:

1. From the menu, select OOB LAN IP.
The Set Default Gateway IP button is displayed (Figure 80).

Figure 80. Set Switch Default Gateway IP Address Button

OOB LAN IP

Set OOB LAN IF

. Set Default Gateway IP

2. Click Set Default Gateway IP.
The Set Default Gateway IP window is displayed (Figure 81).
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Figure 81. Set Default Gateway IP Window

Set Default Gateway IP - Management Module 202 |

172.258.01

| Apply || Refresh || Cloze |

3. Click the Gateway address text box.
4. Type in the correct switch default gateway IP address.

5. Click Apply.
Note: If the DHCP option is selected, no gateway address is necessary.
3.10 Fabric Manager Configuration
Note: This section assumes the user has purchased and activated the embedded version of

the Fabric Manager.

3.10.1 Automatically starting the Fabric Manager

To enable the Fabric Manager to automatically start at boot time:

1. From the menu, select Subnet Manager.
The Configuration button is displayed (Figure 82).

Figure 82. Subnet Manager Submenu

Configuration

2. Click Configuration.
The Subnet Manager Configuration window is displayed (Figure 83).

Figure 83. Subnet Manager Configuration Window

Subnet Manager - Configuration - Management Module 202 -
| Enabled

3. To configure the Fabric Manager to automatically start with each boot, click
Enabled.

Note: If the user wants to manually activate the Fabric Manager, click Disabled.
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3.11

Figure 84.

3.11.1

3.11.2

Figure 85.

4. For switches in a redundant management configuration, the Start On Slave option
should be set to Disabled.

In the event that the Fabric Manager on the master Management Module is
disabled, the Fabric Manager on the slave Management Module will turn on
automatically when it becomes the chassis management module.

5. Click Apply.
Management Module Menu

The Management Module Menu contains selections for logging, maintenance, subnet
manager, and license keys (Figure 84).

Management Module Menu

Menu ||T

Legging

Maintenance

Subnet Manager

License Keys

Logging

The Logging submenu allows the user to view and purge the log message file.

Viewing the Log

Each management module maintains a separate log. The View Log button allows the
user to view the message log.

To view the message log:

1. From the menu, select Logging.
The View Log button is displayed (Figure 85).

View Log Button

2. Click View Log.
The Log Message window is displayed (Figure 86).
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Figure 86. Sample Message Log

- Slot 254 InfiniF:

W|Z003/04/23 08:06:25_505D: Thread "ibstatmon" (0x845d5e40)

TMS: 510SBFOLL101P36 port stat info query failed with return code=0

I|2009/04/23 08:07:18_5935D: Thread "ibstatmon” (0x845d5240)

TM5: Infiniband 5tat Counter overflowed Port: L101B07 Stat: SymbolErrorCounter Total number of resets: 2.

T|2003/04/23 08:08:13_483D: Thread "ibstatmon" (0x345d5e40)

TMS: Infinibznd Stat Counter overflowed Pert: L101P07 Stat: SymbelErrorCounter Totzl number of resens: 4.

I|2005/04/23 08:03:13_909D: Thread "ibstatmon” (0x345d5e40)

TMS: Infinibznd 5tat Counter overflowed Bort: L101B07 Stat: SymbolErrorCounter Total number of resets: 6.

I|2003/04/23 08:10:41 _885D: Thread "ibstatmon” (0x345d5e40)

TMS: Infiniband Stat Counter overflowed Port: L101P07 Stat: SymbelErrorCounter Total number of resets: 8.

I12009/04/23 08:12:23.0690: Thread "ibstatmon” (0x845d5e40)

TMS: Infiniband Stat Counter overflowed Port: L101P07 Stat: SymbolErrorCounter Total number of resets: 11.

I12009/04/23 08:13:41.705D0: Thread "ibstatmon” (0x845d5e40)

TMS: Infiniband Stat Counter overflowed Port: L101P07 Stat: SymbolErrorCounter Total number of resets: 12.

I12009/04/23 08:15:02.802D: Thread "ibstatmon" (0x845d5e40)

TMS: Infiniband Stat Counter overflowed Port: L101P07 Stat: SymbolErrorCounter Total number of resets: 15.

WI2009/04/23 08:18:13.320D: Thread "private" (0x8320d4770)

Osa: Info, Management Module 201 is being reset

I|2009/04/23 08:16:18.340D: Thread "cChModWkrZ53" (0x84379e68)

CmuRed: cmuRed ctrlInsertRemoveCsllback: CARD REMOVAL event for Management Module Z01.

To save a log message for further analysis, perform the following steps:

1.

u A W N

From the Log Messages window, select Edit, Select All (or CTRL + A).

Select Edit, Copy (or CTRL + C).

Open a text editing package, such as Notepad.
Select Edit, Paste (or CTRL + V).

Save as a plain text (.txt) file.

3.11.3 Purging the Log
The Purge Log button purges the RAM, clearing the log file(s).

To purge the log:

1.

From the menu, click Logging.

The Purge Log button is displayed (Figure 87).

Figure 87. Purge Log Button

2.

Click Purge Log.

3. The Purge Log confirmation window is displayed (Figure 88).

January, 2014
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Figure 88. Purge Log Confirmation Window

Windows Internet Explorer x|
A ? ) Do vou really want ko clear the entire log?

oK I Cancel |

4. Click OK.
5. The message log file is now purged.

3.11.4 Select Boot Image

The Select Boot Image button allows the user to choose an alternative boot image for
the switch. To select a boot image:

1. From the menu, select Maintenance.
The Select Boot Image button is displayed (Figure 89).

Figure 89. Select Boot Image Button

Maintenanoce Ii
. Select Boot Image
Post Diagnostics H

2. Click Select Boot Image.
The Boot Image Selection window is displayed (Figure 90).

Figure 90. Boot Image Selection Window

‘ Boot Selection |
 Image Version
" 5000552

| Apply || Reset || Cloze |

By mousing over either radio button in the Boot Image Selection window, the user
can glean additional information about each file, as shown in Figure 91.
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Figure 91. Boot Image File Pop Up

Boot Selection |

% == 5.0.0.0.68[1]
" 5.0.0.0.552]

devicspkg o
bootlp: 172 263 26:Mf000 EI
hostlp: 10322150

filefimage

To choose a new boot image:
1. Click on a radio button of the new boot image.

2. Click Apply.
This is the image that will run after the next reboot.

3.11.5 Post Diagnostics

The Post Diagnostic feature allows the user to choose tests for various switch
components that can be run in real time. These are tests that are not run during the
power-on phase.

1. From the menu, select Maintenance.
The Post Diagnostics button is displayed (Figure 92).

Figure 92. Post Diagnostics Button

Maintenanoce

Select Boot Image

. Post Diagnostics

2. Click Post Diagnostics.

3. The Post Diagnostics window is displayed (Figure 93).
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Figure 93. Post Diagnostics Window

Post Diagnostics |
Run Test Name Test Result ENA DEMAND PWR-ON Result-Ext
POST TEST CPU NO-RUN Y N Y
POST TEST MEM DRAM NO-RUN Y N Y
POST TEST BOOTROM IMG CHKSUM NO-RUN Y N Y
POST TEST RUN-TIME IMG CHKSUM NO-RUN ¥ N Y
POST TEST JMP RAM NO-RUN Y N Y
m POST TEST 2C PROBE NO-RUN ¥ Y N
- POST TEST FAN TRAYS NO-RUN A Y N
m POST TEST PWR SUPPLES NO-RUN ¥ Y N
r POST TEST REAL-TIME CLOCK NO-RUN Y Y N
ml POST TEST PROTO NO-RUN Y Y M

4. Select the test(s) to be run and click Run Tests.

The test results are displayed in the Test Result column (Figure 94). Additional
information is posted to the Result-Ext column:

Figure 94. Post Diagnostics Results Output

POST TEST JMP RAN NO-RUN Y N Y
' POST TEST 2C PROBE NO-RUN Y bl N
¥ POST TEST FAN TRAYS FAIL Y bl N Fans (2) < minimum (4)
m POST TEST PWR SUPPLIES NO-RUM Y Y N
I- POST TEST REAL-TIME CLOCK MNO-RUM Y Y N
3.12 Fabric Manager Control

This section assumes the user has purchased and activated the embedded version of
the Fabric Manager.

3.12.1 Accessing the Subnet Manager Control Window

The Subnet Manager Control window presents status information relating to the
Fabric Manager and provides a mechanism for starting, restarting, and stopping the
Fabric Manager.

1. From the Management Module menu, click Subnet Manager.
The Control button is displayed (Figure 95).

Figure 95. Subnet Manager Control Button

Subnet Manager ”

Control

2. Click Control.
The Subnet Manager Control window is displayed (Figure 96).
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Figure 96. Subnet Manager Control Window

Subnet Manager - Conirol - Management Module 202

0 Day(s), 0 Hour(g), 0 Minute(z), 0 Second(s)

Mot Started.

Mot Active.

| Refresh || Cloze | ‘

3. To start the Fabric Manager, click Start.

The system responds by displaying Starting up in the Status box of the Subnet
Manager Control window.

4. To confirm that the Fabric Manager has started, click Refresh.

Once the Fabric Manager is running, the system reports Running in the Status
box and begins to increment the Uptime counter.

5. Click Close.

3.12.1.1 Restarting the Fabric Manager
1. From the menu, click Subnet Manager.
2. Click Control. The Subnet Manager Control window is displayed.

3. To restart the Fabric Manager, click Restart.
The system responds by displaying Shutting Down in the Status box of the
Subnet Manager Control window.

4. To confirm that the Fabric Manager has started, click Refresh.
Once the Fabric Manager is running, the system reports Running in the Status
box and begins to increment the Uptime counter.

5. Click Close.

3.12.1.2  Stopping the Fabric Manager

1. From the menu, click Subnet Manager.

2. Click Control.
The Subnet Manager Control window is displayed.

3. To stop the Fabric Manager, click Stop.
The system responds by displaying Shutting Down in the Status box of the
Subnet Manager Control window.

4. To confirm that the Fabric Manager has shut down, click Refresh.
Once the Fabric Manager has shut down, the system reports Not Started in the
Status box of the Subnet Manager Control window.

5. Click Close.
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3.13

3.13.1

Figure 97.

Figure 98.

Figure 99.

3.13.2

License Keys; Key Administration

The License Keys submenu allows the user to add and delete feature functionality that
is sold as an add-on to the switch.

Adding a New License Key

1. Click License Keys.
The Key Administration button is displayed (Figure 97).

License Key Submenu

License Keys ”

Key Administration

2. Click Key Administration.
The Key Management window is displayed (Figure 98).

Key Management Window

License Key Management Information |

Key | Key Description Key status Delete |

Add Key || Refresh || CIDSel

Messages 4|

3. To add a new license key, click the Add Key button.
The License Key Management Information window is displayed (Figure 99).

License Key Management Information Window

License Key M { Information - M t Module 202 [7]

Apply Cancel Close

Messages

4. Enter the license key information in the New Key text box, and click Apply.

Deleting a License Key

1. Click on the License Keys submenu.
2. Click on Key Administration.
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The Key Management window is displayed (Figure 100).
Figure 100. Key Management Delete

3. To delete a license key, click the Delete button.

The system prompts with Are you sure you want to clear key: ()? dialog box
(Figure 101).

Figure 101. License Key Delete Prompt

D Delete key pressed. Proceed with the deletion?

4. Click OK to delete.

88§
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