®

(intel

Access Recovery Tool

User Guide

Software Version 1.0.0

Document Number: 335667-002US



®
l n tel Access Recovery Tool

Intel disclaims all express and implied warranties, including without limitation, the implied warranties of merchantability,
fitness for a particular purpose, and non-infringement, as well as any warranty arising from course of performance, course
of dealing, or usage in trade.

Intel may make changes to specifications and product descriptions at any time, without notice. Designers must not rely on
the absence or characteristics of any features or instructions marked "reserved" or "undefined." Intel reserves these for
future definition and shall have no responsibility whatsoever for conflicts or incompatibilities arising from future changes to
them. The information here is subject to change without notice. Do not finalize a design with this information.

The products described in this document may contain design defects or errors known as errata which may cause the product
to deviate from published specifications. Current characterized errata are available on request.

This tool contains both Intel proprietary software and an open source Linux* operating environment. The Intel proprietary
software is licensed under the Intel® Software License Agreement only. The components of the open source Linux operating
environment provided in this download are licensed under the GNU L/GPL and other licenses as applicable. The source code
for this open source operating environment is available upon request.

Contact your local Intel sales office or your distributor to obtain the latest specifications and before placing your product
order.

For copies of this document, documents that are referenced within, or other Intel literature, please contact your Intel
representative.

Intel and the Intel logo are trademarks of Intel Corporation in the U.S. and other countries.
*Other names and brands may be claimed as the property of others.
Copyright © 2017 Intel Corporation. All rights reserved.
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Document Revision History

Date Revision Description
March 2017 001 Initial Documentation Release.
April 2017 002 3:32,(,1 Section “Downloading the Access Recovery Tool to a USB Flash
Glossary
Terms and Acronyms
Term Description
ATA Advanced Technology Attachment
ISO International Organization for Standardization
SO image An archive file.or disk image of an opticgl disl.< that uses the ISO format. Typi.cally, the file has an
.ISO extension; however, Apple Mac OS* ISO images often use a .CDR extension.
oS Operating System
SATA Serial ATA
SSD Solid State Drive
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1.0 Overview

This document describes how to use the Access Recovery Tool to load a recovery firmware to
impacted Intel® SSD 540s and Pro 5400s Series products.

NOTE: The Access Recovery Tool recognizes all Intel SATA SSDs, but if there is no updated
firmware available for a specific model, the tool does not provide any functionality.

1.1 System Requirements

To use the Access Recovery Tool, you need the following items:

April 2017
335667-002US

Supported Intel SSD

Host system with an available USB port (Windows* and Linux* only) or a Read/Writable
(R/W) CD-ROM drive

ISO image burning software usually provided with the R/W CD-ROM drive, or freely
available online

Blank USB Flash Drive (Windows* and Linux* only) or blank CD (CD-R or CD-RW)

A charged battery, if the update occurs on a mobile system
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Preparing the System

Plug in the Power

For mobile PCs, ensure the computer battery is fully charged during the access recovery. For
desktop PCs, ensure the system is plugged into AC power during the access recovery. Do not
remove power at any time during the access recovery process as this could produce incomplete
results and may render your Intel SSD unusable.

Turn Off Drive Password Protection

Prior to running the Access Recovery Tool, verify that you have turned off the drive password
protection.

e Power on the system
e Enter the BIOS and disable your Drive Password
e  Shut down the system

Although it varies from system to system, you can usually find the Drive Password Protection
feature located in the BIOS. Consult your system documentation for the BIOS settings and
passwords.

For help disabling the drive password protection feature, contact Intel Customer Support:
http://www.intel.com/go/ssdsupport.

Checking the Boot Order

This procedure requires booting from a USB flash or CD-ROM drive before the system drive. To
determine the boot order for your system, reboot and enter BIOS Setup. Depending on the BIOS
vendor, look for a parameter named Boot Device Priority or Boot Load Order. Ensure that the
system boots the USB flash, or CD-ROM drive before the drive that contains the operating system
(0S).

For more information on how to set the CD-ROM drive boot order, consult the system
documentation for your PC.

For additional assistance checking the boot order, contact Intel Customer Support:
http://www.intel.com/go/ssdsupport.

Ensuring Legacy Mode

This procedure requires booting in legacy mode. Ensure that your BIOS is configured accordingly.

For help configuring your BIOS to legacy mode, contact Intel Customer Support:
http://www.intel.com/go/ssdsupport.
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Access Recovery Tool

The Access Recovery Tool is packaged as an ISO image. Similar to an archive file or a disk image,

intel)

3.0 Downloading the Access Recovery Tool to a USB Flash Drive

an ISO image is specifically designed for optical disks like CDs in a format specified by the
International Organization for Standardization (ISO).

This means that you cannot simply copy an ISO image to a blank USB Flash Drive. It will appear as
a data file and will not work correctly. The ISO image must be decoded with software and
installed onto a blank USB Flash Drive to make it bootable with the Access Recovery Tool.

For the purpose of illustration, we are using Universal USB installer software from
pendrivelinux.com, but you may use any installer that you prefer.

1.
2.

© ® N o u
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Go to the Intel download website located at http://www.intel.com/go/ssdfirmware.

Click Download to display the terms of the license agreement (the Read Me.txt file also
includes the license agreement information).

After reading the agreement, click ACCEPT to start the download.

The browser prompts you to select Open, Save or Cancel. See Figure 1 in the previous
section to view a sample screen.

Go to http://www.pendrivelinux.com/universal-usb-installer-easy-as-1-2-3/ and
download the freeware Universal USB Installer.

Install and run the Universal USB Installer (see Figure 2).

Select the Try Unlisted Linux ISO.

Browse to the location of the FUT ISO and select it.

Select the drive letter that corresponds to your blank USB Flash Drive.

Click Create.
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Figure 1. Universal USB Installer

 B] Universal USB Installer 1.0.18 Setup

Setup your Selections Page
Choose a Linux Distro, 150/Z1P file and, your LSB Flash Drive.

V58 lstaller

Step 1: Select a Linux Distribution from the dropdown to put on your USB
Try Unlisted Linux 150 -

Step 2 PENDIMG: Browss to your ®.iso
C:'\Downloads) oo iso
Step 3: Select your USE Flash Drive Letter Only Eﬂwdmmmmmrrm

[EL__] ~] [7]FormatE:\Drive (Erases Content)

Click HERE to Visit the Universal USE Installer Page for additional HELP

Urinesrsal LISE Installer Bttp: f v, pendrivelinu, cor

[_create | | concel

NOTE: Your screen will display the name of the current firmware update image file
(XXXXXXXX.iSO).
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4.0 Running the Access Recovery Tool

After burning the issdart_1.0.0.iso image to a USB flash drive or a CD/DVD, continue with the
following steps.

1. Insert the USB Flash drive into the USB port or the CD/DVD into the CD/DVD reader.

2. Power on the system.

The Access Recovery Tool will start automatically and display the license agreement
screen.

Access Recovery Tool

License Agreement

Copyright € Intel Corporation 2012 - 2017, All Rights Reserved, =
Intel Software License Agresmernt
IMPORTANT - READ BEFORE COPYING, INSTALLING OR USING.

1.  DEFINITIOMNS.

"Agresment” means this Software License Agreement.

"Open Source Software" means any software that requires as a condition of use,
modification, and/or distribution that such Software or other software
incorporated into, derived from, or distributed with such Software:

1) be disclosed or distributed in source code form;

i)  be licensed by the user to third parties for the purpose of maldng and /or
distributing derivative works; or

i) be redistributable at no charge.

s . P s -
Mmen Snuree Snftware inchides swithout limitatinom Softsware licensed or J

3. Click Accept to accept the license agreement and continue.

If Decline it selected, the system will start a countdown to the system shutdown and
include a prompt to Shutdown Now or Cancel.

The Access Recovery Tool scans the system for all Intel SSDs. If your system contains
more than one Intel SSD, the tool displays each one it detects in a separate tab.

If there are one or more drives attached to the system that are eligible
for the recovery firmware, the tool will display them with an orange
badge with an Exclamation Point.

If there are one or more drives attached to the system that are not
eligible for the recovery firmware, the tool will display them with a
green badge with a check mark.

A red badge with an X indicates an issue will or has prevented the
update. You will see a message on the drive's tab describing the failure
condition. If the SSD is security locked, please unlock the drive before
attempting to update its firmware. For all other failures, please contact
Intel Customer Support at http://www.intel.com/go/ssdsupport for
further assistance.
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4.

5.

Click on a tab with an orange badge and then click Update.
Access Recovery Tool

ccess Recovery Tool

1.00

Intel Solid-State Drives

Model Number: Intel ® 580 Pro 5400 Series Mo Opal 380GB
Serial Number: CVLY703100PH360E

Firmware: LSFD 34N

The firmware on this Intel 55D needs o be updated.

New Firmware: LEF091X

(.

Access Recovery Tool

If more than one drive on the system is eligible for the recovery firmware, an Update All
button will appear near the upper right side of the tool. It can be used to load the

recovery firmware to all eligible drives at once.

After clicking the Update or Update All, the Warning Screen will appear.

Firmware Update Warning

Drive(s) to  Intel® 58D Pro 54005 Series No Opal 360GB

update

FIEMWARE UFDATE WARNING:

This process will update the firmware on your Intel S50, There is a
risk that the firmware update process could make your solid-state
drive inoperable. As Intel provides no warranty for the data on
your drive, you are advised to backup your data before updating
the drive firmware with this utility.

Froceed with the update?

Click Yes to proceed.

Clicking No to cancel and exit without loading the recovery firmware.

April 2017
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It will take from 30 seconds up to 2 minutes to load the recovery firmware on each SSD.
The tool does display a progress bar.

Access Recovery Tool

Access Recovery Tool

mn 1.0.0

Intel Solid-State Drives

Model Number: Intel & SSD Fro 5400s Series No Opal 360GE
Serial Number: CYLY703100FH360E

Flrmware: LSFD 34N

Firmware is being updated to: LEFO91X...

WARNING! Until the firmware update has completed, it is critical that you do not remove
power or reboot your system. Doing so will produce unpredictable results and may
render your SSD inoperable.

Once the update is complete, the tool will display a green badge and display what
firmware the drive has been updated to.

Access Recovery Tool

cess Recovery Tool

1.00

Intel Solid-State Drives

& S &

Model Number: Intel ® 58D Pro 5400z Series No Opal 360G
Serial Number: CVLY703100FH 360E

Firmware: LEF091X

Firmwaere has been updated to: LSFO91X

Please reboot the system to complete the update process.
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If the firmware update fails for a drive, the badge will turn to the red X and an error will
be displayed along with steps that should be taken before attempting the update again.

If you are still unable to update the firmware after taking these steps, please contact
Intel Customer Support at http://www.intel.com/go/ssdsupport for further assistance.

6. After a successful update and the green badge appears, click Close to exit the Access
Recovery Tool.

The system will start a countdown to the system shutdown and include a prompt to
Shutdown Now or Cancel.

User Guide April 2017
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5.0

5.1
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Troubleshooting

Computer Does Not Recognize ISO Images

If your CD-ROM software does not recognize ISO images (in Windows XP, Windows Vista, or Linux
operating system), you may see an “unknown file type” message when downloading the Access
Recovery Tool similar to the following figure:
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NOTE: Your screens will display the current name of the firmware update image file
(XXXXXXXX.iSO).

1. Click Save to download the ISO image to your computer.

2. Locate a software application on the Internet that burns ISO images and install the
application.

3. Double-click the ISO image on your drive to decode the image and burn the
Recovery and Update Tool onto a blank CD (CD-R or CD-RW).

User Guide

335667-002US 13



	Document Revision History
	Glossary
	1.0 Overview
	1.1 System Requirements

	2.0 Preparing the System
	2.1 Plug in the Power
	2.2 Turn Off Drive Password Protection
	2.3 Checking the Boot Order
	2.4 Ensuring Legacy Mode

	3.0 Downloading the Access Recovery Tool to a USB Flash Drive
	4.0 Running the Access Recovery Tool
	5.0 Troubleshooting
	5.1 Computer Does Not Recognize ISO Images


